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Vorbereitungen

Vorausgesetzt werden ein Windows Server 2012 und ein Windows 8 Client. Der Windows
Server 2012 erhélt eine fixe IP-Adresse 192.168.15.10, der Client erhalt diese per DHCP.

Installierte Rollen:
- Active Directory
- DNS

- DHCP

-NPS

192.168.15.10

N

Active Directory

Installation

Als erstes wird im Server Manager die Rolle Active Directory Domain Services ausgewahlt und
installiert.

= Server Manager

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

&8 Dashboard

=
B Local Server

ii All Servers

o Configure this local server

al

ile and Storage Services P

QUICK START

Add roles and features

[J

3 Add other servers to manage

WHAT'S NEW o _
4 (Create a server group

LEARN MORE

Vorbereitungen 3
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DESTINATION SERVER

Before you begin AD-NAC

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing decuments, or
Installation Type hosting a website,

Server Selection

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Mext.

Die Rolle wird flr diesen Server installiert.

= 2 DESTIMNATION SERVER
Select installation type AD-NAC
Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (WDI) to create a virtual machine-based
or session-based desktop deployment.

. . DESTINATION SERVER
Select destination server sDoNAC
Before You Begin Select a server or a virtual hard disk on which to install roles and features.
Installation Type (®)} Select a server from the server pool

() Select a virtual hard disk

Server Rolas Sarver Pool
Features
Filter: |
MName IP Address Operating System

AD-NAC 02, 5.10 Microsoft Win Serv standard Evaluation

Die Rolle ,Active Directory Domain Services” wird angewahlt,

Active Directory 4
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Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

DESTINATIOM SERVER
AD-MAC

Description

Server Selection o ) ) -
[ Active Di rectory Certificate Services —

ctive Directory Diomain Services|

Featurss [] Active Directory Federation Services
AD DS [] Active Directory Lightweight Directory Services
Confirmation [] Active Directory Rights Management Services

[] Application Server

Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators. AD DS
uses domain controllers to give
network users access to permitted
resources anywhere on the network

[] DHCP Server

und die notwendigen Features ibernommen.

Add features that are required for Active Directory
Domain Services?

You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

[Tools] Group Pelicy Management
4  Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LDS Teols
Active Directory module for Windows PowerShell
4 AD DS Tools

[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

Include management tools (if applicable)

Und anschliessend die vorgeschlagenen Features ibernommen.

Active Directory

through a single logen process,

Y
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Select features

Before You Begin
Installation Type

Server Szlection

Server Roles

AD DS

Confirmation

DESTINATION SERVER
AD-MAC

Select one or more features to install on the selected server.

Features Description

NET Framework 3.5 combines the

e power of the NET Framework 2.0
I+ [m] .NET Framework 4.5 Features (Installad) APIs with new technalogies for

> [[] Background Intelligent Transfer Service (BITS) = building applications that offer
[ BitLocker Drive Encryption appealing user interfaces, protect

. || your customers' personal identity
[ Bitlocker Network Unlock information, enable seamless and

[] BranchCache secure communication, and provide
[] Client for NFS the ability to model a range of

[ Dota Center Bridging business processes.
[] Enhanced Storage
[ Failover Clustering
Group Policy Management

| »

[] Ink and Handwriting Services
] Intemet Printing Client
] Ip Address Management (IPAM) Server

e - W

<| " HER

Danach folgen die Informationen zur Rolle , Active Directory Domain Services”...

DESTINATION SERVER

Active Directory Domain Services AD-NAC

Before You Begin
Installation Type
Server Szlection

Server Roles

Faaturas

Confirmation

Active Directory Domain Services (AD D5) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource
sharing and collaboration between users. AD D5 is also required for directory-enabled applications
such as Microsoft Exchange Server and for other Windows Server technologies such as Group Policy.

Things to note:

To help ensure that users can still log on to the netwerk in the case of a server outage, install a
minimum of two domain controllers for a domain.

* AD DS requires a DNS server to be installed on the network. If you do not have a DM5 server
installed, you will be prompted to install the DNS Server role on this machine.

Installing AD D5 will also install the DFS Namespaces, DFS Replication, and File Replication services
which are required by AD DS

... die im nachsten Schritt zusammengefasst und bestatigt werden kénnen. Falls notwendig,
wird der Server bei gesetztem Hékchen automatisch neu gestartet.

Active Directory
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[ Add Roles and Features Wizard = | = -

. . . . DESTINATIOM SERVER
Confirm installation selections AD-NAC
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type Restart the destination server automatically if required
Server Selection Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear

ver Rolas .
Server Roles their check boxes.
Features

AD DS Active Directory Domain Services

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

Nach Abschluss der Installation kann die Rolle AD DS konfiguiert werden.

3.2 Konfiguration

Um den AD Dienst zu konfigurieren, wird auf ,More..” im gelben Kéastchen geklickt.

[ Server Manager a

Server Manager * AD DS ) | FA Manage Tools  View

i'-'i SERVERS .

i Dashboard W siservers | 1 total TASKS ¥

i Local Server | L Configuration required for Active Directory Domain Services at AD-NAC I More... X |

s All servers fiter P ®~ @~ > _
:

g File and Storage Services P Server Name  IPvd Address Manageability Last Update Windows Activation

AD-NAC 192.168.15.109 Online - Cannot get BPA results 05.07.2012 13:16:30 00133-30010-00805-AABTS (Activated)

Mit einem Klick auf ,Promote this server to a domain controller” wird der Vorgang gestartet.

= All Servers Task Details - | o

All Servers Task Details and Notifications
All Tasks | 1 total

Status Task Name Stage Message Action Notifications

Post-deployment Configuration Mot Sta... Configuration required for Active Directory Do...  Promote this server to a domain...

Es wird eine neue Doméane mit dem Namen ,goout.ch” angelegt.

Active Directory 7
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. . TARGET SERVER
Deployment Configuration AD-NAC

Select the deployment operation

Domain Controller Cptions
Additional Cptions

() Add a domain contraller to an existing domain

() Add a new domain to an existing forest

Paths ®) Add a new forest

Review Options . o . i .
Specify the domain information for this operation

Frereguisites Chack
Rooct domain name: goout.ch

Der Funktionslevel der Doméane und des Forest werden auf ,Windows Server 2012 belassen.
Zusatzlich wird der DNS Server installiert.

. . TARGET SERVER
Domain Controller Options AD-NAC

Deployment Configuration

Select functional level of the new forest and root domain

Domain ¢
Forest functional level: i
E— | Windows Server 2012 ]
Domain functional level: i
Additional Cptions | e e T |v|
Paths

Specify domain controller capabilities
Review Options Domain Mame System (DMS) server
Prerequisites Chack Global Catalog (GC)

[] Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

Password: sssssnes

Confirm password: sssssnse

|ll

Die Fehlermeldung ist ,normal” und kann ignoriert werden.

DNS Options ARG

| A, Adelegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show mare »

Deployment Configuration . ) .
Specify DN5 delegation options
Domain Controller Options

I [[] Create DNS delegation

Der vorgeschlagene NetBIOS Name wird Gibernommen.

Active Directory 8
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Additional Options P oac

Deployment Configuration . . . .
Verify the NetBIOS name assigned to the domain and change it if necessary
Domain Controller Options

The MetBIOS domain name: GOOUT
DMS Options

Auch die Standardpfade werden (ibernommen.

TARGET SERVER
Paths AD-NAC

Deployment Configuration . i
Specify the location of the AD DS database, log files, and SYSVOL
Domain Controller Options

Database folder: C\Windows\NTDS L]
DNS Options

- _ Log files folder: C\Windows\NTDS [-]

Additional Options SYSVOL folder: C\Windows\SYSVOL L]

Die gemachten Angaben werden nochmals angezeigt.

. . TARGET SERVER
Review Options AD-NAC
Deployment Configuration Review your selections: o
Domzin Controller Options Configure this server as the first Active Directory domain contreller in a new forest. A |
DNS Options The new domain name is "geout.ch”. This is also the name of the new forest.
Additional Options

The NetBIOS name of the domain: GOOUT

Faths

Forest Functional Level: Windows Server 2012

Prerequisites Chack Domain Functional Level: Windows Server 2012
Additional Options:
Global catalog: Yes

DMS Server: Yes

Create DNS Delegation: No

(<]

Die Abhangigkeiten werden Uberpriift und angezeigt. Danach kann die Installation gestartet
werden.

Active Directory 9
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. - TARGET SERVER
Prerequisites Check AD-NAC
| & Al prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more x

Deployment Configuration . i N . L .
Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Options | computer

DNS Options Rerun prerequisites check
Additional Opticns
Paths ~ View results
Review Options I Windows Server 2012 domain controllers have a default for the security setting named | #

"Allow cryptography algorithms compatible with Windows NT 4.0° that prevents weaker
cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (hitp:/y
gomicrosoft.com/fwlink/?Linkld=104751),
! A delegation for this DMS server cannat be created because the autheritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DN5 infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resclution from outside the
domain "goout.ch”, Otherwise, no action is required. W

I, If you click Install, the server automatically reboots at the end of the promotion operation.

3.3 Aufbau der OU-Struktur

Folgende OU-Struktur wurde aufgebaut:

4 3 goout.ch
B[] Builtin
b [ Computers
2] Domain Controllers
t- || ForeignSecurityPrincipal:
| Managed Service Accour
B[] Users
4 (2] Firma
(2] Server
2] Clients
2] Users
2] Groups

Active Directory 10
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Client

Als Client-Betriebssystem wurde ein Windows 8 installiert. Anschliessend wurde der Client mit
dem Namen WIN8-CLIENT in die Domaine goout.ch aufgenommen und in der OU Firma-
Clients abgelegt.

Anschliessend wurde der Client in die Gruppe NAP_Client_Computers aufgenommen.

% Create in:  goout,ch/Firma/Groups

Group name:
| MAP_Client_Computers| |

Group name (pre-Windows 2000):
| MAP_Client_Computers |

Group scope Group type

() Domain local (® Security
(®) Global () Distribution
() Universal

Damit der Objekttyp ,,Computers” angezeigt wird, muss er unter dem Button ,Object Types...”
angewahlt werden.

Select this object type:

| Usersl Cﬂmpt.ltersl.'_‘":ewice Accounts, Groups, or Cther objects | Im

From this location:
|goout.c:h

Enter the object names to select (eamples):
WINB-CLIENT

11
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5 DHCP

5.1 Installation

Als nachstes wird die Rolle ,,DHCP” installiert. Dazu wird im Server Manager “Add roles and
features” ausgewahlt.

DESTINATION SERVER

Before you begin ADNAC gosuten

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Server selection .
To remove roles, role services, or features:

Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

DESTINATIOM SERVER

Select installation type AD-NAC gouteh

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

@ Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

DESTINATIOM SERVER

Select destination server AD-NAC goautch

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type ® Select a server from the server pool
O Select a virtual hard disk

Server Roles Server Pool
Features
Filter:
Name IP Address Operating System

goout.ch 192.168.15.10 Microsoft Windows Server 2012 Release Candidate Dat:

DHCP 12
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Select server roles

Before You Begin
Installation Type

Server Selection

Features
DHCF Server

Confirmation

Select one or more roles to install on the selected server.

Roles

[] Active Directory Certificate Services
Active Directory Domain Services (Installed)
[[] Active Directory Federation Services
[[] Active Directory Lightweight Directory Services
[[] Active Directory Rights Management Services
[l &oplication Server
DHCP
DMS Server {Installed)
[] Fax Server
3 File And Storage Services (Installed)
[T Huner-V

Serve

goSecuS?t
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DESTINATION SERVER
AD-MAC goout.ch

Description

Dynamic Host Configuration
Protocol (DHCP) Server enables you
to centrally configure, manage, and
provide temporary IP addresses and
related information for client
computers.

Anschliessend den Dialog ,,Add Roles and Features Wizard” bestéatigen.

Add features that are required for DHCP Server?

The following tocls are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools

4 Role Administration Tools

[Tools] DHCP Server Toals

Zusatzliche Features sind nicht notwendig.

Select features

Before You Begin
Installation Type

Server Selection

Server Roles

DHCF Server

Confirmation

Select one or more features to install on the selected server.

Features
NN NET Framework 3.5 Features Ll
b [®] .NET Framework 4.5 Features (Installed)

|

PO Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[ BitLocker Netwaork Unlock
[ BranchiCache
[] Client for NFS
[] Data Center Bridging
[[] Enhanced Storage
[[] Failover Clustering
Group Policy Management (Installed)

DESTIMATION SERVER
AD-MAC goout.ch

Description

NET Framework 3.5 combines the
power of the NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers’ personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

13
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Anschliessend folgt die die Bestatigung und die Zusammenfassung.

DHCP Server e

The Dynamic Host Configuration Protocol allows servers to assign, or lease, IP addresses to computers
and other devices that are enabled as DHCP dlients. Deploying a DHCP server on the network provides
Installation Type computers and ather TCP/IP-based network devices with valid IP addresses and the additional
configuration parameters these devices need, called DHCP options. This allows computers and devices
to connect to other network resources, such as DNS servers, WINS servers, and routers.

Before You Begin

Server selection
Server Roles

Features Things to note:

* You should configure at least one static IP address on this computer,

Confirmation * Before you install DHCP Server, you should plan your subnets, scopes and exclusions. Store the plan
in a safe place for later reference.

DESTINATION SERVER

Confirm installation selections e ——

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [[] Restart the destination server automatically if required

Server selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

Server foles their check boxes.

Features

DHCP Server DHCP Server
Remate Server Administration Teols

Role Administration Tools
DHCP Server Tools

Vor der Installation kann die Rolle ,DHCP Server” noch ins AD integriert werden.

Description

The following steps will be performed to complete the configuration of the DHCP Server aon the
target computer:

iption

Authorization
Create the following security groups for delegation of DHCP Server Administration.

- DHCP Administrators
- DHCP Users

Authorize DHCP server on target computer (if domain joined).

DHCP 14
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Specify the credentials to be used to a

Description

/®) Use the following user's credentials

uthorize this DHCP server in AD DS.

User Mame: SO0UT\Administrator

i) Use alternate credentials

UserMame:

Falls erfolgreich, erscheint die Bestatigung.

Summary

Specify...

The status of the post install configuration steps are indicated below:

Summary

Creating security groups
effective.

Authorizing DHCP server

Please restart the DHCP server service on the target computer for the security groups to be

.. Done

. Done

Konfiguration

Im DHCP Server wird anschliessend ein neuer Bereich angelegt.

File Action View Help

rNEEEL ==

% DHCP

A

B id| 7
g
P
5
g
i

I Mew Scope...

b & .
b i Pyt Mew Multicast Scope...

Configure Failover...

Replicate Failover Scopes...

Define User Classes...

MefFimn Wemdare Tlare—r

4 ﬂ ad-nac.goout.ch @ Add a Scope

fIP addresses assigned to computers
c IP address. You must create and configure
rmic P addresses can be assigned.

on the Action menu, click Mew Scope.

n about setting up a DHCP server, see online

15
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Der Wizard fiihrt nun Schritt-flr-Schritt durch die Konfiguration.

MNew Scope Wizard

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distibuting P
addresses to computers on your networl.

To continue, click MNead.

Fur diese Ubung heisst der neue Bereich ,Clients”.

MNew 5cope Wizard
Scope Name e
You have to provide an identifying scope name. You also have the option of providing
a description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your netwark:.

MName: | Clierts]

Description: |

Der Client-Bereich ist von 192.168.15.100-149 (50 Adressen).

New Scope Wizard

IP Address Range
fou define the scope address range by identifying a set of consecutive |P addresses.

Conrfiguration settings for DHCP Server
Enter the range of addresses that the scope distributes.

Start IP address: | 192 . 168 . 15 100

End IP address: 152 . 168 . 15 . 149

Corfiguration settings that propagate to DHCF Client

Length: 24 _%I

Subnet mask: |255.255.255_ 0

Ausnahmen werden keine getatigt.

DHCP 16
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Add Exclusions and Delay
Exclusions are addresses or a range of addresses that are not distibuted by the
server. A delay is the time duration by which the server will delay the transmission of a
DHCPOFFER message.

Type the IP address range that you want to exclude. f you want to exclude a single
address, type an address in Start IF address only.

Start |P address: End IP address:
| [ . . Add

R emowve |

Subnet delay in milli second:
0

Excluded address range:

=

Die Lease-Dauer wird auf dem Standardwert von 8 Tagen belassen.

Leasze Duration
The lease duration specifies how lang a client can use an IP address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical network. For mobile netwaonks that consist mainky of
portable computers or dialup clients, shorter lease durations can be useful.
Likewise, for a stable network that consists mainly of deskiop computers at fived
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distributed by this server.
Limited to:
Days: Hours: Minutes:

[0 [ [

Die zusatzlichen Informationen werden gleich mit dem Wizard definiert.

DHCP 17
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Configure DHCP Options
You have to corfigure the most common DHCP options before clients can use the
sCopeE.

When clients obtain an address, they are given DHCP options such as the [P
addresses of routers (default gateways), DNS servers, and WINS settings for that
SCOpE.

The settings you select here are for this scope and ovemide settings corfigured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?

¥ ez, | want to configure these options now:

™ Mo, | will configure these options later

Als Default Gateway wird der Router mit der Adresse 192.168.15.1 definiert.

Router (Default Gateway)
You can specify the routers, or default gateways, to be distibuted by this scope.

To add an IP address for a router used by clients, enter the address below.

|| . Add |
152168151 Bemove |

Der DNS Server ist unser AD-Server mit der IP-Adresse 192.168.15.10.

IP address:

Domain Name and DNS Servers

The Domain Mame System (DNS) maps and translates domain names used by clients
on your network.

[/

You can specify the parent domain you want the client computers on your network to use for
DMNS name resolution.

Parent domain:

To configure scope clients to use DNS servers on your networe, enter the |P addresses for those
SEVers.

Server name: IP address:

Add

HESD'VE | !15216315-”]' Eemgve |

WINS wird fir diese Ubung nicht benétigt.

18
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Mew Scope Wizard

WINS Servers
Computers unning Windows can use WINS servers to convert NetBIOS computer
names to |F addresses.

’.l

Entering server |P addresses here enables Windows clients to queny WINS before they use
broadcasts to register and resolve MetBIOS names.

Server name: IP address:

T
| Ak || _ Bemove |

Der neue Bereich ,,Clients” wird direkt aktiviert.

Mew Scope Wizard

Activate Scope

Clierts can obtain address leases anly if a scope is activated.

Do you want to activate this scope now?

{+ Nes, | want to activate this scope now;

" Mo, | will activate this scope later

Und der Wizard-Konfigurationsvorgang ist abgeschlossen.

MNew Scope Wizard

Completing the New Scope
@ Wizard

You have successfully completed the Mew Scope wizard.

To provide high availability for this scope, corfigure failover for
the newly added scope by right clicking on the scope and
clicking on corfigure failover.

To close this wizard, click Finish.

< Back || Firiish || Cancel

19
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6 Network Policy Server

6.1 Installation

Nun wird die Rolle NPS — Network Policy Server” installiert. Dazu wird der Wizard im
Rollenmanager ,Add new roles and features” gestartet.

DESTINATION SERVER

Before you begin AD-NAC gooutch

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based en the computing needs of your organization, such as sharing decuments, or
Installation Type hasting a website.

Server selection .
To remove roles, role services, or features:

Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

DESTIMATION SERVER

Select installation type AD-NAC goout<h

Select the installation type. You can install reles and features on a running physical computer or virtual
maching, or on an offline virtual hard disk (VHD].

Before You Begin

#® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (WDI) to create a virtual machine-based
or session-based desktop deployment.

DESTINATIOM SERVER

Select destination server Pt e—

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (8 Select a server from the server pool

) Select a virtual hard disk

Servar Rolas Server Pool
Features
Filter: |
Name IP Address Operating System

AD-NAC.goout.ch .168.15. Microsoft Windows Server 2012 Release Candidate Datg

Und die Rolle ,Network Policy and Access Services” ausgewahlt.

Network Policy Server 20
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Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

DESTINATIOM SERVER
AD-MNAC goout.ch

Description

Server Selection

1 Active Di rectory Certificate Services
Active Directery Domain Services (Installed)

Features [[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services

Metwork Policy and Acces...
Raole Services
[] Application Server
DHCP Server (Installed)
DNS Server (Installed)
[] Fax Server

I File And Storage Services (Installed)
[] Hyper-v

Metwork Palic

[T Brint and Mariment Senirec

Confirmation

and Access Services

Und der Vorschlag tibernommen.

= Add Roles and Features Wizard

| >

MNetwork Policy and Access Services
provides Network Policy Server
(NPS), Health Registration Authority
(HRA), and Host Credential
Authorization Protocol (HCAP),
which help safequard the health and
security of your network,

[ x|

Access Services?

have to be installed on the same senver.

Add features that are required for Network Policy and

The following toels are required to manage this feature, but do not

4 Remote Server Administration Tools
4 Role Administration Tools

[Tools] Metwork Policy and Access Services Tools

Zusatzliche Features sind nicht notwendig.

Select features

aefore You Begin Select one or more features to install on the selected server,

Installation Type Features

Server Selection

| >

Server Roles

b [m] NET Framework 4.5 Features (Installed)
> [[] Background Intelligent Transfer Service (BITS) =
[] BitLocker Drive Encryption
[ BitLocker Network Unlock
[] BranchiCache
[ Client for NFS
[] Data Center Bridging
[ Enhanced Storage
[ Failover Clustering
Group Policy Management (Installed)

MNetwork Policy and Acces...
Role Services

Confirmation

[ Ink and Handwritina Services

Network Policy Server
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Nun startet der NPS Wizard.

DESTINATION SERVER

Network Policy and Access Services AD-NAC gooutch

Before You Begin Network Policy and Access Services allows you to define and enforce policies for network access

Installation Type authentication, authorization, and client health using Network Policy Server (NPS), Health Registration

Autherity (HRA), and Host Credential Authorization Protocol (HCAP)
Server Selection

Server Roles Things to note:

Features

You can deploy NP5 as a Remote Authentication Dial-In User Service (RADIUS) server and proxy and
as a Metwork Access Protection (NAF) policy server. After installing NPS using this wizard, you can
configure NP5 from the MPAS home page using the NP3 console,

Role Services

MNAP helps you ensure that computers connecting to the network are compliant with organization
Confirmation network and client health policies. After installing NPS using this wizard, you can configure NAP
from the NPAS home page using the NPS console.

Fir unsere Ubung ist nur der Network Policy Server notwendig.

DESTINATION SERVER

Select role services it

Before You Begin Select the role services to install for Network Policy and Access Services

Installation Type Role services Description
Server Szlection 3 izati
I Metwork Policy Server I ;Iost Cfdﬁgﬂ Authorization
Server Boles . . - rotocol { ) allows you to
LI Health Registration Authority integrate your Microsoft Network

Features [l o5t Credential Authorization Protocol Access Protection (NAP) solution

Network Palicy 2nd Acces.. with Cisco Network Access_ Control.
When you deploy HCAP with
Network Palicy Server (NP5) and

Confirmation MNAP, NP5 can perform the
authorization of Cisco Network
Access Control clients.

Es folgt eine Bestatigung der Eingaben.

DESTINATION SERVER

Confirm installation selections AD-NAC gosutch

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [T Restart the destination server automatically if required

Server selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. if you do not want to install these optional features, click Previous to clear
Server Roles their check boxes.

Faaturas

Natwork Policy and Acces.. Network Policy and Access Services
Network Policy Server

Role Services

Remaote Server Administration Tools

Role Administration Tools
Network Policy and Access Services Tools

Network Policy Server 22
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Konfiguration NPS

Im nachsten Schritt wird eine NPS Richtlinie erstellt.

File Action View Help

e« F H=

@ s I
D S o
[ ‘J’__EJ Policies Getting Started
b % Network Access Protection Metwork Policy Server (NPS) allows you to create and enforce organization-wide network access policies for client health,

q Accounting connection request authentication, and connection request authorization.

1 Wl Templates Management
Standard Configuration -

Select a configuration scenario from the list and then click the link below to open the scenario wizard.

MNetworke Access Protection (NAP) w

MNetwork Access Protection (NAP)

When you configure NP5 as a NAP health policy server, you create health policies that allow NP5 to validate the configuration of
MAP-capable client computers before they connect to your netwarl. Clients that are not compliant with health policy can be
placed on a restricted network and automatically updated to bring them into compliance.

n Configure NAP n Leam more

Far dieses Szenario wird die Methode DHCP ausgewahit.

Select Network Connection Method For Use with NAP

Metwork connection method:

Select the network connection method that you want to deploy on your network for NAP-capable client
computers. Created policies will work with this networs connection type only. To create policies for additional
networc connection methods, you can run the wizard again.

[Cymamic Host Carfiguration Protocal (DHCF) W

Policy name:
This default text is used as part of the name for each of the policies created with this wizard. You can use the
default test or modify it.

|NAP DHCP

Additional requirements:
You must perform additional actions to set up NAP. View additional MAP requirements by clicking on the
link: below.

Additional Requirements

Wir bendtigen fiir dieses Szenario keine Radius Clients.
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G l Specify NAP Enforcement Servers Running DHCP Server
|

RADIUS clients are netwaork access servers, not client computers. If the local computer is running DHCP
Server, you can skip this step and click Mext.

If you want to add remote DHCP servers as RADIUS clients, click Add. All remote DHCP servers that you
add must also run NPS. Also, remote DHCP/NPS servers must forward connection requests to this NPS
senver (the local computer).

RADIUS clients:

Bereits jetzt kénnte ein DHCP Bereich ausgewahlt werden. Wir konfigurieren dies aber
anschliessend von Hand.

G Specify DHCP Scopes
!*

When you specify one or more MAP-enabled scopes, NP5 evaluates client health and pefforms authorization for
client computers requesting an |P address from the designated scopes.

if vou do not specify any scopes, the policy applies to all MAP-enabled scopes at the selected DHCP servers. f
you specify a scope that is not MAP-enabled, you must enable NAP for the scope after completing this wizard.

To specify one or more scopes, click Add.

DHCP scopes:

Auch die Gruppe, flir welche die NAP Richtlinie gilt, wird anschliessend manuell konfiguriert.
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Configure NAP .

l Configure Machine Groups

_——

To grant or deny access to groups of computers, add groups to Machine Groups.

If no groups are selected, this policy applies to all users.

Machine Groups:

Add...

[11]
3
[41]

Im néchsten Schritt kbnnen Server (und weitere Gerate) definiert werden, die trotz Nicht-
Erflllung der Richtlinien erreicht werden kénnen. Dies sind klassisch der WSUS Server, ein
Antivirenserver oder der Gateway. Fir diese Ubung wird kein zuséatzlicher Server definiert. Im
unteren Teil kann Ubrigens ein Link angegeben werden, der in der Fehlermeldung ,Nicht NAP

Konform” angezeigt wird.
Configure NAP .

l Specify a NAP Remediation Server Group and URL

_——

Remediation Server Group:
Remediation servers store software updates for NAP clients that need them. Remediation Server Groups contain
one or more remediagtion servers.

Select a Remediation Server Group that you have already configured or, to create a new group, click New Group.

none: v| | MNew Group. ..

Troubleshooting URL:
ff you have a Web page that provides users with instructions to users on how to bring computers and devices into
compliance with NAP health policy, type the Uniform Resource Locator (URL) for the Web page.

ff you do not have a Help Web page, do not type a URL.

hitp ./

Wichtig ist der untere Abschnitt. Was geschieht mit Geréaten, die kein NAP kénnen. Hier
unbedingt ,Deny full network access” anwahlen.
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Configure NAP -

. Define NAP Health Policy

4

The installed System Health Validators are listed below. Select onby the System Health Validators that you want to
enforce with this health policy.

Mame
Windows Securty Health Validator

Enable autoremediation of client computers

if selected, MAP-capable client computers that are denied full access to the netwark because they are not
compliant with health policy can obtain software updates from remediation servers.

if not selected, noncompliant NAP-capable client computers are not automatically updated and cannot gain
full network access until they are manually updated.

Network access restrictions for NAP-ineligible client computers:

(#) Deny full network access to NAP-neligible client computers. Allow access to a restricted network only.

() Alow full network access to NAP-neligible client computers.

Nun werden alle notwendigen Policies erstellt.

Configure NAP .

. Completing NAP Enforcement Policy and RADIUS Client
]

Configuration

You have successfully created the following policies and configured the following RADIUS clients.

+ Ta view the configuration details in your default browser, click Corfiguration Details.
+ Ta change the configuration, click Previous.
* To save the corfiguration and close this wizard, click Finish.

Health Policies:

NAP DHCP Compliant

NAP DHCP Moncompliant
Connection Request Policy:
NAF DHCP

Network Policies:

NAP DHCP Compliant

NAP DHCP Moncompliant

NAF DHCP Mon NAP-Capable
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Nun kénnen noch die erzwungenen Vorgaben definiert werden.

File Action View Help
% 2= H

p [ RADIUS Clients and Servers

b [Z] Policies System Health Validator settings define the requirements for client computers that connect to your network.
. You can edt the default configuration, or f an SHV supports storing multiple settings, you can create
a M Network Access Protection additional configurations for use with your health policies.

4 = System Health Validato
4 2 Windows Security H

= Error Codes

ﬂ Remediation Server Gro

Properties
B Accounting R
ename
1 Wly Templates Management
Delete
Help

Folgende Kontrollen kénnen durchgefiihrt werden. Hinweis: Windows XP muss separat
konfiguriert werden, da hier keine Antispyware Software vorhanden ist (Windows Defender
wurde erst mit Windows Vista eingeflihrt).

I Windows 8 Release Previe

- Windows XF curity Health Validator

Use the settings below to define a Windows Security Health Validator policy. Your
selections define the reguirements for client computers connecting to your netwaork:.

How do | configure a security health policy?

Firewall Settings

[] & firewall is enabled for all network connections

Antivirus Settings

[#] &n antivirus application is on
[ Antivirus is up to date

Spyware Protection Settings

[#] £n antispyware application is on
[w] Antispyware is up to date

Automatic Updates Settings
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Konfiguration DHCP fur NAP

Damit die NAP Policy auch greift, miissen nun die Einstellungen via DHCP verteilt werden.
Dazu wird zunédchst Network Access Protection aktiviert.

2

File Action View Help
[ = [}
% DHCP

4 i ad-nac.goout.ch
4 G IPvd
4 [ Scope[1 -
,:ﬁ Address Pool
:é Address Leases
i 2| Reservations
[, Scope Options
2 Policies
(.5 Server Options
4| Policies
i [#| Filters
b IPvE

n >

==

DHCP

t
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General | DMS | Metwor Access Protection | Advanced

et

ﬂﬂm{eﬁiun

You can setup the Metwork Access Protection settings for this scope
here.

I j ings
% Enable for this scope

% |se default Network Access Protection profile

™ se custom profile

Profile Name

In den Bereichsoptionen missen die Vorgaben fir ,Erfillt” und ,Nicht erfllt” konfiguriert

werden.

2

File Action View Help

e« 2E XE G 2

¥ DHCP
4 ﬂ ad-nac.goout.ch
4 Gy IPvd
a [ Scope [192.168.15.0]
.:ﬁ Addresz Pool
:é Addresz Leazes
I 2| Reservations
f_“; Scope Options
[ Policies
.:j Server Opticns
[ Policies
i [F| Filters
b B IPVE

DHCP

-Emeral Advanced

Een%ss:

IDHCF‘ Standard Options vI

/

m >

Network Policy Server

. = |
| Description | ~

Amay of timelj

ilable Options
] 004 Time Server
] 005 Name Servers

DDE OMS Servers Array of DN
1007 1 nn Servars
<| m
— Diata entry
Server name:
I Rezalve |
IP address:

Add |
Bemove |

.
iz 6ei50 ]
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Advanced

Vendor class: |DHCP Standard Options |
Available Options | Description N
[ 013 Boot File Size Size of bontJ:'

1 014 Merit Dump File Path name

o

Im Unterschied zu Windows Server 2008 und Windows Server 2008 R2 befinden sich die NAP-
Einstellungen neu unter ,Policies”. Hinweis: vom entsprechenden Bereich auswahlen.

k] DHCP
File Action View Help

= 75 63

FF DHCP
F i ad-nac.goout.ch
4 Ty IPvd
.:3 Server Options
4 [7] Scope[192.168.15
Eﬁ Address Pool

Configure Conditions for the policy

:% Address Lease A policy consists of one or more conditions and a set of corfiguration settings (options, [P
) Address) that are distributed to the client. The DHCP server delivers these specific
[E] Reservations settings to clients that match these conditions.
| Scope Opti
:ﬁ_]"' Poliziﬁ P Conditions | Operator | Value

[ Policies
I [# Filters
by IPVE

FRemove
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Specify a condition for the policy being configured. Select a critera, operator
and values for the condition.

Criteria: I |ser Class ;I
Operator: IEquaIs ;I
—Valuels)
' TS | Cefault Network Access Protection ClasJRa

[T Append wildcard (™)

Remowve |

Es ist kein zusatzlicher Bereich notwendig.

Configure settings for the policy

if the conditions specified in the policy match a client request, the settings will be ﬁu
applied.

A scope can be subdivided into multiple |P address ranges. Clients that match the conditions
defined in a policy will be issued an IP Address from the specified range.

Corfigure the start and end P address for the range. The start and end P addresses forthe
range must be within the start and end IF addresses of the scope.

The cument scope |P address ange is 192.168.15.100 - 192.168.15.145

If an IP address range is not configured for the policy, policy clients will be issued an IP
address from the scope range.

Do you want to corfigure an IF address range for the policy: " Yezs % No

Welcher DNS-Server ist bei Nicht-Erfillung der Anforderungen erreichbar (Hier der gleiche
Server).

Network Policy Server 30



gDSecm@ty

EXPERTEN FUR IHRE IT-SICHERHEIT

Configure settings for the policy
if the conditions specified in the policy match a client request, the settings will be

applied.

CelsE |DHCP Standard Options |
Available Options | Description ”
[ 005 Name Servers Amay of name servers [IEN 'I'ID

(627 006 DNS Servers Array of DNS servers, by prefe |
[0 007 Log Servers Amay of MIT LCS UDP log ser
< | m | >

— Data entry

Server name:

I Flezolve |
IF address:

| | . . . Add |
[T .. |

Wie lautet der Domain Name bei Nicht-Erfillung.

Configure settings for the policy
if the conditions specified in the policy match a client request, the settings will be

applied.
CelsE |DHCP Standard Options Ba
Available Options | Description A
i Path name for uaﬁjmn_mﬂrjl;'
015 DNS Domain Name DMNS Domain name for client
(1 016 Swap Server Address of client's swap server
< | m | >
— Data entry
String value:
|restricted goout ch| | .

Am Ende werden alle Angaben nochmals zur Kontrolle aufgezeigt.
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Anew |P address and option assignment policy will be created with the following:
Mame: MNAP

Description:

Conditions: QR of

Conditions | Operator | Value
|ser Class Equals Default Metwork Access Protection ...

Settings:

Option Mame | Vendor Class | Yalue |

DMNS Servers 1521681510
OMS Domain Mame restricted .goout .ch

6.4  Gruppenrichtlinie

Flr die Vorgaben an den Client wird eine neue Gruppenrichtlinie mit dem Namen ,NAP Client
Settings” erstellt.

=

5, File Action View Window Help HEER
o= 2E c H
|5l Group Policy Management Group Policy Objects in goout.ch
] ﬁ Forest: goout.ch Conterts | Delegation
4 [F5 Domains
4 ii goout.ch Name - GPO Status WMI Fitter Modified
5/ Default Domain Policy 45l Default Domain Controller..  Enabled Naone 05.07.2012 13:
b (2] Demain Controllers - i I Enabled Nore 05.07.2012 13:
4 & Eirma NAP Client Settings Enabled None 05.07.2012 16!
B (2 Clients ﬁ
b (2] Groups /
L 2] Server Al
B 2] Users /
IE[ Default Domain Contro
=] Default Domain Policy
=] MAP Client Settings
T aaam an e

Auf dem Client muss der Dienst ,Network Access Protection Agent” auf ,Automatisch” gesetzt
sein.
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File  Action

View Help

ANEIEE EEICE

4 i Computer Configuration
4 [ Policies
B [ Software Settings
4[] Windows Settings
i [~ Mame Resolution Policy
=] Seripts (Startup/Shutdewn
4 i Security Settings
[+ gﬂ Account Policies
[+ Ei Local Policies
[ Ei Event Log
B

4 Restricted Groups

r A Reaistry

'y

Service Mame Startup Permission

ﬁ Microsoft Key Distribution Service Mot Defined Mot Defined
ﬁ Microsoft Software Shadow Copy P... Mot Defined Mot Defined
ﬁl‘v‘lultimedia Class Scheduler Mot Defined Mot Defined
ﬁ Met.Tcp Port Sharing Service Mot Defined Mot Defined

Mot Defined
Mot Defined

Mot Defined
Automatic

Metwork Access Protection Agent

|,! Metwork Connections Mot Defined Mot Defined
ﬁ Metwork Connectivity Assistant Mot Defined Mot Defined
ﬁ Metwork List Service Mot Defined Mot Defined
ﬁ Metwork Location Awareness Mot Defined Mot Defined
ﬁ Metwork Policy Server Mot Defined Mot Defined

Weiter wird der Enforcement Client ,DHCP Quarantine Enforcement Client” aktiv sein.

File Action View

Help

s zE BH=

4 & Computer Configuration
4 7] Policies
p (| Software Settings
4 [7] Windows Settings
B [ Mame Resclution Policy
| Seripts (Startup/Shutdown
A i Security Settings
I+ ;ﬂ Account Policies
I» Ei Local Policies
[ _.;i Event Log
[ 3 Restricted Groups
.3 System Services
b (4 Registry
[ 3 File System
b Zaf Wired Metwork (IEEE 80
b ] Windews Firewall with
7] Metwork List Manager
b Zaf Wireless Network (IEEE
p [ Public Key Policies
[ Software Restriction Po
4 ] Metwork Access Protec
MAP Client Configy
| Enforcement Cﬁl
r 50 lser Interfare QJ

F E

Name Status

k ' DHCP Guarantine Enforcement Client

™, |Ps=c Relying Party Disabled
5 RD Gateway Quarantine Enforcement Cliert Disabled
', EAP Quarantine Enforcement Clisnt Disabled

M, Remote access enforcement client for Windows XP and Windows Vista Disabled
!‘Mreless EAPOL enforcement client for Windows XP Disabled

&, DHCP Quarantine Enforcement Client

ID: 79617

Mame: DHCP Quarantine Enforcement Client
Description: Pravides DHCP based erforcement for NAP
Version: 1.0

Damit dies funktioniert, muss das ,Security Center” wieder aktiviert werden (ist in einer
Domaine automatisch ausgeschalten). Hinweis: Administrative Vorlagen — Windows

Komponenten — Sicherheitscenter,

Network Policy Server
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File Action View Help

= HmE T

[ Credential User Interfa :
7] Desktop Gadgets

b [ | Desktop Window Manz

&= 7]

>

X i Turn on Security Center (Domain Setting State
g gevltcT Enderl\.rer Com PCs only) 1 Turn en Security Center (Domain PCs only) Enabled
igital Locker )
[ "] Event Forwarding Edit policy settin A
b (] Event Log Service
[ Event Viewer | Requirements:
] Family Safety At Iea:t Wim;;ws Ser\.r‘;r. ZdOOE «
) File History operating systems or Windows

Professional
7] Game Explorer
7] HomeGroup Description:

b (] Internet Explorer This policy setting specifies
[ Internet Information Se whether Security Center is turned

5 Locati ds on or off for computers that are
b oc.a 100 and sensors ||| Joined to an Active Directary
[] Maintenance Schedule domain. When Security Center is

7] MetMeeting turned on, it meniters essential
7] Metwork Access Protec security settings and notifies the
] Netwark Projector user when the computer might be

at risk. The Security Center

(& Online Assistance Control Panel category view also

[ Password Synchranizat contains a status section, where
[7] Portable Operating Sys the user can get
7] Presentation Settings recommendations te help

b 7] Remote Desktop Servic increase thelcomputerl's security.
] RSS Feeds When Security Center is not

- enabled on the domain, neither v
[ ] Security Center = Te |:10ti'fli clations nor the Security <] m [ [>]

T Carar far MIT L]

Die Gruppenrichtlinie wird nur auf die oben erstellte Gruppe ,NAP_Client_Computers”
zugewiesen.

_._ﬂ File Action View Window Help

«= #7F & HE

H__g Group Policy Management NAP Client Settings
4 f.ﬂ Forest: go.out.ch Scope | Details I Settings | Delegation I Status |
4 E Domains
Links
4 3 goout.ch _ o .
&/ Default Domain Palicy Display links in this location: |gm|.rt.ch
b 2] Demain Controllers The following sites, domains, and OUs are linked to this GPO:
4 3| Firma
=l . Location - Enforced Link E
2] Clients
b 2l Groups
b (2] Server <] m |
b 2] Users
4 [} Group Policy Objects Security Filtering
=/ Default Domain Contro| |||, settings in this GPO can only apply to the following groups, users| and |
EI Default Domain Policy N Y T
= . - ame
5] NAP Client Settings 52, NAP_Client_Computers (GOOUT\NAP_Cliert_Computers)
b [ WMI Filters
- A,

Nun muss die Gruppenrichtlinie noch der entsprechenden OU zugewiesen werden.
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=L Group Policy Management
4 43, Forest goout.ch
4 | z5 Domains
4 F3 goout.ch
= Default Domain Palicy
i 2| Domain Controllers
4 | Firma

4 2 Clients
= MAP Client Settings
b 2 Groups

o3 Server
[ 2] Users
4 | = Group Policy Objects
| Default Domain Contro
| Default Domain Policy
=] MAP Client Settings

Nachdem der Client neu gestartet wurde, greifen die Richtlinien.
Ergebnis
Erfolgreich

Wenn der Client die Richtlinien erflllt, wird die IP-Adresse korrekt mit allen Angaben
zugewiesen.

Ethernet adapter Ethernet:

Connection-specific DNHE Suffix
Link—loca IPvbh Address

I[Pud Add Be = = = = =
Subnet Mask . . .

Default Gateway .

goout .ch
Fed@: :Ycab:ba29:cd2e:2F09:12
192 .168.15.1688
55.255.8
192 . 168.15.1

¥R oEE ER wE ER

Nicht Erfolgreich

Ist die Health-Policy nicht erfillt (bspw. wenn die Firewall ausgeschalten wird), wird der Client
in den Restricted Bereich ,verschoben”.

restricted.goout .
ab:bal2?:cd2e:2FB9:x12
168.15.1688
Subnet L.2505.255.255

Default

Kontrollen

Mit dem Befehl ,netsh nap client show state” kann Gberprift werden, ob NAP aktiv ist (d.h. der
Dienst ist gestartet).
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C:sUzersswizlernetsh nap client zhow state

Clientstatus:

Bezchre ibung
Protokollvers
Status
Einschrankungsstatus
FroDlembe hana Iungs—URL
Einschrankungsstartzeit
Erweiterter Status
Gruppenrichtlinie

ion

Erzuwingungsclientstatus:

HAP-Client {Metwork Access Protectionl>

MHicrosoft NAP-Client (Metwork Access Protection?
1.8

Aktiviert

Eingeschrankt

= Konf iguriert

C:slzerssusernetsh nap client show state

Clientstatus:

Bezchreibung

pl‘ﬂ“ﬂbn‘l 1 llﬂ'l."l""; [ alal

Status
Einschrankungsstatus
Froplembehne bungs —UHL
Einschrankungsstartzeit
Erweiterter Status

Erzwingungsclientstatus

Bezchreibung
Uerzion
Herstellername
Regiztrierungsdatum
Initialisiert

MAP-Client (Metwork Access Protection?

Microsoft HAP-Client <Metwork Access Protection>
i R

Aktiviert
Micht eingeschriankt

DHCP—Quarantdneerzvingungsclient

Bietet DHCP-basierte Erzuingung fiir HAP.
1.8

Microsoft Corporation

Ja

Mit ,,netsh nap client show grouppolicy” kann zusatzlich tiberprift werden, ob die

Gruppenrichtlinie sauber greift.



