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1 Vorbereitungen

Vorausgesetzt werden zwei Windows Server 2012 und ein Windows 8 Client sowie ein Switch.
Der erste Windows Server 2012 erhalt die fixe IP-Adresse 192.168.15.10, der zweite die IP-
Adresse 192.168.15.15. Der Switch wird mit der IP-Adresse 192.168.15.20 konfiguriert.

Zwei VLANs werden angelegt:
- VLAN2: NonCompliant
- VLAN3: Compliant

Die Ports 1-4 des Switches werden auf VLAN3 konfiguriert, der Port 5 wird per Radius / NPS
zugewiesen.

Installierte Rollen: .
Installierte Rollen:

_ Active Di
§ Active Directory - DHCP
- DNS
. - Certificate Authorit -NPS
= Y
192.168.15.10 192.168.15.15

Switch

192.168.15.20

VLAN 2: NonCompliant
VLAN 3: Compliant
Ports 1-4: VLAN3

Port 5: per Radius/NPS

Vorbereitungen 3
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2 Active Directory

2.1 Installation

Als erstes wird im Server Manager die Rolle Active Directory Domain Services ausgewahlt und
installiert.

= Server Manager

Server Manager * Dashboard

WELCOMETO SERVER MANAGER

=
B Local Server

ii All Servers

o Configure this local server

al

ile and Storage Services P

QUICK START

Add roles and features

[\

3 Add other servers to manage

WHAT'S NEW
4 Create a server group

LEARN MORE

= Add Roles and Features Wizard = = -

DESTINATIOM SERVER

Before you begin AD-NAC

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based en the computing needs of your organization, such as sharing decuments, or
Installation Type hosting a website.

Before You Begin

Server Selection .
To remove roles, role services, or features:

Start the Remowve Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

Die Rolle wird flr diesen Server installiert.

Active Directory 4
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DESTINATION SERVER

Select installation type AD-NAC

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

(@) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (WDI) to create a virtual machine-based
or session-based desktop deployment.

DESTINATION SERVER

Select destination server o

Before You Begin Select a server or a virtual hard disk on which to install roles and features,

Installation Type (@) Select a server from the server pool
) Select a virtual hard disk

Server Roles Server Pool
Features
Filter: |
Name IP Address Operating System

AD-NAC 192.168.15.10 Microsoft Windows Server 2012 Standard Evaluation

Die Rolle ,Active Directory Domain Services” wird angewahlt,

DESTINATION SERVER

Select server roles e

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Selection . . ) . ~ Active Directory Domain Services
[[] Active Directory Certificate Services — (AD DS) stores information about

ctive Directory Domain Services abjects on the network and makes
Features [] Active Directory Federation Services this information available to users
AD DS [[] Active Directory Lightweight Directory Services and n fk administrators. f“D bs
i ) ) . uses domain controllers to give
Confirmation [[] Active Directory Rights Management Services network users access to permitted
[] Application Server resources anywhere on the network
] DHCP Server = through a single logen process,

und die notwendigen Features lbernommen.

Active Directory 5
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Add features that are required for Active Directory
Domain Services?

You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

[Tools] Group Pelicy Management
4 Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
4 AD DS Tools

[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

Include management tools (if applicable)

Und anschliessend die vorgeschlagenen Features ibernommen.

DESTINATION SERVER
AD-MNAC

Select features

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description

Server Selection NET Framework 3.5 combines the

power of the .NET Framework 2.0
APIs with new technologies for
building applications that offer

| >

.NET Framework 3.5 Features

Server Roles

b [®] .NET Framework 4.5 Features (Installed)
O Background Intelligent Transfer Service (BITS) =

AD DS

Confirmation

[[] BitLocker Drive Encryption
[ BitLocker Network Unlock
[] BranchCache

[] Client for NFS

[[] Data Center Bridging

[] Enhanced Storage

[ Failover Clustering

Group Policy Management
] Ink and Handwriting Services
[] Internet Printing Client

[] 1P Address Management (IPAM) Server

|

<

<]

appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

Danach folgen die Informationen zur Rolle , Active Directory Domain Services”...

Active Directory
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Active Directgry Domain Services DESTINATICON SERVER.

AD-MAC

Before You Begin
Installation Type
Server Selection

Server Roles

Features

Confirmation

Active Directory Domain Services (AD D5) stores information about users, computers, and other devices

on the network. AD DS helps administrators securely manage this information and facilitates resource
sharing and collaboration between users. AD DS is also required for directory-enabled applications
such as Microsoft Exchange Server and for other Windows Server technologies such as Group Policy.

Things to note:
* To help ensure that users can still log on to the network in the case of a server cutage, install a
minimum of two domain controllers for a domain.

* AD DS requires a DNS server to be installed on the network. If you do not have a DMNS server
installed, you will be prompted to install the DNS Server role on this machine.

* Installing AD DS will also install the DFS Namespaces, DFS Replication, and File Replication services
which are required by AD DS,

... die im nachsten Schritt zusammengefasst und bestéatigt werden kénnen. Falls notwendig,
wird der Server bei gesetztem Hékchen automatisch neu gestartet.

Confirm installation selections T e

Before You Begin
Installation Type
Server Selection

Server Roles

Features
AD DS

AD-MAC

To install the following roles, role services, or features on selected server, click Install.

Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes,

Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory madule for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

Nach Abschluss der Installation kann die Rolle AD DS konfiguiert werden.

Active Directory
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2.2 Konfiguration

Um den AD Dienst zu konfigurieren, wird auf ,More..” im gelben Késtchen geklickt.

[= Server Manager =]

@ v Server Manager * AD DS [ FA Manage  Tools  View

— i'-'i SERVERS A
28 Dashboard All servers | 1 total TASKS ¥

i Local Server | b Configuration required for Active Directory Domain Services at AD-NAC l More... x .

fi All Servers = =

Filter el B> @~ ~ _
Igl AD DS =
ii File and Storage Services P Server Name [Py Address Manageability Last Update Windows Activation

AD-NAC 192.168.15.109 Online - Cannot get BPA results 05.07.2012 13:16:30 00133-30010-00805-AAB7S (Activated)

Mit einem Klick auf ,Promote this server to a domain controller” wird der Vorgang gestartet.

= All Servers Task Details - | o

All Servers Task Details and Notifications
All Tasks | 1 total

X o= = -
Filte: (iZ) » (H) - (el
Filter P (=) '\E/ v

Status Task Name Stage Message Action Notifications

Post-deployment Configuration Mot Sta... Configuration required for Active Directory Do...  Promote this server to a domain... 1

Es wird eine neue Doméane mit dem Namen ,goout.ch” angelegt.

= Active Directory Domain Services Configuration Wizard = -
. . TARGET SERVER
Deployment Configuration AD-NAC

Deployment Configuration

Select the deployment operation

Domain Controller Cptions . . o .
B ) _) Add a domain controller to an existing domain

Additionzl Cptions () Add a new domain to an existing forest

aths ® Add a new forest
Review Options ) o ) ) )
Specify the domain information for this operation
Frereguisites Check
Root domain name: goout.ch

Der Funktionslevel der Doméane und des Forest werden auf ,Windows Server 2012" belassen.
Zusatzlich wird der DNS Server installiert.

Active Directory 8
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- - TARGET SERVER
Domain Controller Options AD-NAC

Deployment Configuration

Select functional level of the new forest and root domain

Domain |
Forest functional level: Wind 5 2012 -
DNS Options | INCOWS SEMVEr | |
D in functional level: i -
Additional Options emain ronatieve | Windows Server 2012 | |
Paths

Specify domain controller capabilities

R @rIE Domain Mame System (DMS) server

Prereguisites Check Global Catalog (GC)
[ Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

Passwor{_i: LTI

Confirm password: sssssnne

Iu

Die Fehlermeldung ist ,normal” und kann ignoriert werden.

DNS Options TR

| A, Adelegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show mare X

Deployment Configuration . ) .
Specify DNS delegation options
Domain Controller Options

T [] Create DNS delegation

Der vorgeschlagene NetBIOS Name wird ibernommen.

Additional Options P aoac

Deployment Configuration . . . .
Verify the NetBIOS name assigned to the domain and change it if necessary
Domain Controller Options

DS Options

The MetBIOS domain name: GOOUT

Auch die Standardpfade werden (ibernommen.

TARGET SERVER
Paths AD-NAC

Deployment Configuration i i
Specify the location of the AD DS database, log files, and S5YSVOL
Domain Controller Cptions

Database folder: C:\Windows\NTDS L]
D5 Options
Log files folder: C\Windows\NTDS L]
Additional Options
P SYSVOL folder: CAWindows\SYSVOL [-]

Active Directory 9
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Die gemachten Angaben werden nochmals angezeigt.

. . TARGET SERVER
Review Options AD-NAC
Deployment Configuration Review your selections: o
Domzin Controller Options Configure this server as the first Active Directory domain controller in a new forest. A |
DM Options The new domain name is "goout.ch”. This is also the name of the new forest.
Additional Cptions

The NetBIOS name of the domain: GOOUT

Paths

Forest Functional Level: Windows Server 2012

Prereguisites Chack Domain Functional Level: Windows Server 2012
Additional Options:
Global catalog: Yes

DNS Server: Yes

Create DNS Delegation: No v |

Die Abhangigkeiten werden Uberpriift und angezeigt. Danach kann die Installation gestartet
werden.

- - TARGET SERVER
Prerequisites Check

AD-NAC

| & Al prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more X

Deployment Configuration . i L ) o )
Prerequisites need to be validated before Active Directery Domain Services is installed on this
Domain Controller Options | camputer

DNS Options Rerun prerequisites check
Additional Options
Paths A View results
Review Options 1. Windows Server 2012 domain contrallers have a default for the security setting named E

"Allow cryptography algorithms compatible with Windows NT 4.0° that prevents weaker
cryptagraphy algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (hitp://
go.microsoft.com/fwlink/7Linkld=104751).

1 Adelegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resclution from outside the
domain "goout.ch”. Otherwise, no action is required. v

A If you click Install, the server automatically reboots at the end of the promotion operation.

Active Directory 10
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Aufbau der OU-Struktur

Folgende OU-Struktur wurde aufgebaut:

4 ,';'gﬂ goout.ch
B 7] Builtin
| Computers

2] Domain Contrellers
t- [ | ForeignSecurityPrincipal:
| Managed Service Accour

B0 Users

4 (2] Firma
2] Server
2] Clients
2] Users

2| Groups

Rolle CA

Auf dem Domain Controller wird zusétzlich die Rolle ,Active Directory Certificate Service”
installiert.

Before you begin

Installation Type

Server Selection

DESTINATION SERVER
W512-AD.goout.ch

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based en the computing needs of your organization, such as sharing decuments, or
hosting a website.

To remove roles, role services, or features:
Start the Remaove Roles and Features Wizard

Before you continue, verify that the fellowing tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again,

To continue, click Next.

DESTINATIOMN SERVER

Select installation type WS12-AD gosuten

Before You Begin

Server Selection

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

(®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

11
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- " DESTINATIOM SERVER
Select destination server WS12-AD.gosutch
Before You Begin Select a server or a virtual hard disk on which to install roles and features.
Installation Type (@) Select a server from the server pool

() Select a virtual hard disk

HEIT

Server Roles Sarver Pool
Features
Filter:
Name IP Address Operating System

W512-AD.goout.ch Microsoft Win erver 2012 Release Candidate Datz

DESTINATION SERVER

Select server roles e

Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description
Server Selection . e PN Active Directory Certificate Services

ctive Directory Certificate Services .

tive Directory Certificate Service {AD C5) is used to create

Active Directory Domain Services (Installed) certification authorities and related
Features [] Active Directory Federation Services role services that allow you to issue

Die Auswahl wird bestatigt.

Add features that are required for Active Directory
Certificate Services?

The following tocls are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Teols
4 Role Administration Tools
4 Active Directory Certificate Services Tools
[Tocls] Certification Authority Management Tools

Es sind keine zusétzlichen Features notwendig.

12
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Select features

Before You Begin
Installation Type

Server Selection

Server Roles

Role Services

Confirmation

Select one or more features to install on the selected server.

Features

.NET Framew 5 Features|

p [®] .MNET Framework 4.5 Features (Installed)
O Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encrypticn

[] BitLocker Metwork Unlock

[] BranchCache

] Client for NFS

[[] Data Center Bridging

e -

Die Rolleninformationen erscheinen.

Active Directory Certificate Services

Before You Begin
Installation Typs
Server Selection

Server Roles

Features

Role Services

Confirmation

Select role services

Before You Begin
Installation Type
Server Selection

Server Roles

Features
AD CS

Confirmation

| »

Q
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DESTINATION SERVER
W512Z-AD.goout.ch

Description

NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

DESTINATIOM SERVER
W512-AD goout.ch

Active Directory Certificate Services (AD CS) provides the certificate infrastructure to enable scenarios
such as secure wireless networks, virtual private networks, Internet Protocol Security (IPSec), Network
Access Protection (MAF), encrypting file system (EFS) and smart card log on.

Things to note:

* The name and domain settings of this computer cannot be changed after a certification authority
(CA) has been installed. If you want to change the computer name, join a domain, or promote this
server to a domain controller, complete these changes before installing the CA. For more

information, see certification authority naming.

Fiir unsere Ubung ist lediglich die Certification Authority notwendig.

DESTINATIOM SERVER
W512-AD.goout.ch

Select the role services to install for Active Directory Certificate Services

Role services

[ Certification Authority Web Enrollment
[] Metwork Device Enrollment Service
[[] Online Responder

Description

The Certificate Enrcllment Policy
Web Service enables users and
computers to obtain certificate
enrollment policy information even
when the computer is not a member
of a domain or if a domain-joined
computer is temporarily outside the
security boundary of the corporate
network. The Certificate Enrollment
Policy Web Service works with the
Certificate Enrollment Web Service
to provide policy-based automatic
certificate enrollment for these users
and computers.

Die gemachten Eingaben werden noch bestétigt und anschliessend die Installation gestartet.

13
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Rolle CA

Before You Begin
Installation Type
Server Selection
Server Roles
Features

AD 5

Role Services

Nach der Installation wird angegeben, mit welchem Benutzer die CA lauft. Fiir unsere Ubung

gDSecu@t

EXPERTEN FUR IHRE IT-SICHERHEIT

DESTINATION SERVER

Confirm installation selections e —

To install the following roles, role services, or features on selected server, dick Install.

[f Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes,

Active Directory Certificate Services
Certification Authority

Remaote Server Administration Teols
Role Administration Tools
Active Directory Certificate Services Tools
Certification Autharity Management Teols

ist dies der Administrator der Domaine.

Credentials

DESTINATION SERVER
W512-AD.goout.ch

Specify credentials to configure role services

To install the following role services you must belong to the local Administrators group:

* Standalone certification authority
* Certification Authority Web Enrollment
* Online Responder
To install the following role services you must belong to the Enterprise Admins group:
* Enterprise certification authority
* Certificate Enrollment Policy Web Service
* Certificate Enrollment Web Service
* Network Device Enrollment Service

Credentials: GOOQUT\Administrator

Die installierte Rolle wird anschliessend konfiguriert.

Role Services

Credentials

Setup Type

CA Type

Private Key
Cryptography

CA Mame

DESTINATION SERVER
W512-AD.goout.ch

Select Role Services to configure

Certification Authority

[] Certification Authority Web Enrollment
[] Online Responder

[] Metwork Device Enrallment Service

[] Certificate Enrallment Web Service

[ Certificate Enroliment Policy Web Service

14
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Unsere CA wird in die Domane integriert.

Rolle CA

Setup Type

Credentialz

Role services

DESTINATION SERVER
W512-AD.goout.ch

Specify the setup type of the CA

Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD D5) to
simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage

CA Type certificates.
Frivate Key
. @) Enterprise CA
Cryptography Enterprise CAs must be domain members and are typically online to issue certificates or
CA Mame certificate policies.

Validity Period
Certificate Datzbaze

Confirmation

Sie stellt die Root CA dar.

CA Type

Credentials

Role Services

Setup Type

=

Private Key

() Standalone CA

Standalone CAs can be members or a werkgroup or doemain, Standalone CAs do not require AD
DS and can be used without a network connection (offling).

DESTINATION SERVER
W512-AD.goout.ch

Specify the type of the CA

When you install Active Directory Certificate Services (AD C5), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKl hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PK]

hierarchy.
Cryptography ® Root CA
CA Mame Root CAs are the first and may be the only CAs configured in a PKl hierarchy.

Validity Period
Certificate Databaze

Confirmation

(0 Subordinate CA

Suberdinate CAs require an established PKI hierarchy and are authorized to issue certificates by
the CA above them in the hierarchy.

Die notwendigen Schlilissel werden neu erstellt.

15
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Private Key

Credentials

Rolz Services

Setup Type
CA Type

Cryptography

CA Mame

Validity Period
Certificate Database

Confirmation

gDSecu@t
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DESTINATIONM SERVER
W512-AD.goout.ch

Specify the type of the private key

To generate and issue certificates to clients, a certification authority (CA) must have a private key.

(®) Create a new private key
Use this option if you do not have a private key or want to create a new private key.

() Use existing private key
Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
() Select a certificate and use its associated private key

Select this option if you have an existing certificate on this computer or if you want to
import a certificate and use its associated private key.

() Select an existing private key on this computer

Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.

Die Schlissel werden optimal gewabhilt.

Credentials
Fole Services
Setup Type
CA Type

Private Key

CA Mame
Validity Period
Certificate Database

Confirmation

DESTINATION SERVER

Cryptography for CA WS12-AD.goout.ch

Specify the cryptographic options

Select a cryptographic provider: Key length:

| RSA#Microsoft Software Key Storage Provider | +|| 2096 ]|

Select the hash algorithm for signing certificates issued by this CA:

SHA258
SHAZE4
SHA312

SHAT
RAMS

Die vorgeschlagenen Namen werden (ibernommen.

16

Y




gDSecm@ty

EXPERTEN FUR IHRE IT-SICHERHEIT

DESTINATION SERVER

- oout.c
CA Name WS12-AD.g h
Credentials Specify the name of the CA
Role Services
Setup Type Type a common name to identify this certification authority (CA). This name is added to all
) certificates issued by the CA. Distinguished name suffix values are automatically generated but can
2imiE be modified.
Private Kay

Common name for this CA:
goout-W512-AD-CA

Cryptography

validity Pericd Distinguished name suffix:

Certificate Database DC=gooutDl=ch

Confirmation Preview of distinguished name:
CN=goout-W512-AD-CA DC=goout,DC=ch

Nun kann noch die Schllisseldauer gewahlt werden. Da unsere Schllsselvorgaben hoch
gewahlt wurden, kann auch eine lange Lebensdauer definiert werden (Randbemerkung: eine
Verlangerung oder Erneuerung des Schllssels ist keine grosse Herausforderung).

DESTINATION SERVER

Validity Period WS12-AD.goout.ch
Credentials Specify the validity period
Raole Services
Setup Type Select the validity period for the certificate generated for this certification authority (CA):
CA Type d Years =
Private Key CA expiration Date: 11.07.2032 17:50:00
Cryptography The validity period configured for this CA certificate should exceed the validity period for the
CA MName certificates it will issue,

Die Standardpfade kénnen Gbernommen werden.

Rolle CA 17
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CA Database

Credentials Specify the database locations
Role Services
Setup Type Certificate database location:
CA Type Ch\Windows\system32\Certlog
Private Key Certificate database log location:
Cryptography CAWindows\system32\Certlog
CA MName

Validity Pariod

Certificate Database

Die gemachten Angaben werden nochmals bestatigt.

i DEST
Confirmation W
Credertials To configure the following roles, role services, or features, click Configure,
Role Services # Active Directory Certificate Services
Setup Type
Certification Authority
CA Type .
CA Type: Enterpnise Root
R Cryptographic provider: R5A#Microsoft Software Key Storage Provider
Cryptography Hash Algorithm: SHA512
Ch Mame Key Length: 4096
validity Period Allow Administrator Interaction:  Disabled
) Certificate Validity Period: 11.07.2032 17:50:00
Certificate Databaze o
Distinguished Mame: CN=goout-W512-AD-CA DC=goout,DC=ch
Certificate Database Location:  C'\Windows\system32\Certlog
Certificate Database Log CA\Windows\system32\Certlog
Location:

Die erfolgreiche Installation wird bestatigt.

DESTIP
Results ws
The following roles, role services, or features were configured:
~ Active Directory Certificate Services
Certification Authority e Configuration succeeded

Mare about CA Configuration

Rolle CA 18
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Client

Als Client-Betriebssystem wurde ein Windows 8 installiert. Anschliessend wurde der Client mit
dem Namen WIN8-CLIENT in die Domaine goout.ch aufgenommen und in der OU Firma-
Clients abgelegt.

Anschliessend wurde der Client in die Gruppe NAP_Client_Computers aufgenommen.

% Create in:  goout,ch/Firma/Groups

Group name:
| MAP_Client_Computers| |

Group name (pre-Windows 2000):
| MAP_Client_Computers |

Group scope Group type

() Domain local (® Security
(®) Global () Distribution
() Universal

Damit der Objekttyp ,,Computers” angezeigt wird, muss er unter dem Button ,Object Types...”
angewahlt werden.

Select this object type:

| Usersl Cﬂmpt.ltersl.'_‘":ewice Accounts, Groups, or Cther objects | Im

From this location:
|goout.c:h

Enter the object names to select (eamples):
WINB-CLIENT

19
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Auf dem zweiten Windows Server 2012 werden die Rollen DHCP und NPS installiert.

Installation

Als erstes wird die Rolle ,DHCP” installiert. Dazu wird im Server Manager wiederum “Add
roles and features” ausgewahilt.

Before you begin

Installation Type

Server Selection

Before You Begin

Server Selection

DESTINATION SERVER
AD-MAC goout.ch

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static |P addresses, are configured
* The most current secunty updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

DESTINATION SERVER

Select installation type AD-NAC gaouteh

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

@) Role-based or feature-based installation
Configure a single server by adding roles, rele services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.
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DESTINATIOM SERVER
Wai12-NAC goout.ch

Select destination server

Before You Begin Select a server or a virtual hard disk on which to install roles and features,

Installation Type

() Select a virtual hard disk

Server Rolss Server Pool

Features
Filter:

MName IF Address Operating System

WS12-NAC.goout.ch 192.168.15.15 Microsoft Windows Server 2012 Release Candidate Datg

DESTINATION SERVER
AD-MAC.goout.ch

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Selection

Features

DHCF Server

Confirmation

[[] Active Directory Certificate Services
Active Directory Domain Services (Installed)
[[] Active Directory Federation Services
[[] Active Directory Lightweight Directory Services
[[] Active Directory Rights Management Services
[l Anplication Sanver
DHCP Serve
DMS Server (Installed)
[] Fax Server
3 File And Storage Services (Installed)
1 Huner-V

Dynamic Host Configuration
Protocol (DHCP) Server enables you
to centrally configure, manage, and
provide temporary IP addresses and
related information for client
computers.

Anschliessend den Dialog ,,Add Roles and Features Wizard” bestéatigen.

Add features that are required for DHCP Server?

The following tocls are required to manage this feature, but do not
have to be installed on the same server,

4 Remote Server Administration Tools
4 Role Administration Tools
[Taols] DHCP Server Toaols

Zusatzliche Features sind nicht notwendig.
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Select features

Before You Begin
Installation Type

Server Selection

Server Roles

DHCP Server

Confirmation

DESTIMATION SERVER
AD-MAC goout.ch

Select one or more features to install en the selected server,

Features Description

Nl .- . D .NET Framework 3.5 combines the

SN MET Framework 3.5 Features| power of the .NET Framework 2.0

I [m] .MET Framework 4.5 Features (Installed) APIs with new technologies for

I+ [] Background Intelligent Transfer Service (BITS) = building applicaticns that offer
[ BitLocker Drive Encryption appealing user interfaces, protect

) L | your customers’ personal identity
[ BitLocker Network Unlock information, enable seamless and

[ BranchCache secure communication, and provide

[ Client for NFS the ability to model a range of
business processes.

| >

[[] Data Center Bridging

[[] Enhanced Storage

[ Failaver Clustering

Group Policy Management (Installed)
Anschliessend folgt die die Bestatigung und die Zusammenfassung.

DHCP Server

Before You Begin
Installation Type
Server Selection

Server Roles

Features

Confirmation

Before You Begin
Installation Type
Server Selection

Server Roles

Features
DHCF Server

DESTINATION SERVER
AD-NAC.goout.ch

The Dynamic Host Configuration Protocol allows servers to assign, or lease, IP addresses to computers
and other devices that are enabled as DHCP clients. Deploying a DHCP server an the network provides
computers and other TCP/IP-based network devices with valid IP addresses and the additional
configuration parameters these devices need, called DHCP options. This allows computers and devices
to connect to other network resources, such as DNS servers, WINS servers, and routers.

Things to note:

* You should configure at least one static IP address on this computer.

* Before you install DHCP Server, you should plan your subnets, scopes and exclusions. Store the plan
in a safe place for later reference.

DESTINATION SERVER

Confirm installation selections AD-NAC gaauteh

To install the following roles, role services, or features on selected server, click Install.

[[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

DHCP Server
Remaote Server Administration Tools

Reole Administration Tools
DHCP Server Tools

Vor der Installation kann die Rolle ,,DHCP Server” noch ins AD integriert werden.
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Description

The following steps will be performed to complete the configuration of the DHCP Server on the
target computer:

Authorization

Create the following security groups for delegation of DHCP Server Administration.

- DHCP Administrators
- DHCP Users

Authorize DHCP server on target computer (if domain joined).

Authorization

Description Specify the credentials to be used to authorize this DHCP server in AD DS,

/®) Use the following user's credentials

User Name: SQ0OUT\Administrator

i) Use alternate credentials

UserMame: Specify..

Falls erfolgreich, erscheint die Bestatigung.

Summary

The status of the post install configuration steps are indicated below:

Creating security groups e Done

Please restart the DHCP server service on the target computer for the security groups to be
effective.

Authorizing DHCP server v Done
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5.2 Konfiguration

Im DHCP Server wird anschliessend ein neuer Bereich angelegt.

2 DHCP
File Action View Help

Y EEEL =

F DHCP i
4 f] ad-nac.goout.ch I-o-l Add a Scope
4| 3 IPvd ki
: Display Statistics..,
—ﬂ i fIP addresses assigned to computers
= I Mew Scope... Iic IP address. ¥ou must create and configure
¥ . .
b & New Multicast Scope... mic [P addresses can be assigned.
By [P

Configure Failover... . on the Action menu, click New Scope.

Replicate Failover Scopes.. n about setting up a DHCP server, see online

Define User Classes...

PieFern Womdoe e o

Der Wizard fiihrt nun Schritt-flr-Schritt durch die Konfiguration.

New 5cope Wizard

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distibuting P
addresses to computers on your networl.

To continue, click MNext.

Fur diese Ubung heisst der neue Bereich ,Clients”.

MNew 5cope Wizard
Scope Name —
You have to provide an identifying scope name. You also have the option of providing
a description.

Type a name and description for this scope. This information helps you quickhy identify
how the scope is to be used on your netwaorl.

Mame: | Clierts]

Description: |

Der Client-Bereich ist von 192.168.15.100-149 (50 Adressen).
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IP Address Range
fou define the scope address range by identifying a set of consecutive |P addresses.

— Configuration settings for DHCP Server
Enter the range of addresses that the scope distributes.
Start IP address: 152 168 . 15 . 100

End IP address: | 192 . 168 . 15 . 149

— Configuration settings that propagate to DHCP Client

Length: I 24 _I:

Subnet mask: |255255255 0

Ausnahmen werden keine getétigt.

Add Exclusions and Delay
Exclusions are addresses or a range of addresses that are not distibuted by the
server. A delay is the time duration by which the server will delay the transmission of a

DHCPOFFER message.

Type the IP address range that you want to exclude. if you want to exclude a single
address, type an address in Start IF address only.

Start IP address: End IP address:
| [ . . . S Add

Excluded address ange:

Remowve

d

Subnet delay in milli second:

| 0]

Die Lease-Dauer wird auf dem Standardwert von 8 Tagen belassen.
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Lease Duration
The lease duration specifies how lang a client can use an IP address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical network. For mobile netwanks that consist mainky of
portable computers or dialwup clients, shorter lease durations can be useful.
Likewise, for a stable netwaork that consists mainty of desktop computers at fixed
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distributed by this server.
Limited to:
Days: Hours: Minutes:

(5 [o [o=

Die zusatzlichen Informationen werden gleich mit dem Wizard definiert.

Configure DHCP Options
fou have to configure the most comman DHCP options before clients can use the
sCOpe.

When clients obtain an address, they are given DHCP options such as the [P
addresses of routers (default gateways), DNS servers, and WINS settings for that

scope.

The settings you select here are for this scope and ovemide settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?

¥ ez, | want to configure these options now:

™ Mo, | will configure these options later

Als Default Gateway wird der Router mit der Adresse 192.168.15.1 definiert.

Router (Default Gateway)
You can specify the routers, or default gateways, to be distibuted by this scope.

To add an IP address for a router used by clients, enter the address below.

|P address:
| [ . . . Aidd

152.168.15.1 Bemowve |

DHCP 26
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Der DNS Server ist unser AD-Server mit der IP-Adresse 192.168.15.10.

Domain Name and DNS Servers
The Domain Mame System (DMNS) maps and translates domain names used by clients
an yaur network.

You can specify the parent domain you wart the client computers on your netwark to use for
DMNS name resolution.

Farent domain:

To configure scope clients to use DMNS servers on your networl, enter the |P addresses for those
SEMVErS.

Server name: IP address:

Add

Resolve | !15216315“]' Bemove |

WINS wird fiir diese Ubung nicht benétigt.

WINS Servers
Computers unning Windows can use WIMNS servers to convert MNetBIOS computer
names to |P addresses.

Entering server IP addresses here enables Windows clients to gueny WINS before they use
broadcasts to register and resolve MNetBIOS names.

Server name: |P address:
[T Add
Fezolve | | BEemove |

Der neue Bereich ,Clients” wird direkt aktiviert.

Activate Scope

Clients can obtain address leases only i a scope is activated.

Do you want to activate this scope now?

¥ ez, | want to activate thiz scope now!

™ Mo, | will activate this scope later

Und der Wizard-Konfigurationsvorgang ist abgeschlossen.
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MNew Scope Wizard

Completing the New Scope
Wizard

You have successfully completed the New Scope wizard.

To provide high availability for this scope, configure failover for
the newly added scope by right clicking on the scope and
clicking on corfigure failover.

To close this wizard, click Finish.

< Back || Finish || Cancel

Zertifikat

Auf dem zweiten Windows Server 2012 muss noch ein Zertifikat installiert werden, damit der
NPS Dienst mit dem Active Directory Daten austauschen kann.

Dazu wird mit dem Befehl mmc die Management-Konsole gestartet und das Snap-In
«Certificate” ausgewahlt. Das Zertifikat soll flir den Computer gelten:

Certificates snap-in

This snap-in will always manage certificates for:

) My user account

) Service accourt

Select Computer

Select the computer you want this snap-in to manage.

This snap-n will always manage:

(®) pcal computer: {the computer this console is running onk

() Another computer:

[ ] Mllow the selected computerto be changed when launching from
anhy applies if you save the consale.
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&4 File Action View

Favorites  Window  Help

e« 7

B| G

7] Conscle Root

A Iﬁl Certificates (Local Computer)

Object Type

There are no items to show in this view. -

[

B Find Certificates... Me
b & E"'| All Tasks R Find Certificates...

b I

L Tr View 3 | Request New Certificate... |
b U Mew Window froom Here | Irnnrt ...

Der entsprechende Wizart startet.

Before You Begin

The following steps will help you install certificates, which are digital credentials used to connect to wireless
networks, protect content, establish identity, and do other security-related tasks.

Before requesting a certificate, verify the following:

Your computer is connected to the network
You have credentials that can be used to verify your right to obtain the certificate

Das Zertifikat wird automatisch von der CA auf dem Domain Controller ,geholt”.

Select Certificate Enrollment Policy

Certificate enrollment policy enables enrollment for certificates based on predefined certificate templates.
Certificate enrollment policy may already be configured for you.

Configured by your administrator

Active Directory Enrollment Policy

Configured by you

Mit Enroll wird das Zertifikat im Anschluss ,geholt”.

Zertifikat

Add Mew
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Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then
click Enrall,

Active Directory Enrollment Policy

[+] Computer kp STATUS: Available Details «

Nach wenigen Augenblicken ist das Zertifikat lokal installiert.

Certificate Installation Results

The following certificates have been enrolled and installed on this computer.

Active Directory Enrollment Policy

Computer ‘ STATUS: Succeeded

ﬁ Eile Action View Favorites Window Help

YEIENEEEE]

[ Console Root Issued To - lssued By Expiration Date
a G Certificates (Local Computer) 1512-N ) goout-W512-AD-CA 12 3
4 [ | Personal
[ Certificates

r [ Trusted Root Certification Autk

Die Konsole kann anschliessend ohne Speicherung geschlossen werden.
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Network Policy Server

Installation

Nun wird die Rolle NPS — Network Policy Server” installiert. Dazu wird der Wizard im
Rollenmanager ,Add new roles and features” gestartet.

DESTINATION SERVER

Before you begin AD-NAC gooutch

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based en the computing needs of your organization, such as sharing decuments, or
Installation Type hasting a website.

Server selection .
To remove roles, role services, or features:

Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

DESTIMATION SERVER

Select installation type AD-NAC goout<h

Select the installation type. You can install reles and features on a running physical computer or virtual
maching, or on an offline virtual hard disk (VHD].

Before You Begin

#® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (WDI) to create a virtual machine-based
or session-based desktop deployment.

DESTINATIOM SERVER

Select destination server e ——

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (8 Select a server from the server pool

) Select a virtual hard disk

Server Roles Server Pool
Features
Filter: |
Name IP Address Operating System

W512-NAC.goout.ch .168.15. Microsoft Windows Server 2012 Release Candidate Datg

Und die Rolle ,Network Policy and Access Services” ausgewahlt.
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Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

DESTINATIOM SERVER
AD-MNAC goout.ch

Description

Server Selection

1 Active Di rectory Certificate Services
Active Directery Domain Services (Installed)

Features [[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services

Metwork Policy and Acces...
Raole Services
[] Application Server
DHCP Server (Installed)
DNS Server (Installed)
[] Fax Server

I File And Storage Services (Installed)
[] Hyper-v

Metwork Palic

[T Brint and Mariment Senirec

Confirmation

and Access Services

Und der Vorschlag tibernommen.

= Add Roles and Features Wizard

| >

MNetwork Policy and Access Services
provides Network Policy Server
(NPS), Health Registration Authority
(HRA), and Host Credential
Authorization Protocol (HCAP),
which help safequard the health and
security of your network,

[ x|

Access Services?

have to be installed on the same senver.

Add features that are required for Network Policy and

The following toels are required to manage this feature, but do not

4 Remote Server Administration Tools
4 Role Administration Tools

[Tools] Metwork Policy and Access Services Tools

Zusatzliche Features sind nicht notwendig.

Select features

aefore You Begin Select one or more features to install on the selected server,

Installation Type Features

Server Selection

| >

Server Roles

b [m] NET Framework 4.5 Features (Installed)
> [[] Background Intelligent Transfer Service (BITS) =
[] BitLocker Drive Encryption
[ BitLocker Network Unlock
[] BranchiCache
[ Client for NFS
[] Data Center Bridging
[ Enhanced Storage
[ Failover Clustering
Group Policy Management (Installed)

MNetwork Policy and Acces...
Role Services

Confirmation

[ Ink and Handwritina Services

Network Policy Server
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Nun startet der NPS Wizard.

DESTINATION SERVER

Network Policy and Access Services AD-NAC gooutch

Before You Begin Network Policy and Access Services allows you to define and enforce policies for network access

Installation Type authentication, authorization, and client health using Network Policy Server (NPS), Health Registration

Autherity (HRA), and Host Credential Authorization Protocol (HCAP)
Server Selection

Server Roles Things to note:

Features

You can deploy NP5 as a Remote Authentication Dial-In User Service (RADIUS) server and proxy and
as a Metwork Access Protection (NAF) policy server. After installing NPS using this wizard, you can
configure NP5 from the MPAS home page using the NP3 console,

Role Services

MNAP helps you ensure that computers connecting to the network are compliant with organization
Confirmation network and client health policies. After installing NPS using this wizard, you can configure NAP
from the NPAS home page using the NPS console.

Fir unsere Ubung ist nur der Network Policy Server notwendig.

DESTINATION SERVER

Select role services it

Before You Begin Select the role services to install for Network Policy and Access Services

Installation Type Role services Description
Server Szlection 3 izati
I Metwork Policy Server I ;Iost Cfdﬁgﬂ Authorization
Server Boles . . - rotocol { ) allows you to
LI Health Registration Authority integrate your Microsoft Network

Features [l o5t Credential Authorization Protocol Access Protection (NAP) solution

Network Palicy 2nd Acces.. with Cisco Network Access_ Control.
When you deploy HCAP with
Network Palicy Server (NP5) and

Confirmation MNAP, NP5 can perform the
authorization of Cisco Network
Access Control clients.

Es folgt eine Bestatigung der Eingaben.

DESTINATION SERVER

Confirm installation selections AD-NAC gosutch

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [T Restart the destination server automatically if required

Server selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. if you do not want to install these optional features, click Previous to clear
Server Roles their check boxes.

Faaturas

Natwork Policy and Acces.. Network Policy and Access Services
Network Policy Server

Role Services

Remaote Server Administration Tools

Role Administration Tools
Network Policy and Access Services Tools
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Konfiguration NPS

Im nachsten Schritt wird eine NPS Richtlinie erstellt.

File Action View Help

e« F H=

@ s I
D S o
[ ‘J’__EJ Policies Getting Started
b % Network Access Protection Metwork Policy Server (NPS) allows you to create and enforce organization-wide network access policies for client health,

q Accounting connection request authentication, and connection request authorization.

1 Wl Templates Management
Standard Configuration -

Select a configuration scenario from the list and then click the link below to open the scenario wizard.

MNetworke Access Protection (NAP) w

MNetwork Access Protection (NAP)

When you configure NP5 as a NAP health policy server, you create health policies that allow NP5 to validate the configuration of
MAP-capable client computers before they connect to your netwarl. Clients that are not compliant with health policy can be
placed on a restricted network and automatically updated to bring them into compliance.

n Configure NAP n Leam more

Far dieses Szenario wird die Methode IEEE 802.1X (Wired) ausgewahlt.

Select Network Connection Method For Use with NAP

Metwork connection method:

Select the network connection method that you want to deploy on your network for NAP-capable client
computers. Created policies will work with this networs connection type only. To create policies for additional
networc connection methods, you can run the wizard again.

|[EEE 80213 (Wired) W

Policy name:
This default text is used as part of the name for each of the policies created with this wizard. You can use the
default test or modify it.

NAP 802.1X (Wired)

Im nachsten Schritt fligen wir einen Radius-Client (Switch) hinzu.

Network Policy Server 34



gDSecm@’ty

EXPERTEN FUR IHRE IT-SICHERHEIT

- Specify 802.1X Authenticating Switches
|*

RADIUS clients are netwaork access servers, such as authenticating switches. RADIUS clients are not
client computers.

To specify a RADIUS client, click Add.

RADIUS clients:

Unser Radius Client (Switch) hat die IP-Adresse 192.168.15.20. Das Passwort bendtigen wir
anschliessend auch auf dem Switch. Flr diese Ubung lautet es ,,secret”.

Settings

[ ] Select an exsting template:

Mame and Address

Eriendly name:
|['.isco Switch I

Address (IP ar DNS):
[192162.15.20 |

Shared Secret
Select an existing Shared Secrets template:

| Mone

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

) Manual () Generate
Shared secret:

feenee]

Corfirm shared secret:
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Den nachsten Schritt lassen wir momentan offen und konfigurieren diesen im Anschluss von
Hand.

G l Configure User Groups and Machine Groups
|

To grant or deny access to groups of computers, add groups to Machine Groups. To grant or deny access to
groups of users, add groups to User Groups. ou can configure both Machine Groups and User Groups for this
policy.

If no groups are selected, this policy applies to all users.

Machine Groups:

| Remove |
User Groups:

| Remove |

Das Zertifikat fiir die Kommunikation mit dem Domain Controller wird automatisch erkannt
und angezeigt.
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Configure NAP -

l Configure an Authentication Method

— |

Protected Extensible Authentication Protocol (FEAP) is the authentication method used with wireless access
points and authenticating switches. To configure PEAP, you must select a server certificate on the NP5 server
and you must configure an authentication type.

MPS Server Certificate

To select a server certficate issued by your arganization trusted root certfication autharity (CA) or a public
CAthat is trusted by client computers, click Choose. To view the selected certfficate, click View.

| WS12-NAC goout ch (Valid until 7/12/2013 3:49:09 PM) | |

| View. . || Choose. .. |

EAP types:
Select EAP types to use with PEAP. The authentication type determines the kind of credentials that NP5 can
accept from client computers and users (either user name and password or a certfficate).

Secure Password (PEAP-MS-CHAF w2). This authentication type pemits users to type password-based
credentials during authentication.

[] Smart Card or other certfficate (EAP-TLS). This authentication type requires cerfficates on smart cards or in the
client computer certificate store. Far this authentication type you must deploy your own trusted root CA.

Im ersten Schritt konfigurieren wir die notwendigen Angaben, wenn der Client die

Anforderungen des NPS erflillt.
Configure NAP -

l Configure Traffic Controls

'
. 'd. Usevirtual LANs {VLANs) and access control lists (ACLs) to control network traffic.

if your RADIUS clients (authenticating switches or wireless access points) support the assignment of traffic
controls using RADIUS tunnel attibutes, you can configure these attributes here. Examples of traffic controls
include virtual LAMs (VLANMs) or access control lists (4CLs). Your RADIUS client might also suppart other traffic
control attributes. To configure these attributes, enter values for the full access networke and the restricted access

netwaorke.
ff you do not use traffic controls or will corfigure them later, click Mext.

Full access network
Configure RADIUS attributes for computers that are granted full network access.

Restricted access networl
Configure RADIUS attributes for computers that are granted restricted network access.
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Configure RADIUS Attributes

then click Edit. fyou dor
your RADIUS client docu

Attributes:
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| x|

RADIUS Standard Attributes | Vendor-Specific Attributes |

1 To send additional El‘rtnbutes to HADIUS dlents select a HADIUS standard aﬁnbute and

CLACRIL LS )

licies for clie

Attribute name:

MName
Fitter-Id

Tunnel-Type

‘l—l—_—_g___*
Tunnel-Medium-Type

Tunnel-Pyvt-Group-1D
Tunnel-Assignment-10

Tunnel-Type

Attribute number:

Attribute format:
Enumerator

Attribute Information

Attribute Information

X

Tunnel-Type

64

Enumeratar

wnones:

Attribute name:

Attribute number:

Attribute format :

Attribute Value:
() Commenty used for Dial-Up or VPN

L |® Commenty used for 202 1x

o | [ ]

| irtual LANs (VLAN)

() Cthers

wnones:

g8

| oK

|| Cancel |

Im zweiten Schritt der Tunnel-Medium-Type (802.1x)

Network Policy Server
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Configure RADIUS Attributes X

RADIUS Standard Attributes | Ven :

Attribute Information
To send addttional attributes to RA
then click Edit. f you do not confiy  stirbute name:

your RADIUS client documentatiol  Tunnel-Medium-Type

Attributes: Attribute number:
Name Walue 65
Fitter-Id <not o™ Wiiribute fomat
Tunnel-Type U Enumerator

Tunnel-Medium-T; <not con

Tunnel-Pvt-Group-IDN - <not con il LA TR

Tunnel-fssignment-ID <not con Vendor  Value

d

Attribute name: Remove
Tunnel-Medium-Type

Attribute number: Maove Up
65

Mowve Down

Attribute format :
Enumerataor

ok |

i

Aftribute Value:
(®) Commonly used for 802, 1x

|EJ|]2 {includes all 202 media plus Ethemet canonical format) W |
) Uthers

| <none: |

Der dritte Schritt umfasst die Tunnel-Pvt-Group-ID (entsprechendes VLAN). In unserem
Beispiel ist dies das VLAN 3.
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RADIUS Standard Attributes [

To send additional attributes t
then click Edit. f you do not g
your RADIUS client documen

Attributes:

Name

Filter-1d

Turnel-Type
Turnel-Medium-Type
Tunnel-Pvwt-Group-|
Tunnel-Assignment-10

Attribute name:
Tunnel-Pvt-Group-ID

Attribute number:
a1

Attribute values:

Attribute Information

Vendor Value

Metowerl

s

Attribute Information

Attribute name:
Tunnel-Pvt-Group-1D

Attribute number:
81

Attribute format:
OctetString

Enter the attribute value in:
(®) String

() Hexadecimal

E

oK

| | Cancel

HERHEIT

ILI|1

Cancel

Flr den nachsten Schritt muss unbedingt das Handbuch des Switches beachtet werden. Je
nach Gerat kann der Wert 0 oder 1 sein!

Network Policy Server
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RADIUS Standard Attributes | Vendor-Specfic Attributes |
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To send additional attributes to RADIUS clients. select a Vendor Specific attribute, and

then g
your H

Altrik

Mam
Wen

To add an attribute to the settings, select the attribute, and then click Add.

Add Vendor Specific Attribute

To add a Vendor Specific attribute that is not listed, select Custom, and then click Add.

Vendor:

ICustom |

Attributes:

Mame Vendor
Allowed-Certficate-0ID RADIUS Standard
Generate-Class-Attribute RADIUS Standard
Generste-Session-Timeout  RADIUS Standard
Tunnel-Tag | RADIUS Standard

L Carl L

De
Sp

Attribute Information

Attribute name:
Tunnel-Tag

Attribute number:
4170

Attribute format:
Integer

ﬁtﬂhute value:

o |

| Add..

Im zweiten Schritt wird das eingeschrankte Netzwerk definiert.
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Configure NAP -
Configure Traffic Controls
Q Usevirtual LANs (VLANs)and access contraol lists (ACLs)to contral netwaork traffic.

I your RADIUS clients (authenticating switches or wireless access points) support the assignment of traffic
controls using RADIUS tunnel attibutes, you can corfigure these attributes here. Examples of traffic controls
include virtual LANs (WLANs) or access contral lists (ACLs). Your RADIUS client might also suppart other traffic
control attributes. To configure these attributes, enter values for the full access network and the restricted access
network.

F you do not use traffic controls or will configure them later, click Mext.

Full access network
Configure RADIUS attributes for computers that are granted full network access.

Restricted access network
Carfigure RADIUS attributes for computers that are granted restricted network access.

Das Vorgehen ist analog den gemachten Schritten, jedoch wird das VLAN 2 zugewiesen.

Configure RADIUS Attributes -

RADIUS Standard Attributes | Vendor-Specic Attributes |

To send additional attributes to RADIUS clients, select a RADIUS standard attribute, and
then click Edit. f you do not configure an attribute, i is not sent to RADIUS clients. See
your RADIUS client documentation for required attributes.

Attributes:
MName Value
Filter-Id <not corfigured:
Turnel-Type Virtual LANs (VLAN)

Turnel-Medium-Type 802 {ncludes all 302 media plus Bthemet canonical format)
Tunnel-Pwt-Group-1D0 2
Tunnel-Fesignmert-10 Znot corfgured =

Wichtig ist der untere Abschnitt des folgenden Bildes. Was geschieht mit Geraten, die kein
NAP kénnen. Hier unbedingt ,,Deny full network access” anwahlen.
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Configure NAP -

. Define NAP Health Policy

!

The installed System Health Validators are listed below. Select onby the System Health Validators that you want to
enforce with this health policy.

Mame
Windows Securty Health Validator

Enable autoremediation of client computers

if selected, MAP-capable client computers that are denied full access to the netwark because they are not
compliant with health policy can obtain software updates from remediation servers.

if not selected, noncompliant NAP-capable client computers are not automatically updated and cannot gain
full network access until they are manually updated.

Network access restrictions for NAP-ineligible client computers:

(#) Deny full network access to NAP-neligible client computers. Allow access to a restricted network only.

() Alow full network access to NAP-neligible client computers.

Nun werden alle notwendigen Policies erstellt.

Configure NAP
Completing NAP Enforcement Policy and RADIU
A Configuration

You have successfully created the following policies and corfigured the following RADIUS clients.

* To view the configuration details in your default browser, click Configuration Details.
* To change the corfiguration, click Previous.
* To save the corfiguration and close this wizard, click Finish.

RADIUS clients:

Cisco Switch (152.168.15.20)
Health Policies:

MAP 802.1X (Wired) Compliant
MAP 802 1X (Wired) Noncompliart
Connection Request Policy:
MAP 802.1X (Wired)

Metwork Policies:

MAP 802.1X (Wired) Compliant
MAP 802 1X (Wired) Noncompliant
MAP 802.1X (Wired) Non NAP-Capable
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Nun kénnen noch die erzwungenen Vorgaben definiert werden.

File Action View Help
% 2= H

p [ RADIUS Clients and Servers

b [Z] Policies System Health Validator settings define the requirements for client computers that connect to your network.
. You can edt the default configuration, or f an SHV supports storing multiple settings, you can create
a M Network Access Protection additional configurations for use with your health policies.

4 = System Health Validato
4 2 Windows Security H

= Error Codes

ﬂ Remediation Server Gro

Properties
B Accounting R
ename
1 Wly Templates Management
Delete
Help

Folgende Kontrollen kénnen durchgefiihrt werden. Hinweis: Windows XP muss separat
konfiguriert werden, da hier keine Antispyware Software vorhanden ist (Windows Defender
wurde erst mit Windows Vista eingeflihrt).

I Windows 8 Release Previe

- Windows XF curity Health Validator

Use the settings below to define a Windows Security Health Validator policy. Your
selections define the reguirements for client computers connecting to your netwaork:.

How do | configure a security health policy?

Firewall Settings

[] & firewall is enabled for all network connections

Antivirus Settings

[#] &n antivirus application is on
[ Antivirus is up to date

Spyware Protection Settings

[#] £n antispyware application is on
[w] Antispyware is up to date

Automatic Updates Settings
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7.3  Gruppenrichtlinie

Far die Vorgaben an den Client wird eine neue Gruppenrichtlinie mit dem Namen ,NAP Client
Settings” erstellt.

= Group Policy Management I;‘i-
5L File Action View Window Help - IE‘ x
% 757 | H
|54 Group Policy Management Group Policy Objects in goout.ch
4 _ﬁ Ft_}rest: go.out.ch m
4 =4 Domains
4 F4 goout.ch Name “ GPO Status WMI Filter Modffied
15/ Default Domain Policy :E:[' Default Domain Controller...  Enabled MNone 0507201213
b [Z] Domain Controllers £ j j Enabled MNone 05.07.2012 134
4 5 Firma JEJ MAP Client Settings Enabled Mone 05.07.2012 16}
b 5] Clients ﬁ
B 2] Groups
- 2| Server /
2] Users /
Al[}j Group Palicy Objectsl
\=[" Default Domain Contro
\=[ Default Domain Policy
(=] MAP Client Settings

Auf dem Client muss der Dienst ,Network Access Protection Agent” auf ,,Automatisch” gesetzt
sein.

= Group Policy Management Editor
File Action View Help

e sE XE = HE

4 (& Computer Configuration ~ ||| Service Mame ™ Startup Permission
4 [ Policies L ?_'#Net.Tcp Port Sharing Serv... Mot Defined Mot Defined
b [ Software Settings {J Netlogon Not Defined  Not Defined
4 [0 Windows Settings m‘Network Access Protectio... | Mot Defined Mot Defined
b L1 Name Reselution Poli fFNetwork Connections Mot Defined Mot Defined

= Scripts (Startup/Shutd K# Metwd

) E Security Settings £ Nt MNetwork Access Protection Agent Properties
[
B
[
[

__:fé] Account Policies 'ﬁ:ﬁNetwc Security Policy Setting ‘

.jﬂ Local Policies o
= [ et
ﬁﬂ Event Log i 9

[ 4 Restricted Groups |= [f.F Optim

B Perfor

Network Access Protection Agent

%

I+ __‘E_l, Registry E_.#Perfor [w] Define this policy setting
= Plug a
b ?5 File System '# ° Select service startup mode:
b £/ Wired Network (I || ¢ Porta _
B Lo Windows Firewall 1 'ff.df' Powern (® Automatic
] Network List Mang || ¢ Print § ) Manual

Weiter wird der Wired AutoConfig Dienst auf automatisch gesetzt.

Network Policy Server 45



File Action View Help

e 7E XE = HE

QDSECUI@‘W

EXPERTEN FUR IHRE IT-SICHERHEIT

Group Policy Management Editor

4 & Computer Configuration ~
4 | Policies ||
I [ Software Settings
4 [ Windows Settings
| Mame Resolution Poli
|| Scripts (Startup,/Shutd
4 i Security Settings
[ EE] Account Policies
[ jﬂ Local Policies
[ jﬂ Event Log
-

[ Restricted Groups
__‘3 Registry

[ File System

2o Wired Network (IE
[ Windows Firewall v
[ Metwork List Manz
;_jj Wireless Metwork: (
[ | Public Key Policies
[ Software Restrictio
7] Metwork Access Pr
[ | Application Contre
-,@, IP Security Policies

R S

R A v A A

Wired AutoConfig Properties
Service M
'ﬁ,}_;}‘u"ulurr Security Policy Setting |
E}f’f* Wind = Wired AutoCorfig
HEWindg ==
o Windg
'ﬁ}}_;fI'Windc Define this policy setting
{1 Windg - . ;
?}Windc ect service starfup mode:
T Windg (®) Automatic
. Windg () Manual
mﬁ* Windd () Disabled
{1 Windg
ﬁ*%medc Edit Securty...
i Windd
T Windg
HEWindg
o Windg
£ Windg ok || Cancel
{1 Windg
?}WinH P Web Prowy Auto-Discove.. Mot Defined  MNot Defined
[(F Wired AutoConfig | Not Defined Mot Defined
R WM Perfarmance Adantar Mnt NMefined  Blat Nefined

Damit die Kontrollen auf dem Client ausgefihrt werden, muss der EAP Quarantine

Enforcement Client aktiviert werden.
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File Action View Help

= #E B

4 i Computer Configuration d
4 [ Policies
b [ Software Settings
4[] Windows Settings
i [ Mame Reselution Poli
Scripts (Startup/Shutd

A é Security Settings
B
B
B
B

Status

Lisabled
Lisabled
Lisabled

Mame
', DHCP Guarantine Enforcement Cliert
5IF‘sec Relying Party

RD Gateway Quarartine Erfarcement Client

Remote access enforcement client for Windows XF and Enable |1 |

B, Wireless EAPOL enforcement client for Windows XP

Refresh
E:ﬁ Account Pelicies
é Local Policies
é Event Log
[ Restricted Groups =
[ System Services
[ Registry
[ File System
o Wired Metwork (IE
[ Windows Firewall +
[ Metwork List Manz
I+ ;@ Wireless Metwork (
[ Public Key Policies
B [l Software Restrictic |
4 ] Metwork Access Pr
A MAP Client Co
Enfmcemel
t [ User Interfa

Properties

Help

F
F
F
F

%, EAP Quarantine Enforcement Client

ID: 79623

Mame: EAF Quarantine Enforcement Client

Description: Provides Metwork Access Protection enforcement for EAI

Version: 10

Wandnr Mirrnenft Camnrstinn

Zudem muss das Security Center aktiviert werden (ist bei doménenintegrierten Clients
deaktiviert. Hinweis: Administrative Vorlagen — Windows Komponenten - Sicherheitscenter

File

Action  View Help
rYEIEE R

] Network Access P Z
[ 7] Metwork Projector
] Online Assistance

Setting State

] Passwerd Synchro
] Portable Operating
7] Presentation Settir

b ] Remote Desktop S
7] RSS Feeds

Security Center

[ Server for NIS

Turn on Security Center (Domain

PCs only) Enabled

Turn on Security Center (Domain PCs enly)

Edit palicy setting

Requirements:

At least Windows Server 2003
operating systems or Windows XP
Professional

Die Gruppenrichtlinie wird nur auf die oben erstellte Gruppe ,NAP_Client_Computers”

zugewiesen.
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5L File

Action  View Window Help

e« #E & HE

__g Group Policy Management
4 ﬁ Forest: goout.ch
4 (55 Domains
4 ﬁj goout.ch
IE=ET Default Domain Policy
i+ (2] Domain Controllers
4 4 Firma
|2 Clients
b 2l Groups
B 2] Server
B ol Users
4 [} Group Policy Objects
=] Default Domain Contre
=] Default Domain Policy
:EJ MAP Client Settings

B [ WMI Filters

=N

NAP Client Settings
Scope | Details I Settings | Delegation I Status |
Links
Display links in this location: | goout.ch
The following sites, domains, and Ols are linked to this GPO:
Location “ Enforced Link £
<|

Securty Rltering

The settings in this GPO can only apply to the following aroups, users

| and

e

rF
Mame

ﬂ MNAP_Client_Computers (GOOUTWNAP_Client_Computers)

Nun muss die Gruppenrichtlinie noch der entsprechenden OU zugewiesen werden.

|5 Group Policy Management
4 ﬁh Forest: goout.ch
4 .ﬁ Domains
4 3 goout.ch
= Default Domain Policy
i (2] Domain Controllers
4 = Firma
4 2| Clients
2] MAP Client Settings
I @_Groups
b @] Server
B 3] Users
4 [ =t Group Policy Objects
:EJ Default Demain Contro
=] Default Demain Pelicy
| =] NAP Client Settings |

Nachdem der Client neu gestartet wurde, greifen die Richtlinien.

Network Policy Server

48



QDSECUI@‘W

EXPERTEN FUR IHRE IT-SICHERHEIT

8 Switch
8.1 Cisco

Die folgenden Screenshots zeigen einen Switch der Small Business Reihe.

Zuerst werden die beiden VLANs eingerichtet:

Getting Started

» Status and Statistics Create VLAN

k Administration VLAHN Table

» Port Management [] | vLAM ID | VLAM Mame Type
LAN' ement | 1 Default
Default VLAMN Settings ] 2 MonCompliant Static
[] 3  Compliant Static
Interface Settings
Port to VLAN . dit... Delete

Im zweiten Schritt werden die Verbindungsdaten zum NPS eingestellt.

Getting Started ~
— | RADIUS
» Status and Statistics
ptilinistiaiion Use Default Parameters
» Port Management
> VLAN Management IP Wersion: Version 6 Version 4
» Spanning Tree % Retries: ) (Range: 1- 10, Default: 3)
padiColldiassghahles “ Timeout for Reply: |3 sec. (Range: 1- 30, Default: 3)
» Multicast
» IP Configuration # Dead Time: 0 min. (Range: 0 - 2000, Default: 0)
e Key String: ASCI Alphanumeric
TACACS+ =
[—hﬁ—” Cancel
Password Strength
Management Access Auth RADIUS Table
» Mgmt Access Method Ols P Priority | K = t | Authenticati A ti Number of | Dead U
TCPIUDP Senvices erver e].,r imeou uthentication ccounting um e.ro an sage
Starm Control Address String | for Reply Port Port Retries | Time | Type
Port Security [ 1921681515 0 secret 3 1812 1813 3 o Al
¥ 802.1X Addd £ Ait Nalata

Nun wird 802.1x mit Radius aktiviert.
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Properties

» Administration

¢ Port Management

» WLAM Management

¥ Spanning Tree
» MAC Address Tables
F Multicast

» |P Configuration

TACACS+

RADILIS
Passwaord Strength
Management Access Authe
» Mgmt Access Method
TCPIUDP Senvices
Storm Control
Paort Security
* 802.1X

Paort Authentication

Pornt-Based Authentication: Enable

Authentication Method: ) RADIUS, Mone

® RADIUS

) Mone
Guest VLAN: [] Enable
Guest VLAM ID:

2 GuestVLAN Timeout: ® Immediate

) User defined I

[—ﬂ“—” Cancel ]

VLAN Authentication Table
VLAM 1D VLAM Mame Authentication
) 2  MonCompliant Enabled
) 3 Compliant Enabled
Edit..

Damit unter der Small Business Reihe 802.1x greift, muss auch auf dem entsprechenden Port
(hier Port 5), Multiple Sessions aktiviert werden.

L

Spanning Tree
F MAC Address Tables

» NMulticast

v

IF Configuration

TACACS+

RADILIS
Passwaord Strenath
Management Access Authe
 Mgmt Access Method
TCPUDP Services
Storm Control
Port Security
» 802.1X
Properies
Fort Authentication

Host and Session Authe
Adnthantirated Hocte

Ol & Edit Host and Session Authentication - G
O [ 192.168.15.20/netauthen/security_network_multipleHost
O
O Part: a5
ﬂ Host Authentication: ) Single
O () Multiple Host (802.1X)
@] ® Multiple Sessions
O Action on Violation: Discard
orward
J F
_G' Shut Down
E Traps: Enable
] £ Trap Frequency |1EI sec.
[—#ﬁ—] [ Close ]

Nun kann auf dem gewlinschten Port (hier Port 5) Radius VLAN Assignment aktiviert werden.
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=

Part: a5
Getting Started ﬂ .
»_Status and.Statistics Ll=ser Mame: GOOUTwisler
»  Administration Current Port Control: Authorized
# Paort Management Administrative Port Control: () Force Unauthorized
» WLAN Management ! Auto
- () Force Authorized
¥ Spanning Tree
» MAC Address Tables RADILE VLAMN Assignment: Enable
» Multicast Guest VLAN: [ | Enable
» |P Configuration Authentication Method: 202 1x Only
— MALC Only
e _ 802 1% and MAC
TACACS+ -
RADILUS Periodic Reauthentication: Enable
Password Strength # Reauthentication Period: 300 Sec.
Management Access Authe
» Mgmt Access Method Reauthenticate Now: ]
TCP/UDFP Senvices Authenticator State: Authenticated
Storm Contral - B i
Port Security Time Range: Enable
¥ 802X Time Range Name: |:|
FProperies
Port Authentication £ Quiet Period: G0 Sec
Host and Session Authe
£ Resending EAP: 30 zec
Authenticated Hosts 9
Time Range 2 Max EAP Requests: 2 (Rar
Ports 1-4 sind fix auf VLAN3 gesetzt, Port 5 wird automatisch zugewiesen.
Getting Started | | .
k Status and Statistics Interface Settlngs
k Administration Interface Setting Table
+_Port Management Filter: Interface Type equals to | Port |E|
w Entry Mo. | Interface | Interface Administrative = Frame Ingi
stall o VLAN Mode PVID | Type Filte
Create VLAN -
Interface Settings @ 1 g1 Trunk 3  AdmitAll Ena
Port to VLAN = O 2 g2 Trunk 3  AdmitAll Ena
VLAM to Port @] 3 03 Trunk 3 AdmitAll  Ena
Srles pulieE O 4 g4 Trunk 3 AdmitAll Ena
GVRP Seilings @ 5 @b Trunk 2  AdmitAl E
r VLAMN Groups g fun i |
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8.2 Switch

Die Konfiguration per Konsole sieht wie folgt aus:

hostname NPS-Switch

!

aaa new-model

aaa authentication dot1x default group radius
aaa authorization network default group radius
!

errdisable recovery cause security-violation
errdisable recovery interval 30
ip subnet-zero

!

vtp mode transparent

no file verify auto
spanning-tree mode pvst
spanning-tree extend system-id
dot1x system-auth-control

!

vlan 3

name COMPLIANT

!

vlan 2

name NONCOMPLIANT

!

interface FastEthernet0/1
switchport access vlan 3
switchport mode access
spanning-tree portfast

!

interface FastEthernet0/2
switchport access vlan 3
switchport mode access
spanning-tree portfast

!

interface FastEthernet0/3
switchport access vlan 3
switchport mode access
spanning-tree portfast

!

interface FastEthernet0/4
switchport access vilan 3
switchport mode access
spanning-tree portfast

!

interface FastEthernet0/5
switchport access vlan 2
switchport mode access
dot1x port-control auto

no cdp enable

spanning-tree portfast

!

interface Vlan2

ip address 172.16.0.20 255.255.255.0
!
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interface Vlan3

ip address 192.168.15.20 255.255.255.0

ip default-gateway 192.168.15.1

ip classless

ip http server

|

radius-server host 192.168.15.15 auth-port 1812 acct-port 1813 key secret
radius-server retransmit 3

Zyxel

Zuerst werden die beiden VLANSs definiert.

[ @) VLAN Status VLAN Port Setting Static VLAN
The Number of VLAN =3

Index viD Elapsed Time Status

VLAN OO ettt st
Static MAC Forwarding

Danach werden die Angaben vom NPS Server eingetragen.

Basic Setting @ RADIUS Server Setup ] Auth and Acct

| Authentication Server
Mode index-priority |E|
Timeout 30 seconds

VLA Ind IP Add UDP Port Shared S t Delet:

Static MAC Forwarding — e —_re eete

Filtering 1 192.168.15.15 1812 secret O

e - — T T |:| ..........

Eal"ldWIdth Control .................................................................................................................................

Broadcast Storm Control

Mirroring

Link Aggregation A

--ppl;.r -Cancel

Fort Authentication

R0t Secunty' Accounting Server

Queuing Method

[Multicast Timeout 30 seconds

Auth and Acct

Die Port Authentication wird auf Port 5 aktiviert.

53

¥



QDSECUI@fy

EXPERTEN FUR IHRE IT-SICHERHEIT

Port Authentication

Active Reauthentication Reauthentication Timer

VLAM

.
Static MAC Forwarding 0 On|[v] seconds
Filtering 1 O on[v] 3600 seconds
Spanning Tree Protocol

2
Bandwidth Control O On ] 3600 seconds
Broadcast Storm Control 3 O On E| 3600 seconds
Wirroring 4 O On El 3600 seconds
Link Aggregation
Port Authentication l 5 on/v] 3600 seconds |

9 Ergebnis

Wird beim Client die Firewall deaktiviert, wird automatisch ins VLAN2 umgeschalten, da die
automatische Reaktivierung eingeschalten ist, wird die Firewall automatisch wieder aktiviert
und der Client zurtick ins VLAN3 verschoben. Ein Ping geht dabei verloren.

: bytes=32 time=2ms TTL=57
: bytes=32 time=2ms TTL=57
: bytes=32 time=2ms TTL=57
: Destination host unreachable.

: bytes=32 time=3ms TTL=57
: bytes=32 time=2ms TTL=57
: bytes=32 time=2ms TTL=57
: bytes=32 time=2ms TTL=57

Kontrolle auf dem Switch. Firewall deaktiviert:

g4 Trunk 33U
a5 Trunk 22U
nFA Trink 1 AL

Firewall ist wieder aktiviert:

gs I TUNE ER T
g4 Trunk 33U
a5 Trunk 2 3u
(a3} Trunk 11U

Es ist schon ersichtlich, mit welchem Benutzer der Port 5 momentan verbunden ist.
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Port Authentication Table
Entry Mo.  Port  User Name Current RADIUS Guest Authentication Periodic Rez
Part Control =~ WLAM Assignment WVLAMN Method Reauthentication
C 1 g1 Authorized Disabled Disabled 802.1x0Only Disabled
C 2 g2 Authorized Disabled Disabled 802.1x0Only Disabled
C 3 03 Authorized Disabled Disabled 802 1x Only Disabled
C 4 g4 MIA Disabled Disabled 802 1x Only Disabled
LC 5 gb GOOUTwisler Authorized Enabled Disabled 8021x Only Enabled |
6 0b MNIA Disabled Disabled 802 1x Only Disabled
7 oar MNIA Dizabled Disabled 802 1x0nly Dizabled
8 g8 MIA Dizabled Disabled 802.1x0Only Disabled
9 g9 MNIA Disabled Disabled 802 1x Only Disabled
10 g10 MNIA Disabled Disabled 802 1x Only Disabled

Untenstehend die Logdaten aus dem Zyxel Switch.

51 Thu Aug 09 17:51:34 2012 PP15 WARN 802.1x -~
Authentication - retransmit EAPOL-5TART packet [User-Name
GOOUT\wi=ler] [NAS-Fort 5]

52 Thu Aug 09 17:51:36 2012 PP15 WARN 802.1x
Authentication - retransmit EAPOL-5TART packet [User-Name
GOOUT\wi=ler] [NAS-Fort 5]

Maintenance 55 Thu Aug 09 17:52:30 2012 PP15 WARN 802.1x
Access Cantrol Buthentication - retransmit EAPOL-S5TART packet [User-NHame
Diagnostic GOOUT\wislexr] [WAS-Port 5] =

Ef Thu Aneo 09 17:57:33 20712 PP1E WARWN A0Z 1=

10 Kontrollen

Mit dem Befehl ,nap client show state” kann Gberprift werden, ob NAP aktiv ist (d.h. der
Dienst ist gestart).

= 79623
= EAP Quarantine Enforcement Client
Provides Network Rccess Protection enforcement for ERP
such as those used with 802.1X and UPN techmno

1.8

: Micresoft Corporation
Registration date
Initialized = Yes

Mit ,,netsh nap client show grouppolicy” kann zuséatzlich tberprift werden, ob die
Gruppenrichtlinie sauber greift.

EAP Quarantine Enforcement Client
T9623

Enabled
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