
   
      
      
   

 

The application code should run in a non-privileged mode (the user mode) and have a limited set of interfaces available, limited access to system data, and no direct access to hardware resources. An advantage of the operating system having a higher privilege level than the application software is that problematic application software cannot disrupt the system’s functioning. A major security failure in modern desktop processing is that operating systems and applications may be most effective if run in supervisor or kernel mode at all times.
 

When a user mode program calls a system service (such as reading a document from storage), the processor catches the call and switches the calling request to kernel mode. When the call is complete, the operating system switches the call back to user mode and allows the user mode program to continue. Under the most secure operating policy, the operating system and device drivers operate at ring level 0, also known as kernel-level or system-level privilege. At this privilege level, there are no restrictions on what a program can do. Because programs at this level have unlimited access, users should be concerned about the source of device drivers for machines that contain sensitive information.
 

Applications and services should operate at ring level 3, also known as user-level or application-level privilege. Note that if an application or service fails at this level, a trap screen will appear (also known as a general protection fault) that can be dismissed and the operating system does not care. The decision to have services run at the same privilege level as regular applications is based on the idea that if the service traps, the operating system should continue to operate.
 

A monolithic operating system exists as a large program consisting of a set of procedures; there are no restrictions on what procedures may be called by any other procedures. This means that the majority of the operating system and device driver codes share the kernel mode protected memory space. Once in kernel mode, the operating system and the device driver code have complete access to system space memory and can bypass security to access objects. Because most of the operating system code runs in kernel mode, it is critical that kernel mode components be carefully designed to ensure they do not violate security features. If a system administrator installs a third-party device driver, it operates in kernel mode and then has access to all operating system data. If the device driver installation software also contains malicious code, that code will also be installed and could open the system to unauthorized accesses. 
 

A privileged state failure can occur if an application program fails. The safest place for an application to fail is to a system halt. For example, if an application has an error, it will fail to the operating system program, and the user can then use the operating system to recover the application and data. This vulnerability could also be exploited by allowing an attacker to crash an application to get to the operating system with the identity and privileges of the person who started the application.
 

Security Controls for Buffer Overflows

Another issue with privilege states is called ineffective parameter checking, which causes buffer overflows. A buffer overflow is caused by improper (or lacking) bounds checking on input to a program. Essentially, the program fails to see if too much data is provided for an allocated space of memory. Because programs are loaded into memory when run, when there is an overflow, the data has to go somewhere. If that data happens to be executable malicious code that is loaded, it may run as if it were the program, or make other changes to the execution environment that can be exploited by an attacker.
 

Buffer overflows must be corrected by the programmer or by directly patching system memory. They can be detected and fixed by reverse engineering (disassembling programs) and looking at the operations of the application. Hardware states and other hardware controls can make buffer overflows impossible, although enterprises seldom specify hardware at this level. Bounds enforcement and proper error checking will also stop buffer overflows.
 

Controls for Incomplete Parameter Check and Enforcement

A security risk exists when all parameters have not been fully checked for accuracy and consistency by the operating systems. The lack of parameter checking can lead to buffer overflow attacks. A recent parameter check attack involved an e-mail attachment with a name longer than 64
K in length. Because the application required attachment names to be less than 64
K, attachments that had longer names would overwrite program instructions.
 

To counter the vulnerability, operating systems should offer some type of buffer management. Parameter checking is implemented by the programmer, and involves checking the input data for disallowed characters, length, data type, and format. Certain programming commands or styles are preferable and should be encouraged or mandated. Other technologies to protect against buffer overflows include canaries (the use and monitoring of indicator data values at the end of buffer areas).
 

Memory Protection

Memory protection is concerned with controlling access to main memory. When several processes are running at the same time, it is necessary to protect the memory used by one process from unauthorized access by another. Thus, it is necessary to partition memory to ensure processes cannot interfere with each other’s local memory and to ensure common memory areas are protected against unauthorized access. This extends beyond applications executing in the main computer memory: an operating system may use secondary memory (storage devices) to give the illusion of a larger main memory, or it may partition the main memory among users so that each user sees a virtual machine that has memory smaller than that on the real machine. Additional controls may be required in these situations.
 

The memory used by the operating system needs to be protected to maintain the integrity of privileged code and data. Because memory protection deals with addressing, many protection mechanisms protect memory by placing it outside the address space available to a process. There are four methods used to provide memory protection so that no user process can inadvertently or deliberately corrupt the address space of another process or the operating system itself.
 

The first method ensures all system-wide data structures and memory pools used by kernel mode system components can be accessed only while in kernel mode. Thus, user mode requests cannot access these pages. If they attempt to do so, the hardware will generate a fault, and then the memory manager will create an access violation. In early Windows operating systems, such as Windows 95 and Windows 98, some pages in the system address space were writable from user mode, thus allowing an errant application to corrupt key system data structures and crash the system.
 

Second, each process has a separate, private address space protected from being accessed by any request belonging to another process, with a few exceptions. Each time a request references an address, the virtual memory hardware, in conjunction with the memory manager, intervenes and translates the virtual address into a physical one. Because Windows 7 controls how virtual addresses are translated, requests running in one process do not inappropriately access a page belonging to another process.
 

Third, most modern processors provide some form of hardware-controlled memory protection, such as read or write access. The type of protection offered depends on the processor. For example, a memory protection option is page_noaccess. If an attempt is made to read from, write to, or execute the code in this region, an access violation will occur.
 

The fourth protection mechanism uses access control lists to protect shared memory objects, and they are checked when processes attempt to open them. Another security feature involves access to mapped files. To map to a file, the object (or user) performing the request must have at least read access to the underlying file object or the operation will fail.
 

Covert Channel Controls

A covert channel or confinement problem is an information flow that is not controlled by a security control. It is a communication channel allowing two cooperating processes to transfer information in a way that violates the system’s security policy. Even though there are protection mechanisms in place, if unauthorized information can be transferred using a signaling mechanism or other objects, then a covert channel may exist. The standard example used in application security is a situation where a process can be started and stopped by one program, and the existence of the process can be detected by another application. Thus, the existence of the process can be used, over time, to signal information.
 

The only channels of interest are those breaching the security policy; those channels that parallel legitimate communications paths are not of concern. Although there are differences for each type of covert channel, there is a common condition—the transmitting and receiving objects over the channel must have access to a shared resource.
 

The first step is to identify any potential covert channels; the second is to analyze these channels to determine whether a channel actually exists. The next steps are based on manual inspection and appropriate testing techniques to verify if the channel creates security concerns.
 

Cryptography

Cryptographic techniques protect information by transforming the data through encryption schemes. They are used to protect the confidentiality and integrity of information. Most cryptographic techniques are used in telecommunications systems; however, because of the increase in distributed systems, they are becoming increasingly used in operating systems. Encryption algorithms can be used to encrypt specific files located within the operating system. For example, database files that contain user information, such as group rights, are encrypted using one-way hashing algorithms to ensure a higher protection of the data.
 

Password Protection Techniques

Operating system and application software use passwords as a convenient mechanism to authenticate users. Typically, operating systems use passwords to authenticate the user and establish access controls for resources, including the system, files, or applications. Password protections offered by the operating system include controls on how the password is selected and how complex the password is, password time limits, and password length.
 

Password files stored within a computer system must be secured by the protection mechanisms of the operating system. Because password files are prone to unauthorized access, the most common solution is to encrypt password files using one-way encryption algorithms (hashing). These, however, are very susceptible to a dictionary attack if the passwords chosen appear in any dictionary. Another feature offered by an operating system for password security involves an overstrike or password-masking feature. This prevents others from reading the typed password through shoulder surfing.
 

Inadequate Granularity of Controls

If there is not enough granularity of security, users will get more access permission than needed. If the user is unable to access object A, but the user has access to a program that can access object A, then the security mechanisms could be bypassed. If the security controls are granular enough to address both program and user, then the disclosure may be prevented. Inadequate granularity of controls can be addressed by properly implementing the concept of least privilege, setting reasonable limits on the user. Also, the separation of duties and functions should be covered. Programmers should never be system administrators or users of the application. Grant users only those permissions necessary to do their job.
 

Users should have no access to server rooms or legacy programs; programmers and system analysts should not have write access to production programs, allowing them to change the installed program code. Programmers should have no ongoing direct access to production programs. Access to fix crashed applications should be limited to the time required to repair the problem causing the failure. Mainframe operators should not be allowed to do programming. Maintenance programmers should not have access to programs under development. Assignment of system privileges must be tightly controlled and a shared responsibility.
 

More specifically, granularity addresses the issue of fine control. As far as the operating system is concerned, an object is a file, not a structure within that file. Therefore, users granted access to a file can read the whole file. To restrict access to certain parts of the file, such as records or fields within a database, additional controls must be built into the database access application which will ensure that areas of concern are protected.
 

Control and Separation of Environments

The following environmental types can exist in software development:
 

■	Development environment

 

■	Quality assurance environment

 

■	Application (production) environment

 

The security issue is to control how each environment can access the application and the data and then provide mechanisms to keep them separate. For example, systems analysts and programmers write, compile, and perform initial testing of the application’s implementation and functionality in the development environment. As the application reaches maturity and moves toward production readiness, users and quality assurance people perform functional testing within the quality assurance environment. The quality assurance configuration should simulate the production environment as closely as possible. Once the user community has accepted the application, it is moved into the production environment. Blended environments combine one or more of these individual environments and are generally the most difficult to control.
 

Control measures protecting the various environments include physical isolation of environment, physical or temporal separation of data for each environment, access control lists, content-dependent access controls, role-based constraints, role definition stability, accountability, and separation of duties.
 

Time of Check/Time of Use (TOC/TOU)

If there are multiple threads of execution at the same time, a TOC/TOU is possible. The most common TOC/TOU hazards are file-based race conditions that occur when there is a check on some property of the file that precedes the use of that file. To avoid TOC/TOU problems, especially file-based issues, the programmer should avoid any file system call that takes a filename for an input, instead of a file handle or a file descriptor. When using file descriptors, it is possible to ensure that the file used does not change after it is first called. In addition, files that are to be used should be kept in their own directory, where the directory is only accessible by the universal ID (UID) of the program performing the file operation. In this manner, even when using symbolic names, attackers are not able to exploit a race condition unless they already have the proper UID.
 

If they have a proper UID, there is, of course, no reason to deliberately exploit the race condition. However, race conditions of all types should still be considered, since they result in inconsistencies in output. Race conditions in distributed systems, or those platforms using multiple processors or multicore processor architectures are of particular concern. Race conditions are not the only TOC/TOU situations, and some applications may require periodic or continual authentication, depending upon security and policy requirements.
 

Social Engineering

Some of the ways in which attackers can try to use social influence over users in order to subvert normal processes and technical controls for their own gain include subtle intimidation, bluster, pulling rank, exploiting guilt, pleading for special treatment, exploiting a natural desire to be helpful, or appealing to an underling’s subversive streak. Social engineering in software, particularly malicious software, tends to be more simplistic, but all forms should be noted.
 

In regard to protection against social engineering attacks, users and help desk staff need a proper framework to work. The staff needs a good understanding of what the rules actually are, what their responsibilities are, and what recourse they have in the event of a grievance or problem. They also need to know that when they have a run-in with a difficult user, they will have the backing of management, as long as they conform to policy.
 

Social engineering attracts such a range of definitions, covering such a variety of activities (from password stealing to scavenging through garbage and waste for useful information to spreading malicious misinformation) as to be confusing at best. The question is, do accepted definitions of social engineering meet the needs of those tasked with addressing this class of threat? Some examples of the use of social engineering in malware are instructive. Eugene Kaspersky wrote a fix for the original version of Concept in the form of a Word template. The author of WM/Nuclear uploaded a version of the same document infected with the new virus. The infected file was quickly removed, but collectors had already taken copies that were soon freely available on VX sites, though Nuclear’s spread was far more restricted than Concept’s.
 

Hare-infected files were posted to Usenet on 26 and 29 June, 1996, and spread from there. The posts were forged, and the files posted were an assortment of alleged utilities. Warez Web sites and bulletin boards (where pirate software is to be found) and newsgroups that allow the posting of binary files (pirated and legitimate, pornographic or otherwise) have often been the injection site for malicious software.
 

The best method of preventing social engineering is to make users aware of the threat and give them the proper procedures for handling unusual or what may seem usual requests for information. For example, if a user were to receive a phone call from a “system administrator” asking for their password, users should be aware of social engineering threats and ask that the system administrator come to their office to discuss the problems in a face-to-face format. Even if the user is 100% sure that the person on the phone is the system administrator and the phone line could not be tampered with, it is almost impossible to imagine a situation under which a user should give a password to anyone else, particularly using the phone lines.
 

Backup Controls

Backing up operating system and application software is a method of ensuring productivity in the event of a system crash. Operation copies of software should be available in the event of a system crash. Also, storing copies of software in an off-site location can be useful if the building is no longer available. Data, programs, documentation, computing, and communications equipment redundancy can ensure that information is available in the event of an emergency. Requiring that the source code for custom-designed software is kept in escrow ensures that if the software vendor were to go out of business, the source code would be available to use or give to another vendor in the event upgrades or assistance is needed. Contingency planning documents help to provide a plan for returning operations to normal in the event of an emergency. Disk mirroring, redundant array of independent disks (RAID), etc., provide protection for information in the event of a production server crashing.
 

Software Forensics

Software, particularly malicious software, has traditionally been seen in terms of a tool for the attacker. The only value that has been seen in the study of such software is in regard to protection against malicious code. However, experience in the virus research field, and more recent studies in detecting plagiarism, indicates that evidence of intention can be gained, and cultural and individual identity, from the examination of software itself. Although most would see software forensics strictly as a tool for assurance, in software development and acquisition, it has a number of uses in protective procedures.
 

Outside of virus research, forensic programming is a little known field. However, the larger computer science world is starting to take note of software forensics. It involves the analysis of program code, generally object or machine language code, to make a determination of or provide evidence for the intent or authorship of a program.
 

Software forensics has a number of possible uses. In analyzing software suspected of being malicious, it can be used to determine whether a problem is a result of carelessness or was deliberately introduced as a payload. Information can be obtained about authorship and the culture behind a given programmer, and the sequence in which related programs were written. This can be used to provide evidence about a suspected author of a program or to determine intellectual property issues. The techniques behind software forensics can sometimes also be used to recover source code that has been lost.
 

Software forensics generally deals with two different types of code. The first is source code, which is relatively legible to people. Analysis of source code is often referred to as code analysis and is closely related to literary analysis. The second, analysis of object, or machine, code, is generally referred to as forensic programming.
 

Literary analysis has contributed much to code analysis and is an older and more mature field. It is referred to, variously, as authorship analysis, stylistics, stylometry, forensic linguistics, or forensic stylistics. Stylistic or stylometric analysis of messages and text may provide information and evidence that can be used for identification or confirmation of identity.
 

Physical fingerprint evidence frequently does not help identify a perpetrator in terms of finding the person a fingerprint is obtained. However, a fingerprint can confirm an identity or place a person at the scene of a crime, once a suspect is determined. In the same way, the evidence gathered from analyzing the text of a message, or a body of messages, may help to confirm that a given individual or suspect is the person who created the fraudulent postings. Both the content and the syntactical structure of text can provide evidence that relates to an individual.
 

Some of the evidence discovered may not relate to individuals. Some information, particularly that relating to the content or phrasing of the text, may relate to a group of people who work together, influence each other, or are influenced from a single outside source. This data can still be of use to us, in that it will provide clues in regard to a group that the author may be associated with, and may be helpful in building a profile of the writer.
 

Groups may also use common tools. Various types of tools, such as word processors or databases, may be commonly used by groups and provide similar evidence. In software analysis, indications of languages, specific compilers, and other development tools can be found. Compilers leave definite traces in programs and can be specifically identified. Languages leave indications in the types of functions and structures supported. Other types of software development tools may contribute to the structural architecture of the program or the regularity and reuse of modules.
 

In regard to programming, it is possible to trace indications of cultures and styles in programming. A very broad example is the difference between design of programs in the Microsoft Windows environment and the UNIX environment. Windows programs tend to be large and monolithic, with the most complete set of functions possible built into the main program, large central program files, and calls to related application function libraries. UNIX programs tend to be individually small, with calls to a number of single-function utilities.
 

Evidence of cultural influences exists right down to the machine-code level. Those who work with assembler and machine code know that a given function can be coded in a variety of ways, and that there may be a number of algorithms to accomplish the same end. It is possible, for example, to note, for a given function, whether the programming was intended to accomplish the task in a minimum amount of memory space (tight code), a minimum number of machine cycles (high-performance code), or a minimal effort on the part of the programmer (sloppy code).
 

The syntax of text tends to be characteristic. Does the author always use simple sentences? Always use compound sentences? Have a specific preference when a mix of forms is used? Syntactical patterns have been used in programs that detect plagiarism in written papers. The same kind of analysis can be applied to source code for programs, finding identity between the overall structure of code even when functional units are not considered. A number of such plagiarism detection programs are available, and the methods that they use can assist with this type of forensic study. Errors in the text or program can be extremely helpful in our analysis and should be identified for further study.
 

When dealing with authorship analysis, it may be important to distinguish between issues of style and stylometry. Literary critics, and anyone with a writing background, may be prejudiced against technologies that ignore content and concentrate on other factors. Although techniques such as cusum analysis have been proven to work in practice, they still engender unreasoning opposition from many who fail to understand that material can contain features quite apart from the content and meaning.
 

It may seem strange to use meaningless features as evidence. However, Richard Forsyth reported on studies and experiments that found that short substrings of letter sequences can be effective in identifying authors. Even a relative count of the use of single letters can be characteristic of authors.
 

Certain message formats may provide additional information. A number of Microsoft e-mail systems include a data block with every message that is sent. To most readers, this block contains meaningless garbage. However, it may include a variety of information, such as part of the structure of the file system on the sender’s machine, the sender’s registered identity, programs in use, and so forth.
 

Other programs may add information that can be used. Microsoft’s word processing program, Word, for example, is frequently used to create documents sent by e-mail. Word documents include information about file system structure, the author’s name (and possibly company), and a global user ID. This ID was analyzed as evidence in the case of the Melissa virus. MS Word can provide even more data: comments and “deleted” sections of text may be retained in Word files and simply marked as hidden to prevent them from being displayed. Simple utility tools can recover this information from the file itself.
 

Mobile Code Controls

The concept of attaching programs to Web pages has very real security implications. However, through the use of appropriate technical controls, the user does not have to consider the security consequences of viewing the page. Rather, the controls determine if the user can view the page. Secured systems should limit mobile code (applets) access to system resources such as the file system, the CPU, the network, the graphics display, and the browser’s internal state. Additionally, the system should garbage-collect memory to prevent both malicious and accidental memory leakage. The system must manage system calls and other methods that allow applets to affect each other as well as the environment beyond the browser.
 

Fundamentally, the issue of safe execution of code comes down to a concern with access to system resources. Any running program has to access system resources to perform its task. Traditionally, that access has been given to all normal user resources. Mobile code must have restricted access to resources for safety. However, it must be allowed some access to perform its required functions.
 

When creating a secure environment for an executable program, such as mobile code, it is important to identify the resources the program needs and then provide certain types of limited access to these resources to protect against threats. Examples of threats to resources include:
 

■	Disclosure of information about a user or the host machine

 

■	Denial-of-service (DoS) attacks that make a resource unavailable for legitimate purposes

 

■	Damaging or modifying data

 

■	Annoyance attacks, such as displaying obscene pictures on a user’s screen

 

Some resources are clearly more dangerous to give full access to than others. For example, it is hard to imagine any security policy where an unknown program should be given full access to the file system. On the other hand, most security policies would not limit a program from almost full access to the monitor display. Thus, one of the key issues in providing for safe execution of mobile code is determining which resources a particular piece of code is allowed access. That is, there is a need for a security policy that specifies what type of access any mobile code can have. Two basic mechanisms can be used to limit the risk to the user:
 

■	Attempt to run code in a restricted environment where it cannot do harm, such as in a sandbox.

 

■	Cryptographic authentication can be used to attempt to show the user who is responsible for the code.

 

Sandbox

One of the control mechanisms for mobile code is the sandbox. The sandbox provides a protective area for program execution. Limits are placed on the amount of memory and processor resources the program can consume. If the program exceeds these limits, the Web browser terminates the process and logs an error code. This can ensure the safety of the browser’s performance. A sandbox can be created on the client side to protect the resource usage from Java applets.
 

In the Java sandbox security model, there is an option to provide an area for the Java code to do what it needs to do, including restricting the bounds of this area. A sandbox cannot confine code and its behavior without some type of enforcement mechanism. In the Java arena, the Java security manager makes sure all restricted code stays in the sandbox. Trusted code resides outside the sandbox; untrusted code is confined within it. By default, Java applications live outside the sandbox and Java applets are confined within. The sandbox aims to ensure an untrusted application cannot gain access to system resources. Newer malware can detect sandboxes and some can break out of them.
 

This confined area is needed for applet security. As an example, if a user is viewing an applet showing an environmental picture show of endangered dolphins, the applet could also, unbeknownst to the user, search the hard drive for private information. A sandbox can prevent this type of intrusion by controlling the boundaries or limits of the program.
 

Programming Language Support

A method of providing safe execution of programs is to use a type-safe programming language (also known as strong typing), such as Java. A type-safe language or safe language is a program that will never go wrong in certain ways. These ensure that arrays stay in bounds, the pointers are always valid, and code cannot violate variable typing (such as placing code in a string and then executing it). From a security perspective, the absence of pointers is important. Memory access through pointers is one of the main causes for weaknesses (bugs) and security problems in C or C++. Java does an internal check, called static type checking, which examines whether the arguments an operand may get during execution are always of the correct type.


Network Attacks
 

Attacks can be directed at the network itself, i.e., the network’s availability or one of its other services—especially security services—is at risk. In the past, it was considered that the network itself was not the necessary objective of an attack (Figure 2.31), but this is no longer the case. Under IP Convergence, the network has come to be the central nervous system of most organizations, controlling both physical and logical elements of the business. Physical elements can include the data and communications that control and manage massive productions systems and critical safety controls on pumps, furnaces, boilers, reaction chambers, and a wide range of other very “physical” elements which can cause serious property damage or loss of life. Physical elements can also include the access controls on buildings and the cameras and intercoms that monitor and record physical threats and alert security staff to emergencies. Logical elements include not only the data flowing around the network like e-mail and files, but all telephony calls and information services like TV might also be relying completely on the same network. Crippling or controlling the network in modern organizations and business, without attacking a specific application, can have the same impact as successfully attacking all the resident applications.
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Figure 2.31 - Converged IP-based networks
 




 

The Network as an Enabler or Channel of Attack
 

One must distinguish between two subtly different situations here: where an attacker uses certain network characteristics to support his attack, for instance, by intelligence gathering, and where an attack is borne across the network. This chapter will focus primarily on attacks that can be borne through the network; however, it will also still discuss attacks against the network itself, which have cascading impacts to the applications and assets riding on the network.
 

Use of a network is not necessarily based on a breach of the network, for instance, in the case of a virus infection the breach may have occurred on a user’s laptop connected to the Internet. Although it is true that in such a case a deficiency in the network’s architecture was exploited, its own infrastructure and the security services that were designed into it have not technically been breached.
 

The Network as a Bastion of Defense
 

The network is a key, if not the most valuable, strategic component supporting the objective of IT security: protecting the information and knowledge. It is therefore paramount to implement strong and coherent network security architecture across an entire organization. As described elsewhere, such measures will typically be built around a complete Information Security Management System (ISMS) including social, organizational, procedural, and technical activities.
 

Measures will be based on the organization’s security policy and typically include configuration and change management, monitoring and log reviews, vulnerability and compliance testing and scanning (including detection scans on the network), security reviews and audits, backup and recovery, as well as awareness and training measures. They need to be balanced, appropriate, and affordable to the organization and commensurate with its business objectives and level of risk acceptance and target assurance level. Key concepts include:
 

■	Definition of Security Domains - This could be defined by level of risk or by organizational control. A prime example is the tendency of decentralized organizations to manage their IT—and thereby also their network security—locally, and to different degrees of success.

 

■	Segregation of Security Domains - Control of traffic flows according to risk/benefit assessment, and taking into account formal models, such as the Bell–La Padula model, the Biba integrity model, or the Clark–Wilson model.

 

■	Incident Response Capability - Including but not limited to:

 

¤	An inventory of business-critical traffic (this could, for instance, be e-mail or file and print servers, but also DNS and DHCP, telephony traffic—VOIP, building access control traffic and or facilities management traffic. Remember—modern building controls, physical security controls and process controls are converging onto IP)

 

¤	An inventory of less critical traffic (such as HTTP or FTP),

 

¤	A way to quickly contain breaches (for instance, by shutting off parts of the network or blocking certain types of traffic),

 

¤	A process for managing the reaction.

 

Protecting network assets, such as firewalls, routers and switches in all ways as would be normal for an IT system, but likely in a more stringent manner and to a far higher degree of security. Contingency or network “diversity” in case of overload or failure of the primary network connection, alternate network connections are in place to absorb the load/traffic automatically without loss of services to applications and users.
 

Network Security Objectives and Attack Modes
 

Although security objectives are specific to each organization, a number of key themes may be distinguished, which will be prioritized by each organization differently, but often the order in which they are listed here is the one chosen. A number of secondary objectives, such as interoperability and, in particular, ease of use, are undercurrents to these themes. A user expects the network (in particular, network security) to be fully transparent and not interfere with business processes and will not easily accept restrictions.
 

It is a common perception that network security is the end to all other security measures; i.e., that firewalls only will protect an organization. This is a flawed perception; perimeter defense (defending the edges of the network), is merely part of the solution. Perimeter defense is part of a wider concept known as “defense in depth,” which simply holds that security must be a multi-layer effort including the edges but also hosts, applications, network elements (routers, switches, DHCP, DNS, wireless access points), people, and operational processes. See Figure 2.32.
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Figure 2.32 - Defense in Depth




 

Furthermore, protective measures will not actually prevent an attack, which is far better than having to repel and attack with the subsequent risks of failure! Neither will detect, response, and recovery strategies stop an attack. Ideally to counter an attack network security must also be proactive—anticipate and oppose the attack against the infrastructure by interdicting and disrupting an attack preemptively or in self-defense. This requires intelligence on the threat, active surveillance at the perimeter and beyond, and the ability to intercede upstream or disable a threat agent’s tools.
 

Techniques associated with proactivity can be undertaken independently by organizations with a willingness and resources to do so. Others such as upstream intercession (assuming an external source of the threat such as DDOS, spam/phish or botnet attacks) can be accomplished fairly easily and affordably through cooperation with telecommunications suppliers and Internet service providers (ISP). Finally, the most effective proactive network defense (Figure 2.33) is related to the ability to disable attack tools before they can be deployed and applied against you. Such tactics have historically been considered too imprecise and legally dubious for use, but the level of risk to security associated with network-based attacks has led to the adoption of a counteroffensive doctrine by the United States Strategic Defense Command headed by the U.S. Air Force.
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Figure 2.33- Proactive Defense




 

Confidentiality
 

In the context of telecommunications and network security, confidentiality is the property of nondisclosure to unauthorized parties. Attacks against confidentiality are by far the most prevalent today because information can be sold or exploited for profit in a huge variety of (mostly criminal) manners. The network, as the carrier of almost all digital information within the enterprise, provides an attractive target to bypass access control measures on the assets using the network and access information while it is in transit. Among the information that can be acquired is not just the payload information, but also credentials, such as passwords. Conversely, an attacker might not even be interested in the information transmitted, but simply in the fact that communication has occurred. An overarching class of attacks carried out against confidentiality is known as “eavesdropping”.
 

Eavesdropping (Sniffing)
 

To access information from the network, an attacker must have access to the network itself in the first place (see the “Methodology of an attack” section). An eavesdropping computer can be a legitimate client to the network or an unauthorized one. It is not necessary for the eavesdropper to become a part of the network (for instance, having an IP address); it is often far more advantageous for an attacker to remain invisible (and inaddressible) on the network. This is particularly easy in wireless LANs, where no physical connection is necessary.
 

Countermeasures to eavesdropping include encryption of network traffic on a network or application level, traffic padding to prevent identification of times when communication happens, rerouting of information to anonymize its origins and potentially split different parts of a message, and mandating trusted routes for data such that information is only traversing trusted network domains.
 

Integrity
 

In the context of telecommunications and network security, integrity is the property association with corruption or change (intentional or accidental). A network needs to support the integrity of its traffic. In many ways, the provisions taken for protection against interception, to protect confidentiality will also protect the integrity of a message. Attacks against integrity are often a step to compromising confidentiality or availability as opposed to the overall objective.
 

Although the modification of messages will often happen at the higher network layers (i.e., within applications), networks can be set up to provide robustness or resilience against interception and change of a message (man-in-the-middle attack) or replay attacks. Ways to accomplish this can be based on encryption or checksums on messages, as well as on access control measures for clients that would prevent an attacker from gaining the necessary access to send a modified message into the network.
 

Conversely, many protocols, such as SMTP, HTTP, or even DNS, do not provide any degree of authentication. Consequently, it becomes relatively easy for the attacker to inject messages with fake sender information into a network from the outside through an existing gateway. The fact that no application can rely on the security or authenticity of underlying protocols has become a common design factor in networking.
 

Availability
 

In the context of telecommunications and network security, availability is the property of the network service related to its uptime, speed, and latency. Availability of the service is commonly the most obvious business requirement especially with highly converged networks, where multiple assets (data, voice, physical security) are riding on the same network. For this very reason, network availability has also become a prime target for attackers and a key business risk. While a variety of availability threats and risks are addressed in this chapter, an overarching class of attack on availability is known as “denial of service”.
 

Attacks on the transport layer of the OSI model (layer 4) seek to manipulate, disclose, or prevent delivery of the payload as a whole. This can, for instance, happen by reading the payload (as would happen in a sniffer attack) or changing it (which could happen in a man-in-the-middle attack). While disruptions of service can be executed at other layers as well, the transport layer has become a common attack ground via ICMP.
 

Domain Litigation
 

Domain names are subject to trademark risks, related to a risk of temporary unavailability or permanent loss of an established domain name. For the business in question, the consequences can be equivalent to the loss of its whole Internet presence in an IT-related disaster. Businesses should therefore put in place contingency plans if they are concerned with trademark disputes of any kind over a domain name used as their main Web and e-mail address. Such contingency plans might include setting up a second domain unrelated to the trademark in question (based, for instance, on the trademark of a parent company) that can be advertised on short notice, if necessary.
 

Cyber squatting and the illegitimate use of similar domains, containing common misspellings or representing the same second-level domain under a different top-level domain is occurring more frequently as the range of domains continues to expand. The only way to protect a business from this kind of fraud is the registration of the most prominent adjacent domains or by means of trademark litigation. A residual risk will always remain, relating not only to public misrepresentation, but also to potential loss or disclosure of e-mail.
 

Open Mail Relay Servers
 

An open mail relay server is an SMTP service that allows inbound SMTP connections for domains it does not serve; i.e., for which it does not possess a DNS MX record. An open mail relay is generally considered a sign of bad system administration. See Figure 2.34.
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Figure 2.34 - Representative SMTP exchange

(From Young, S. and Aitel, D.,
Hacker’s Handbook: The Strategy behind Breaking into and Defending Networks, Auerbach Publications, Boca Raton, FL, 2004. With permission.)
 




 

Open mail relays are a principal tool for distribution of spam, as they allow an attacker to hide his identity. A number of blacklists for open mail relay servers exist that can be used for blacklisting open mail relays; i.e., a legitimate mail server would not accept any e-mail from this host because it has a high likelihood of being spam. Although using blacklists as one indicator in spam filtering has its merits, it is risky to use them as an exclusive indicator. Generally, they are run by private organizations and individuals according to their own rules, they are able to change their policies on a whim, they can vanish overnight for any reason, and they can rarely be held accountable for the way they operate their lists.
 

Spam
 

Spam benefits from the low cost of e-mail, as opposed to phone calls or letters. It can be sent in massive amounts with little additional cost and a low risk of retribution. Over the years, sending spam has become a professional and highly profitable business. This means that spammers are highly organized and structured. In general, spam is not limited to e-mail; it can also occur in newsgroups, Web logs (blogs), or through instant messaging (Spam over Instant Messaging (SPIM)).
 

Spam often promotes illegitimate or fraudulent businesses and shady Web sites. It is often crafted in such a way as to trick the user into thinking that either he has been addressed personally, for instance, by inclusion of personal names or e-mail addresses, or that he has accidentally received an important e-mail intended for someone else. Spam relies on illegitimate and security breaching means for its distribution. Because spam is nowhere welcome and the majority of providers have acceptable use policies in place that disallow the sending of UCE, spammers have to resort to illegitimate distribution and redistribution of their e-mail and to obfuscation of its origin.
 

Spam is almost always sent with invalid (faked) sender addresses or from addresses that have been compromised and are used for sending spam without the legitimate owner’s knowledge or permission. Spam can be sent through open mail relays. 
 

Spam appears to be increasingly sent via virus-infected, back-doored hosts (zombie networks). Where this is the case, a security breach is exploited and the spammer may be a party in performing it. The average amount of spam a user receives can easily outnumber his or her normal e-mail. It has therefore become common practice to implement spam filters in e-mail gateways to protect network and server capacity, save working time on behalf of the recipient, and reduce the risk of actual e-mail accidentally being discarded.
 

By far the most common way of suppressing spam is e-mail filtering on an e-mail gateway. A large variety of commercial products exist, based on a variety of algorithms. Filtering based on simple keywords can be regarded as technically obsolete; (1) the method is prone to generate false-positives, and (2) spammers are having an easy day working around this type of filter. More sophisticated filters, based, for instance, upon statistical analysis or analysis of e-mail traffic patterns, have come to market. Filtering can happen on an e-mail server (mail transfer agent (MTA)) or in the client (mail user agent (MUA) ).
 

As an administrator of a mail server, the server can be configured to limit or slow down an excessive number of connections (tar pit). A mail server can be configured to honor blacklists of spam sources either as a direct blocking list or as one of several indicators for spam. Organizations need to take precautions against becoming a spam haven; i.e., their mail servers and hosts need to be secured to avoid becoming a relay point for spam. Organizations sending spam—whether deliberately or involuntarily—may face dire consequences and retribution, starting with being cut off from their own mail and Internet access partly or in its entirety.
 

Scanning Techniques
 

Port Scanning
 

Port scanning (Figure 2.35) is the act of probing for TCP services on a machine. It is performed by establishing the initial handshake for a connection. Although not in itself an attack, it allows an attacker to test for the presence of potentially vulnerable services on a target system.
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Figure 2.35 - Example of TCP port scan

(From Young, S., and Aitel, D.,
Hacker’s Handbook: The Strategy Behind Breaking into and Defending Networks, Auerbach Publications, Boca Raton, FL, 2004. With permission.)
 






 

Port scanning can also be used for fingerprinting an operating system by evaluating its response characteristics, such as timing of a response, details of the handshake. Protection from port scanning includes restriction of network connections; e.g., by means of a host-based or network-based firewall or by defining a list of valid source addresses on an application level.
 

FIN, NULL, and XMAS Scanning
 

In FIN scanning, a stealth scanning method, a request to close a connection is sent to the target machine. If no application is listening on that port, a TCP RST or an ICMP packet will be sent. This attack commonly only works on UNIX machines, as Windows machines behave in a slightly different manner, deviating from RFC 793 (always responding to a FIN packet with an RST, thereby rendering recognition of open ports impossible) and thereby not being susceptible to the scan. Firewalls that put a system into stealth mode (i.e., suppressing system responses to FIN packets) are available. In NULL scanning, no flags are set on the initiating TCP packet; in XMAS scanning, all TCP flags are set (or “lit,” as in a Christmas tree). Otherwise, these scans work in the same manner as the FIN scan.
 

TCP Sequence Number Attacks
 

To detect and correct loss of data packets, TCP attaches a sequenced number to each data packet that is transmitted. If a transmission is not reported back as successful, a packet will be retransmitted. By eavesdropping on traffic, these sequence numbers can be predicted and fake packets with the correct sequence number can be introduced into the data stream by a third party. This class of attacks can, for instance, be used for session hijacking. Protection mechanisms against TCP sequence number attacks have been proposed based on better randomization of sequence numbers as described in RFC 1948.
 

Methodology of an Attack
 

Security attacks have been described formally as attack tree models. Attack trees are based upon the goal of the attacker, the risks to the defender, and the vulnerabilities of the defense systems. They are a specialized form of decision tree that can be used to formally evaluate system security (Figure 2.36). The following methodology describes not the attack tree itself (which is a defender’s view), but the steps that an attacker would undergo to successfully traverse the tree toward his or her target.
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Figure 2.36 - Attack Tree

(From Houser, D.D., Blended threat analysis: passwords and policy, in Information Security Management Handbook, 6th edition, Tipton, H.F. and Krause, M. Eds., Auerbach Publications, Boca Raton, FL, 2006. With permission.)




 

Target Acquisition
 

An attack usually starts with intelligence gathering and surveillance to obtain a collection of possible targets, for instance, through evaluating directory services and network scanning. 
 

It is therefore important to limit information on a network and make intelligence gathering as difficult as possible. This would include installation of split network security zones (internal nodes are only visible on the inside of a network), network address translation, limiting access to directories of persons and assets, using hidden paths, nonstandard privileged usernames, etc. Importantly, all of these obscurity measures do not have an inherent security value. They serve to slow the attacker down but will not in themselves provide any protection beyond this point; These measures are referred to as delaying tactics.
 

Target Analysis
 

In a second step, the identified target is analyzed for security weaknesses that would allow the attacker to obtain access. Depending on the type of attack, the discovery scan has already taken this into account, e.g., by scanning for servers susceptible to a certain kind of buffer overflow attack. Tools available for the target acquisition phase are generally capable of automatically performing a first-target analysis.
 

The most effective protection is to minimize security vulnerabilities, for instance, by applying software patches at the earliest possible opportunity and using an effective configuration management. In addition, target analysis should be made more difficult for the attacker. For example, system administrators should minimize the system information (e.g., system type, build, and release) that an attacker could glean, making it more difficult to attack the system.
 

Target Access
 

In the next step, an attacker will obtain some form of access to the system. This can be access as a normal user or as a guest. The attacker could be exploiting known vulnerabilities or common tools for this, or bypass technical security controls altogether by using social engineering attacks.
 

To mitigate the risk of unauthorized access, existing user privileges need to be well managed, access profiles need to be up to date, and unused accounts should be blocked or removed. Access should be monitored and monitoring logs need to be regularly analyzed; however, most malware will come with root kits ready to subvert basic operating system privilege management.
 

Target Appropriation
 

As the second but last level of an attack, the attacker can then escalate his or her privileges on the system to gain system-level access. Again, exploitation of known vulnerabilities through existing or custom tools and techniques is the main technical attack vector; however, other attack vectors, such as (again and always) social engineering, need to be taken into account.
 

Countermeasures against privilege escalation, by nature, are similar to the ones for gaining access. However, because an attacker can gain full control of a system through privilege escalation, secondary controls on the system itself (such as detecting unusual activity in log files) are less effective and reliable. Network (router, firewall, and intrusion detection system) logs can therefore prove invaluable. Logs are so valuable, in fact, that an entire discipline within IT security has developed known as Security Event Management (SEM) or sometimes Security Event and Incident Management (SEIM). As noted earlier, SEM/SEIM is a security service that is available from several different vendors as both software and as an appliance. 
 

To detect the presence of unauthorized changes, which could indicate access from an attacker or backdoors into the system, the use of host-based or network-based intrusion detection systems can provide useful detection services. However, it is important to keep in mind that because an IDS relies on constant external input in the form of attack signature updates to remain effective, these systems are only as “ good “ as the quality and timeliness of the updates being applied to them. The output from the host-based IDS (such as regular snapshots or file hashes) needs to be stored in such a way that they cannot be overwritten from the source system in order to insure integrity.
 

Last but not least, the attacker may look to remotely maintain control of the system to regain access at a later time or to use it for other purposes, such as sending spam or as a stepping stone for other attacks. To such an end, the attacker could avail himself of prefabricated “rootkits” to sustain control over time. Such a rootkit will not only allow access, but also hide its own existence from traditional cursory inspection methods.
 

“Bots” and “botnets” are responsible for most of the activity leading to unauthorized, remote control of compromised systems today. Machines that have become infected, and are now considered to be “ Bots “, are essentially zombies controlled by shadowy entities from the dark places on the Internet. Bots and botnets are the largest source of spam e-mail and can be coordinated by “botherders” to inflict highly effective denial of services attacks, all without the knowledge of the system owners. See Figure 2.37.
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Figure 2.37 - Architecture of a Botnet




 

Network Security Tools and Tasks
 

Tools make a security practitioner’s job easier. Whether aids in collecting input for risk analysis or scanners to assess how well a server is configured, tools automate processes, which saves time and reduces error. Do not fall into the trap of reducing network security to collect and use tools however. 
 

Intrusion Detection Systems
 

Intrusion detection systems (IDS) monitor activity and send alerts when they detect suspicious traffic. See Figure 2.38. There are two broad classifications of IDS: host-based IDS, which monitor activity on servers and workstations, and network-based IDS, which monitor network activity. Network IDS services are typically stand-alone devices or at least independent blades within network chassis. Network IDS logs would be accessed through a separate management console that will also generate alarms and alerts.
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Figure 2.38 - Architecture of an Intrusion Detection System (IDS)




 

Currently, there are two approaches to the deployment and use of Intrusion Detection Systems. An appliance on the network can monitor traffic for attacks based on a set of signatures (analogous to antivirus software), or the appliance can watch the network’s traffic for a while, learn what traffic patterns are normal, and send an alert when it detects an anomaly. Of course, the IDS can be deployed using a hybrid of the two approaches as well.
 

Independent of the approach, how an organization uses an IDS determines whether the tool is effective. Despite its name, the IDS should not be used to detect intrusions because IDS solutions are not designed to be able to take preventative actions as part of their response. Instead, it should send an alert when it detects interesting, abnormal traffic that could be a prelude to an attack. For example, someone in the engineering department trying to access payroll information over the network at 3 a.m. is probably very interesting and not normal. Or, perhaps a sudden rise in network utilization should be noted.
 

The above implies that an organization understands the normal characteristics of its network. Considering modern networks’ complexity and how much they change, that task is much easier said than done. Additionally, while there are literally thousands and thousands of IDS devices and services deployed in organizations around the world, the most typical operating condition for these IDS services is outright neglect: misconfiguration, full logs and disks, alerts turned off because they became a nuisance or un-intelligible to untrained operators. Basically, most IDS services are merely “running” not working. In most cases the best way to manage IDS services is to outsource to qualified manage security service provider, or integrate the IDS with a larger SEIM service. “Snort” is a free and open-source intrusion detection system. In addition, a large number of commercial tools are available. 
 

Security Event Management (SEM)/
Security Event and Incident Management (SEIM)
 

SEM/SEIM is a solution that involves harvesting logs and event information from a variety of different sources on individual servers or assets, and analyzing it as a consolidated view with sophisticated reporting. Similarly, entire IT infrastructures can have their logs and event information centralized and managed by large-scale SEM/SEIM deployments. SEM/SEIM will not only aggregate logs but will perform analysis and issue alerts (e-mail, pager, audible, etc.) according to suspicious patterns.
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Figure 2.39 - SEIM services




 

SEM/SEIM solutions as concepts are not necessarily new. They have been around since shortly after 2000 at least; however, they are very complex technologies requiring significant skill on behalf of both the vendor (builder) and the integrator. This is because SEM/SEIM systems have to understand a wide variety of different applications and network element (routers/switches) logs and formats; consolidate these logs into a single database and then correlate events looking for clues to unauthorized behaviors that would be otherwise inconclusive if observed in a single log file.
 

Aggregation and consolidation of logs and events will also potentially require additional network resources to transfer log and event data from distinct servers and arrays to a central location. This transfer will also need to occur in as close to real time as possible if the security information is to possess value beyond forensics!
 

SEM/SEIM systems can benefit immensely from Security Intelligence Services (SIS). The output from security appliances is esoteric, and lacks the real-world context required for predictive threat assessments. It falls short of delivering consistently relevant intelligence to businesses operating in a competitive marketplace. SIS uses all-source collection and analysis methods to produce and deliver precise and timely intelligence guiding not only the “business of security” but the “security of the business.” SIS are built upon accurate security metrics (cyber and physical), market analysis, technology forecasting, and are correlated to real-world events, giving business decision makers time and precision. SIS provides upstream data from proactive cyber defense systems monitoring darkspace and darkweb.
 

Scanners
 

A network scanner can be used in several ways:
 

■	Discovery of devices and services on a network, for instance, to establish whether new or unauthorized devices have been connected. Conversely, this type of scan can be used for intelligence gathering on potentially vulnerable services.

 

■	Test of compliance with a given policy, for instance, to ensure certain configurations (deactivation of services) have been applied.

 

■	Test for vulnerabilities, for instance, as part of a penetration test, but also in preparation for an attack.

 

Discovery Scanning
 

A discovery scan can be performed with very simple methods, for example, by sending a ping packet (ping scanning) to every address in a subnet. More sophisticated methods will also discover the operating system and services of a responding device.
 

Compliance Scanning
 

A compliance scan can be performed either from the network or on the device; for instance, as a security health check. If performed on the network, it will usually include testing for open ports and services on the device.
 

Vulnerability Scanning and Penetration Testing
 

A vulnerability scan tests for vulnerability conditions generally by looking at responding ports and applications on a given server and determining patch levels. A vulnerability scan will infer a threat based upon what might be available as an avenue of attack. Vulnerability scans on a device (network or otherwise) have been performed on both operational and test assets because a vulnerability scan can usually be performed in a nondisruptive manner. But even a test for certain vulnerabilities might affect the target’s availability or performance. When new vulnerabilities have been published or are exploited, targeted scanner tools often become available from software vendors, antivirus vendors, independent vendors, or the open-source community. Care must be taken when running scans in a corporate environment so that the load does not disrupt operations or cause applications and services to fail.
 

A penetration test is the follow-on step after a vulnerability scan, where the observed vulnerabilities are actually exploited or are attempted. It is often the case that an inferred vulnerability, when tested, is not actually a vulnerability. For instance, a service might be open on a port and appear un-patched, but upon testing it turns out that the administrator have implemented a secure configuration that mitigates the vulnerabilities. Penetration tests always have a high potential to bring down the asset against which they are being performed, and for this reason should never be conducted on operational systems. Penetration tests should be conducted on test platforms and in test environments; in addition, a clear waiver from the asset owner should be obtained prior to testing.
 

Scanning Tools
 

This is not the place to describe the functionality of the many available scanning tools in detail. However the following tools are commonplace and worth understanding:
 

■	Nessus - A vulnerability scanner

 

■	Nmap - A discovery scanner that will allow for determining the services running on a machine, as well as other host characteristics, such as a machine’s operating system

 

In addition, a large number of commercial tools exist. Consult the respective vendor’s information on the Web.
 

Network Taps
 

A “network tap” is a device that has the ability to selectively copy all data flowing through a network in real time for analysis and storage. See Figure 2.40. Network taps may be deployed for the purposes of network diagnostics and maintenance or for purposes of forensic analysis related to incidents or suspicious events. Network taps will generally be fully configurable and will function at all layers from the physical layer up. In other words, a tap should be capable of copying everything from layer 2 (Ethernet, for instance) upward, including all payload information within the packets. Additionally, a tap can be configured to vacuum up every single packet of data, or perhaps just focus on selected application traffic from selected sources.
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Figure 2.40 - A network tap is a device that simply sits on a network in “monitor” or “promiscuous” mode and makes a copy of all the network traffic, possibly right down to the Ethernet frames.
 

(From Macaulay, T.,
Securing Converged IP Networks, Auerbach Publications, Boca Raton, FL, 2006. With permission.)
 




 

Increasingly network taps are being deployed for the purposes of compliance with legal requirements related to retaining records of transactions and detecting fraud. In a world of converged information assets with data, voice, instant messaging, and other communications assets all riding on the IP network, organizations might find themselves with little choice but to retain a complete copy of all traffic for later analysis if required. Network taps are available in a wide variety of forms and from a variety of commercial vendors.
 

IP Fragmentation Attacks and Crafted Packets
 

Teardrop
 

In this attack, IP packet fragments are constructed so that the target host calculates a negative fragment length when it attempts to reconstruct the packet. If the target host’s IP stack does not ensure that fragment lengths are set within appropriate boundaries, the host could crash or become unstable. This problem is fixed with a vendor patch.
 

Overlapping Fragment Attack
 

Overlapping fragment attacks are used to subvert packet filters that only inspect the first fragment of a fragmented packet. The technique involves sending a harmless first fragment, which will satisfy the packet filter. Other packets follow that overwrite the first fragment with malicious data, thus resulting in harmful packets bypassing the packet filter and being accepted by the victim host. A solution to this problem is for TCP/IP stacks not to allow fragments to overwrite each other.
 

Source Routing Exploitation
 

Instead of only permitting routers to determine the path a packet takes to its destination, IP allows the sender to explicitly specify the path. An attacker can abuse source routing so that the packet will be forwarded between network interfaces on a multihomed computer that is configured not to forward packets. This could allow an external attacker access to an internal network.
 

Source routing is specified by the sender of an IP datagram, whereas the routing path would normally be left to the router to decide. The best solution is to disable source routing on hosts and to block source-routed packets.
 

Smurf and Fraggle Attacks
 

Both attacks use broadcasts to create denial-of-service attacks.
 

A Smurf attack misuses the ICMP echo request to create denial-of-service attacks. In a Smurf attack, the intruder sends an ICMP echo request with a spoofed source address of the victim. The packet is sent to a network’s broadcast address, which forwards the packet to every host on the network. Because the ICMP packet contains the victim’s host as the source address, the victim will be overwhelmed by the ICMP echo replies, causing a denial-of-service attack.
 

The Fraggle attack uses UDP instead of ICMP. The attacker sends a UDP packet on port 7 with a spoofed source address of the victim. Like the Smurf attack, the packet is sent to a network’s broadcast address, which will forward the packet to all of the hosts on the network. The victim host will be overwhelmed by the responses from the network.
 

NFS Attacks
 

NFS versions 2 and 3 have several drawbacks from a security perspective, due to their rather basic authentication mechanisms and to the fact that a file system protocol must possess some form of state management, for which some workarounds have to be introduced on top of the stateless protocol to enable, for instance, file locking. An attacker would have several opportunities to attack NFS, be it from a client, a server, or a network perspective.
 

The first step in setting up an NFS connection will be the publication (exporting) of file system trees from the server. These trees can be arbitrarily chosen by the administrator. Access privileges are granted based upon the client IP address and directory tree. Within the tree, the privileges of the server file system will be mapped to client users.
 

Several points of risk exist:
 

■	Export of parts of the file system that were not intended for publication or with inappropriate privileges; for instance, by accident or through the existence of UNIX file system hard links (which can be generated by the user). This is of particular concern if parts of the server root file system are made accessible. One can easily imagine scenarios where a password file can be accessed and the encrypted passwords contained therein are subsequently broken by an off-the-shelf tool. Regular review of exported file system trees is an appropriate mitigation.

 

■	Using an unauthorized client. Because NFS identifies the client by its IP address or (indirectly) a host name, it is relatively easy to use a different client than the authorized one, by means of IP spoofing or DNS spoofing. At the very least, resolution of server host names should therefore happen via a file (/etc/hosts on UNIX), not through DNS.

 

■	Incorrect mapping of user IDs between server and client. Any machine not controlled by the server administrator can be used to propagate an attack, as NFS relies on user IDs as the only form of authorization credential. An attacker, having availed himself of administrative access to a client, could generate arbitrary user IDs to match those on the server. It is paramount that user IDs on server and client are synchronized; e.g., through the use of NIS/NIS + (see Network Information Service).

 

■	Sniffing and access request spoofing. Because NFS traffic, by default, is not encrypted, it is possible to intercept it, either by means of network sniffing or by a man-in-the-middle attack. Because NFS does not authenticate each RPC call, it is possible to access files if the appropriate access token (file handle) has been obtained, for instance, through sniffing. NFS itself does not offer appropriate mitigation, however the use of secure NFS may. 1

 

■	SetUID files. The directories accessed via NFS are used in the same way local directories are. On UNIX systems, files with the SUID bit can therefore be used for privilege escalation on the client. NFS should therefore be configured in such a way as to not respect SUID bits.

 

Network News Transport Protocol (NNTP) Security
 

From a security perspective, the main shortcoming in NNTP is authentication. Confidentiality of the message is much less of a concern, as the information is indeed intended for publication; however, the proper identification and authentication of the sender remains a strong concern.
 

One of the earlier solutions users found to this problem was signing messages with Pretty Good Privacy (PGP). However, this did not prevent impersonation or faked identities, as digital signatures were not a requirement, and indeed would be unsuitable for the repudiation problem implied. To make matters worse, NNTP offers a cancellation mechanism to withdraw articles already published. Naturally, the same authentication weakness applies to the control messages used for these cancellations, allowing users with even moderate skills to delete messages at will.
 

On a related note, NNTP feeds have been plagued with spam for more than a decade (in essence, since Usenet spam became economically viable). A number of mechanisms to deal with this problem have evolved. It can be safely said that all technical measures are just add-ons to what is mostly a social self-regulation mechanism. The original Usenet way of dealing with unwanted information was maintenance of client-based blacklists by the user, so-called killfiles.
 

Some newsgroups have been set up as moderated to prevent misuse, mostly by partisan participants, but naturally the mechanism also works against spam, even though it comes at an increased workload to the moderator of a newsgroup. Over time, a convention evolved, after which messages classified as spam by well-defined criteria (excessive repetitions or cross-posting of identical or highly similar messages) were legitimate targets for cancellations. The problem of authentication has never been adequately addressed in NNTP, and it might even be undesirable to do so: in a certain way, Usenet as a social construct may well depend on the ability to post anonymously or under pseudonyms.
 

Finger User Information Protocol
 

Finger is an identification service that allows a user to obtain information about the last log-in time of a user and whether he or she is currently logged into a system. The “fingered” user has the possibility to have information from two files in their home directory displayed (the .project and .plan files).
 

Developed as early as 1971, Finger is implemented as an UNIX daemon, fingerd. Finger has become less popular for several reasons:
 

■	Finger has been the subject of a number of security exploits.

 

■	Finger is raising privacy and security concerns; it can easily be abused for social engineering attacks.

 

■	The user’s self-actuation (an important social aspect in early UNIX networks) happens through Web pages today.

 

For all practical purposes, the Finger protocol has become obsolete. Its use should be restricted to situations where no alternatives are available.
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Table 2.22 - Finger Quick Reference




 

Network Time Protocol (NTP)
 

NTP synchronizes computer clocks in a network. This can be extremely important for operational stability (for instance, under NIS), but also for maintaining consistency and coherence of audit trails, such as in log files.
 

A variant of NTP exists in Simple Network Time Protocol (SNTP), offering a less resource intensive, but also less exact form of synchronization. From a security perspective, our main objective with NTP is to prevent an attacker from changing time information on a client or a whole network by manipulating its local time server.
 

NTP can be configured to restrict access based upon IP address. From NTP version 3 onward, cryptographic authentication has become available, based upon symmetric encryption, but to be replaced by public key cryptography in NTP version 4.
 

To make a network robust against accidental or deliberate timing inaccuracies, a network should have its own time server and possibly a dedicated, highly accurate clock. As a standard precaution, a network should never depend on one external time server alone, but synchronize with several trusted time sources. Thus, manipulation of a single source will have no immediate effect. To detect desynchronization, standard logging mechanisms can be used with NTP to ensure synchronicity of time stamping.
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Table 2.23 - NTP Quick Reference




 

DDoS
 

Denial-of-Service Attack
 

The easiest attack to carry out against a network, or so it may seem, is to overload it through excessive traffic or traffic which has been “crafted” to confuse the network into shutting down or slowing to the point of uselessness. See Figure 2.41.
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Figure 2.41 - A Denial-of-Service attack. The attacker uses spoofed PING packets to floor a network by using a vulnerable intermediary network

(From Thorsheim, P., Comparing firewall technologies, in Information Security Management Handbook, 6th edition, Tipton, H.F. and Krause, M. Eds., Auerbach Publications, Boca Raton, FL, 2006. With permission.)
 




 

Countermeasures include, but are not limited to multiple layers of firewalls, careful filtering on firewalls, routers and switches, internal network access controls (NAC), redundant (diverse) network connections, load balancing, reserved bandwidth (quality of service, which would at least protect systems not directly targeted), and blocking traffic from an attacker on an upstream router. Bear in mind that malicious agents can and will shift IP address or DNS name to sidestep the attack, as well as employing potentially thousands of unique IP addresses during the execution of an attack. Enlisting the help of upstream service providers and carriers is ultimately the most effective countermeasure, especially if the necessary agreements and relationships have been established proactively or as part of agreed service levels.
 

It is instructive to note that many protocols contain basic protection from message loss that would at least mitigate the effects of denial-of-service attacks. This starts with TCP managing packet loss within certain limits, and ends with higher level protocols, such as SMTP, that will provide robustness against temporary connection outages (store and forward) 2.
 

For the attacker, there are a number of ways to execute denial-of-service attacks while minimizing his own cost:
 

■	Distributed denial-of-service attack: Using a network of remote-controlled hosts known as “botnets” (typically workstations that have been compromised by a virus or other form of “malware”), the target is subjected to traffic from a wide range of sources that are very hard to block. The downside of this type of attack to both the attacker and network service provider is that the attack may already throttle upstream network channels, taking out more than just its intended target.

 

■	Distributed denial-of-service attacks have been used as a means of extortion, but also as a political instrument (referred to by their initiators as online demonstration), where activists would instigate users to frequently reload a certain Web site at a certain point in time.

 

Countermeasures are similar to those of conventional denial-of-service attacks, but simple IP or port filtering might not work.
 

Utilizing weaknesses in the design of TCP/IP to clog the network stack on the target system instead of the network itself, for instance, through SYN flood attacks. Such attacks can be executed over minimal bandwidth and can be hard to trace by their very nature (no complete transaction channel is ever established, and consequently, no logging occurs).
 

SYN Flooding
 

A SYN flood attack is a denial-of-service attack against the initial handshake in a TCP connection. Many new connections from faked, random IP addresses are opened in short order, overloading the target’s connection table.
 

Countermeasures include tuning of operating system parameters (concretely, the size of the backlog table) according to vendor specifications. Another solution, which requires modification to the TCP/IP stack, is SYN cookies 3— changing TCP numbers in a way that makes faked packets immediately recognizable.
 

Daniel J. Bernstein, the primary inventor of this approach, defines them as “particular choices of initial TCP sequence numbers by TCP servers. The difference between the server’s initial sequence number and the client’s initial sequence number is
 

■	Top 5 bits: t mod 32, where t is a 32 bit time counter that increases every 64 seconds;

 

■	Next 3 bits: An encoding of an MSS selected by the server in response to the client’s MSS;

 

■	Bottom 24 bits: A server-selected secret function of the client IP address and port number, the server IP address and port number, and t.

 

 A server that uses SYN cookies does not have to drop connections when its SYN queue fills up. Instead it sends back a SYN+ACK, exactly as if the SYN queue had been larger. When the server receives an ACK, it checks that the secret function works for a recent value of t, and then rebuilds the SYN queue entry from the encoded MSS. “
 

One of the most successful variants of SYN flooding can be carried out by the botnets discussed earlier. Botnets have the ability to direct potentially thousands of SYN requests to hosts at the same time, overwhelming not only the hosts but also the network connections that they rest upon. Under such circumstances, there are no host-configuration countermeasures available because a host without a network is as good as dead anyway. While SYN flooding might be the mode of attack, it is not being employed in any cunning manner with spoofed IP addresses from possibly a single malicious host; it is being applied as a pure brute-force form of attack.
 

Countermeasures include protecting the operating system through securing its network stack. This is not normally something the user or owner of a system has any degree of control over; it is a task for the vendor.
 

Finally, the network needs to be included in a corporation’s disaster recovery and business contingency plans. For local area networks, one may set high recovery objectives and provide appropriate contingency, based upon the fact that any recovery of services is likely to be useless without at least a working local area network (LAN) infrastructure. As wide area networks are usually outsourced, contingency measures might include acquisition of backup lines from a different provider, procurement of telephone or Digital Subscriber Loop (DSL) lines, etc. 
 

Spoofing
 

IP Address Spoofing and SYN-ACK attacks
 

Packets are sent with a bogus source address so that the victim will send a response to a different host. Spoofed addresses can be used to abuse the three-way handshake that is required to start a TCP session. Under normal circumstances, a host offers to initiate a session with a remote host by sending a packet with the SYN option. The remote host responds with a packet with the SYN and ACK options. The handshake is completed when the initiating host responds with a packet with the ACK option.
 

An attacker can launch a denial-of-service attack by sending the initial packet with the SYN option with a source address of a host that does not exist. The victim will respond to the forged source address by sending a packet with the SYN and ACK options, and then wait for the final packet to complete the handshake. Of course, that packet will never arrive because the victim sent the packet to a host that does not exist. If the attacker sends a storm of packets with spoofed addresses, the victim may reach the limit of uncompleted (half-open) three-way handshakes and refuse other legitimate network connections.
 

The above scenario takes advantage of a protocol flaw. To mitigate the risk of a successful attack, vendors have released patches that reduce the likelihood of the limit of uncompleted handshakes being reached. In addition, security devices, such as firewalls, can block packets that arrive from an external interface with a source address from an internal network.
 

E-Mail Spoofing
 

As SMTP does not possess an adequate authentication mechanism, e-mail spoofing is extremely simple. The most effective protection against this is a social one, whereas the recipient can confirm or simply ignore implausible e-mail.
 

Spoofing e-mail sender addresses is extremely simple, and it can be done with a simple TELNET command to port 25 of a mail server and by issuing a number of SMTP commands.
 

E-mail spoofing is frequently used as a means to obfuscate the identity of a sender in spamming, whereas the purported sender of a spam e-mail is in fact another victim of spam, whose e-mail address has been harvested by or sold to a spammer.
 

DNS Spoofing
 

To resolve a domain name query, such as mapping a Web server address to an IP address, the user’s workstation will in turn have to undertake a series of queries through the Domain Name Server hierarchy. Such queries can be either recursive (a name server receiving a request will forward it and return the resolution) or iterative (a name server receiving a request will respond with a reference).
 

An attacker aiming to poison a DNS server’s (name server) cache (information related to previous queries, which is stored for reuse in future queries for speed and efficiency) by injecting fake records, and thereby falsifying responses to client requests, will need to send a query to this very name server. The attacker now knows that the name server will shortly send out a query for resolution.
 

In the first case, the attacker has sent a query for a domain, whose primary name server he controls. The response from this query will contain additional information that was not originally requested, but which the target server will now cache. The second case is a dissimilar method that can also be used in iterative queries. Using IP spoofing, the attacker will send a response to his own query before the authoritative (correct) name server has a chance to respond.
 

In both cases, the attacker has used an electronic conversation to inject false information into the name server’s cache. Not only will this name server now use the cached information, but the false information will propagate to other servers, making inquiries to this one. Due to the caching nature of DNS, attacks on DNS servers as well as countermeasures always have certain latency, determined by the configuration of a (domain) zone.
 

There are two principal vulnerabilities here, both inherent in the design of the DNS protocol: it is possible for a DNS server to respond to a recursive query with information that was not requested, and the DNS server will not authenticate information. Approaches to address or mitigate this threat have only been partly successful.
 

Later versions of DNS server software are programmed to ignore responses that do not correspond to a query. Authentication has been proposed but attempts to introduce stronger (or even “any”) authentication into DNS (for instance, through the use of DNSSEC) have not found wide acceptance. Authentication services have been delegated upward to higher protocol layers. Applications in need of guaranteeing authenticity cannot rely on DNS to provide such but will have to implement a solution themselves.
 

The ultimate solution to DNS security issues for many organizations is to establish DNS servers dedicated to their domains and vigorously monitor them. An “internal” DNS server will also be established, which only accepts queries from internal networks and users, and therefore it is considered to be substantially more difficult for outsiders to compromise and use as a staging point for penetrating internal networks.
 

Manipulation of DNS Queries
 

Technically, the following two techniques are only indirectly related to DNS weaknesses. However, it is worth mentioning them in the context of DNS because they seek to manipulate name resolution in other ways.
 

“Pharming” is the manipulation of DNS records; for instance, through the “hosts” file on a workstation. A hosts file (/etc/hosts on many UNIX machines, C:\Windows\System32\drivers\etc on a Windows machine ) is the resource first queried before a DNS request is issued. It will always contain the mapping of the host name local host to the IP address 127.0.0.1 (loopback interface, as defined in RFC 3330) and potentially other hosts. A virus may add addresses of antivirus software vendors with invalid IP addresses to the hosts file to prevent download of virus pattern files. Alternately, Internet banking sites might have their IP addresses substituted for rogue, imposters’ sites which will attempt to trick the user into providing login information. A further form of DNS pharming is to compromise a DNS server itself and thereby re-direct all users of the DNS server to imposter Web sites even though their workstation itself may be free from compromise.
 

Social engineering techniques will not try to manipulate a query on a technical level, but can trick the user into misinterpreting a DNS address that is displayed to him in a phishing e-mail or in his Web browser address bar. One way to achieve this in e-mail or Hypertext Markup Language (HTML) documents is to display a link in text where the actual target address is different from what is displayed. Another way to achieve this is the use of non-ASCII character sets (for instance, Unicode—ISO/IEC 10646—characters) that closely resemble ASCII (i.e., Latin) characters to the user. This may become a popular technique with the popularization of internationalized domain names.
 

Information Disclosure
 

Smaller corporate networks do not split naming zones, i.e., names of hosts that are accessible only from an intranet are visible from the Internet. Although knowing a server name will not enable anyone to access it, this knowledge can aid and facilitate preparation of a planned attack as it provides an attacker with valuable information on existing hosts (at least with regard to servers), network structure, and, for instance, details such as organizational structure or server operating systems (if the OS is part of the host name, etc.).
 

A business should therefore operate split DNS zones wherever possible and refrain from using telling naming conventions for their machines. In addition, a domain registrar’s database of administrative and billing domain contacts (Whois database) can be an attractive target for information and e-mail harvesting.
 

Namespace-Related Risks
 

 Besides the technical risks described, a number of other risks exist that, although not strictly security related, can lead to equivalent exposure.
 

Session Highjack
 

Session hijacking is the act of unauthorized insertion of packets into a data stream. It is normally based on sequence number attacks, where sequence numbers are either guessed or intercepted. Different types of session hijacking exist:
 

■	IP spoofing: Based on a TCP sequence number attack, the attacker would insert packets with a faked sender IP address and a guessed sequence number into the stream. The attacker would not be able to see the response to any commands inserted.

 

■	Man-in-the-middle attack: The attacker would sniff or intercept packets, removing legitimate packets from the data stream and replacing them with his own. In fact, both sides of a communication would then communicate with the attacker instead of each other.

 

Countermeasures against IP spoofing can be executed at layer 3 (see IP Address Spoofing and Syn-Ack Attacks). As TCP sessions only perform an initial authentication, application layer encryption can be used to protect against man-in-the-middle attacks.
 

SYN Scanning
 

As traditional TCP scans became widely recognized and were blocked, various stealth scanning techniques were developed. In TCP half scanning (also known as TCP SYN scanning), no complete connection is opened; instead, only the initial steps of the handshake are performed. This makes the scan harder to recognize; for instance, it would not show up in application log files. However, it is possible to recognize and block TCP SYN scans with an appropriately equipped firewall.
 





1	 Secure NFS (SNFS) offers secure authentication and encryption on the basis of secure RPC, which authenticates each RPC request.
 




2	 The concept of store and forward allows for the reception of a data packet upstream from the end point, and the queuing of that data for a period of time if necessary, in order to ensure delivery of the data to the end point once it is located.
 




3	 Bernstein, Daniel J., “SYN Cookies”. N.p., 1996. Web. 29 May 2012. http://cr.yp.to/syncookies.html.
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The following articles and documents contain more information about network security and telecommunications. The following are freely available on the Internet:

http://www.cyber.st.dhs.gov/docs/NIST%20Guide%20to%20Supervisory%20and%20Data%20Acquisition-SCADA%20and%20Industrial%20Control%20Systems%20Security%20%282007%29.pdf


http://www.inl.gov/technicalpublications/Documents/3375141.pdf

 


http://csrc.nist.gov/publications/nistpubs/800-13/sp800-13.pdf

 


http://www.etsi.org/WebSite/Standards/ETSIDeliverables.aspx

 




  

Summary and Conclusion [image: summary%20thumps%20up%20with%20grey.jpg]

 

Interconnected systems are becoming increasingly more ubiquitous and complex in modern society. As the interconnectedness between systems and individuals grows so does the complexity of security and the size of the attack surface. While this chapter has covered a high level of several network and telecom basics, security professionals should continue to read further into trending topics such as critical infrastructure security and implications of newer protocols such as IPv6. The network wired or wireless will always exist as a tempting target for attack and exfiltration of information. Therefore, it should always be a concern for the security professional.
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1. In the OSI reference model, on which layer would Ethernet (IEEE 802.3) be placed?

 

A.	Layer 1—Physical layer

 

B.	Layer 2—Data-link layer

 

C.	Layer 3—Network Layer

 

D.	Layer 4—Transport Layer

 

2. Which tactic would BEST be considered a part of a proactive network defense?

 

A.	Redundant firewalls

 

B.	Business Continuity planning

 

C.	Disallowing P2P traffic

 

D.	Perimeter surveillance and intelligence gathering

 

3. In which situation is the network not the target of the attack?

 

A.	A denial-of-service attack on servers on a network

 

B.	Hacking into a router

 

C.	A virus outbreak saturating network capacity

 

D.	A man-in-the-middle attack

 

4. Which of the following is MOST effective against a distributed denial-of-service attack? 

 

A.	Secret fully qualified domain names (FQDNs)

 

B.	Redundant network layout

 

C.	Traffic filtering

 

D.	Network Address Translation (NAT).

 

5. What is the optimal placement for network-based intrusion detection systems (NIDS)?

 

A.	On the network perimeter, to alert the network administrator of all suspicious traffic

 

B.	On network segments with business-critical systems 

 

C.	At the network operations center (NOC)

 

D.	At an external service provider

 

6. Which of the following end-point devices would MOST likely be considered part of a converged IP network?

 

A.	file server, IP phone, security camera

 

B.	IP phone, thermostat, cypher lock

 

C.	security camera, cypher lock, IP phone

 

D.	thermostat, file server, cypher lock

 

7. Which of the following is an advantage of fiber-optic over copper cables from a security perspective?

 

A.	Fiber optics provides higher bandwidth.

 

B.	Fiber optics are more difficult to wiretap.

 

C.	Fiber optics are immune to wiretap.

 

D.	None—the two are equivalent; network security is independent from the physical layer.

 

8. Which of the following devices should be part of a network’s perimeter defense?

 

A.	A boundary router, A firewall, A proxy Server

 

B.	A firewall, A proxy server, A host based intrusion detection system (HIDS)

 

C.	A proxy server, A host based intrusion detection system (HIDS), A firewall

 

D.	A host based intrusion detection system (HIDS), A firewall, A boundary router

 

9. Which of the following is a principal security risk of wireless LANs?

 

A.	Lack of physical access control

 

B.	Demonstrably insecure standards

 

C.	Implementation weaknesses

 

D.	War driving

 

10. Which of the following configurations of a WLAN’s SSID offers adequate security protection?

 

A.	Using an obscure SSID to confuse and distract an attacker

 

B.	Not using any SSID at all to prevent an attacker from connecting to the network

 

C.	Not broadcasting an SSID to make it harder to detect the WLAN

 

D.	An SSID does not provide protection

 

11. IPSec

 

A.	provides mechanisms for authentication and encryption.

 

B.	provides mechanisms for nonrepudiation.

 

C.	will only be deployed with IPv6.

 

D.	only authenticates clients against a server.

 

12. A Security Event Management (SEM) service performs the following function:

 

A.	Gathers firewall logs for archiving

 

B.	Aggregates logs from security devices and application servers looking for suspicious activity

 

C.	Reviews access controls logs on servers and physical entry points to match user system authorization with physical access permissions

 

D.	Coordination software for security conferences and seminars.

 

13. Which of the following is the principal weakness of DNS (Domain Name System)?

 

A.	Lack of authentication of servers, and thereby authenticity of records

 

B.	Its latency, which enables insertion of records between the time when a record has expired and when it is refreshed

 

C.	The fact that it is a simple, distributed, hierarchical database instead of a singular, relational one, thereby giving rise to the possibility of inconsistencies going undetected for a certain amount of time

 

D.	The fact that addresses in e-mail can be spoofed without checking their validity in DNS, caused by the fact that DNS addresses are not digitally signed

 

14. Which of the following statements about open e-mail relays is incorrect?

 

A.	An open e-mail relay is a server that forwards e-mail from domains other than the ones it serves.

 

B.	Open e-mail relays are a principal tool for distribution of spam.

 

C.	Using a blacklist of open e-mail relays provides a secure way for an e-mail administrator to identify open mail relays and filter spam.

 

D.	An open e-mail relay is widely considered a sign of bad system administration.

 

15. A botnet can be characterized as

 

A.	An network used solely for internal communications

 

B.	An automatic security alerting tool for corporate networks

 

C.	A group of dispersed, compromised machines controlled remotely for illicit reasons.

 

D.	A type of virus

 

16. A mesh network topology is rarely implemented in modern networks due to

 

A.	cost

 

B.	poor redundancy

 

C.	throughput

 

D.	optical fiber limits

 

17. In installing an 801.11N wireless access point, which of the following provides the strongest wireless encryption?

 

A.	WPA

 

B.	WEP

 

C.	PKI

 

D.	WPA2

 

18. A new installation requires a network in a heavy manufacturing area with substantial amounts of electromagnetic radiation and power fluctuations. Which media is best suited for this environment if little traffic degradation is tolerated?

 

A.	Coax cable

 

B.	Wireless

 

C.	Shielded twisted pair

 

D.	Fiber

 

19. Multi-layer protocols such as Modbus used in industrial control systems 

 

A.	often have their own encryption and security like IPv6

 

B.	are used in modern routers as a routing interface control

 

C.	Are often insecure by their very nature as they were not designed to natively operate over today’s IP networks

 

D.	Have largely been retired and replaced with newer protocols such as IPv6 and NetBIOS

 

20. A security professional needs to administer a server remotely. Assuming they can access the server from their location which is the BEST approach for access? 

 

A.	TELNET

 

B.	SSHv2

 

C.	FTP

 

D.	TFTP
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THE INFORMATION SECURITY GOVERNANCE AND RISK MANAGEMENT DOMAIN of the Certified Information Systems Security Professional (CISSP)® Common Body of Knowledge (CBK)® addresses the framework and policies, concepts, principles, structures, and standards used to establish criteria for the protection of information assets to instill holistically the criteria and assess the effectiveness of that protection. It includes issues of governance, organizational behavior, and security awareness. Information security management establishes the foundation of a comprehensive and proactive security program to ensure the protection of an organization’s information assets. Today’s environment of highly interconnected, interdependent systems necessitates the requirement to understand the linkage between information technology and meeting business objectives. Information security management communicates the risks accepted by the organization due to the currently implemented security controls, and continually works to cost effectively enhance the controls to minimize the risk to the company’s information assets. Security management encompasses the administrative, technical, and physical controls necessary to adequately protect the confidentiality, integrity, and availability of information assets. Controls are manifested through a foundation of policies, procedures, standards, baselines, and guidelines.
 

Information security management practices that manage risk include such tools as risk assessment, risk analysis, data classification, and security awareness. Information assets are classified, and through risk assessment, the threats and vulnerabilities related to these assets are categorized, and the appropriate safeguards to mitigate risk of compromise can be identified and prioritized.
 

Risk management minimizes loss to information assets due to undesirable events through identification, measurement, and control. It encompasses the overall security review, risk analysis, selection and evaluation of safeguards, cost–benefit analysis, management decision, and safeguard identification and implementation, along with ongoing effectiveness review. Risk management provides a mechanism to the organization to ensure that executive management knows current risks, and informed decisions can be made to use one of the risk management principles: risk avoidance, risk transfer, risk mitigation, or risk acceptance, all described in more detail later in this chapter.
 

Security management is concerned with regulatory, customer, employee, and business partner requirements for managing data as they flow between the various parties to support the processing and business use of the information. Confidentiality, integrity, and availability of the information must be maintained throughout the process.
 


  

Topics
 

■	Understand and align security function to goals, mission, and objectives of the organization

 

■	Understand and apply security governance

 

■	Understand and apply concepts of confidentiality, integrity, and availability

 

■	Develop and implement security policy

 

■	Define and implement information classification and ownership

 

■	Manage the information lifecycle

 

■	Manage third-party governance

 

■	Understand and apply risk management concepts

 

■	Manage personnel security

 

■	Manage the security function

 

■	Develop and implement information security strategies

 

■	Assess the completeness and effectiveness of the security program

 

Objectives
 

According to the (ISC)2 Candidate Information Bulletin, a CISSP candidate is expected to demonstrate an understanding of:

■	The planning, organization, and roles of individuals in identifying and securing an organization’s information assets

 

■	The development and use of policies stating management’s views and position on particular topics and the use of guidelines, standards, and procedures to support the policies

 

■	Security awareness training to make employees aware of the importance of information security, its significance, and the specific security-related requirements relative to their position

 

¤	The importance of confidentiality, proprietary, and private information

 

¤	Employment agreements

 

¤	Employee hiring and termination practices

 

■	Risk management practices and tools to identify, rate, and reduce the risk to specific resources

 


  

Understand and Align Security Function
 

Information security management practices protect the assets of the organization through the implementation of physical, administrative, managerial, technical, and operational controls. Information assets must be managed appropriately to reduce the risk of loss to confidentiality, integrity, or availability. Just as financial assets are managed through finance departments, human assets (people) are managed and cared for by the human resources department and so are the associated codes of conduct and employment policies and practices. Failure to protect information assets from loss, destruction, or unexpected alteration can result in significant losses of productivity, reputation, or financial loss. Information and the systems supporting the mission of an organization are assets which must be protected.
 

Information security management ensures that appropriate policies, procedures, standards, and guidelines are implemented to ensure business operations are conducted within an acceptable level of risk. Security exists to support and enable the vision, mission, and business objectives of the organization. Effective security management requires judgment based upon the risk tolerance of the organization, the costs to implement the security controls, and the benefit to the business. Although attaining 100% security of information is an admirable goal, in practice this is unrealistic. Even if this goal were attainable through an effective security program that includes all the best security practices for managing risk and a budget that would support all of the activities, it would not be long before a new vulnerability or exploit was discovered which could put the information at risk. As a result, the program must be proactive and ongoing.
 

Because most organizations are in a competitive environment that requires continuous product innovation and reduction of administrative costs, funding information security at the “100% security level” is cost-prohibitive and impracticable for most organizations. Therefore, effective security management requires risk management that includes a strong understanding of the business objectives of the organization, the management’s tolerance for risk, the costs of the various security alternatives, and, subsequently, the due diligence to match the appropriate security controls to the business initiatives. The security professionals who lead the information security program are relied upon for their knowledge of security and risk management principles. Senior management ultimately makes the final decision on the level of security expenditures and the risk it is willing to accept.
 

Security professionals should view their role as risk advisors to the organization, as they should not be the final decision makers in risk management. There may be situations where a risk is viewed as low, and therefore, the management is willing to accept a risk due to reasons that the security professional may not know. For example, the decision to accept operating in a regional office without a sprinkler system may be appropriate if the company has been operating in that office for ten years without a fire and management has undisclosed plans to relocate the office within the next six months.
 

Alternatively, there may be government mandates to comply with new regulations or audit findings that have a higher priority. Senior management must weigh all of the risks to the business, and choosing whether to implement specific security controls represents one of those risk management activities. This is why security professionals must be effective at communicating risks and possible security solutions. There will always be residual risk accepted by an organization, and effective security management will minimize this risk to a level that fits within the organization’s risk tolerance or risk profile.
 

Security management is the glue that ensures that the risks are identified and an adequate control environment is established to mitigate the risks. Security management ensures the interrelationships among assessing risk, implementing policies and controls in response to the risks, promoting awareness of the expectations, monitoring the effectiveness of the controls, and using this knowledge as input to the next risk assessment. These relationships are shown in Figure 3.1.
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Figure 3.1 - Security and Risk Management Relationships




  




 


  

Domain 4 - Software Development Security
 

1. The key objective of application security is to ensure

 

A.	that the software is hacker proof

 

B.	the confidentiality, integrity and availability of data

 

C.	accountability of software and user activity

 

D.	prevent data theft

 

Correct answer is B. The objective of application security is to make sure that the system and its resources are available when needed, that the integrity of the processing of the data and the data itself are ensured, and that the confidentiality of the data is protected. All of these purposes rely upon secure, consistent, reliable, and properly operating software. Ensuring confidentiality, integrity, and availability will mitigate the chances and impact of a hacking incident or data theft, but it must be recognized that total hacker proof software is utopian. Auditing (logging) functionality in software can help with detecting software and user activity, but this is not the key objective of application security. Software security controls can reduce the likelihood of data theft but they are not necessarily preventative.
 

2. For an application security program to be effective within an organization, it is critical to

 

A.	identify regulatory and compliance requirements.

 

B.	educate the software development organization the impact of insecure programming.

 

C.	develop the security policy that can be enforced.

 

D.	properly test all the software that is developed by your organization for security vulnerabilities.

 

Correct answer is C. The underlying foundation of software security controls is the organization’s security policy. The security policy reflects the security requirements of the organization. The identification of regulatory and compliance requirements such as Sarbanes–Oxley (SOX), payment card industry data security standard (PCIDSS) are essential and must be factored into the security policy. Without a clear understanding of what the security requirements are, as defined in the security policy, educating software development teams may potentially be still inadequate. Testing for security vulnerability can provide some degree of software assurance, but with newer kinds of attacks against software being discovered, security testing does not directly indicate the effectiveness of an application security program.
 

3. The best defense against session hijacking and man-in-the-middle (MITM) attacks is to use which of the following in the development of software?

 

A.		Unique and random identification

 

B.		Use prepared statements and procedures

 

C.		Database views

 

D.		Encryption

 

Correct answer is A. Prepared statements and procedures protect against SQL injection. Data base views protect against unauthorized modification. Encryption protects the confidentiality of information but may not protect against a session hijacking attempt. Unique and random identifiers present a challenge for the attacker to guess what the next identifier may be.
 

4. An important characteristic of bytecode is that it

 

A.	has increased secure inherently due to sandboxing

 

B.	manages memory operations automatically

 

C.	is more difficult to reverse engineer

 

D.	is faster than interpreted languages

 

Correct answer is D. A programming language like Java compiles source code into a sort of pseudo-object code called bytecode. The bytecode is then processed by the interpreter (called the Java Virtual Machine, or JVM) for the CPU to run. Because the bytecode is already fairly close to object code, the interpretation process is much faster than for other interpreted languages. And because bytecode is still undergoing an interpretation, a given Java program will run on any machine that has a JVM. Memory management and sandboxing are important security aspects that apply to the programming language Java, but not to bytecode itself. The debate over whether a pseudo-object (bytecode) representation can be easily reverse engineered is debatable and inconclusive. Because bytecode is more pseudo-object representation of the source code, reversing to source code is in fact considered less difficult than from object or executable code.
 

5. Two cooperating processes that simultaneously compete for a shared resource, in such a way that they violate the system’s security policy, is commonly known as

 

A.	Covert channel

 

B.	Denial of Service

 

C.	Overt channel

 

D.	Object reuse

 

Correct answer is A. A covert channel or confinement problem is an information flow issue. It is a communication channel allowing two cooperating processes to transfer information in such a way that it violates the system’s security policy. There are two types of covert channels: storage and timing. A covert storage channel involves the direct or indirect reading of a storage location by one process and a direct or indirect reading of the same storage location by another process. Typically, a covert storage channel involves a finite resource, such as a memory location or sector on a disk that is shared by two subjects at different security levels. This scenario is a description of a covert storage channel. A covert timing channel depends upon being able to influence the rate that some other process is able to acquire resources, such as the CPU, memory, or I/O devices. Covert channels as opposed to what should be the case (overt channels) could lead to denial of service and object reuse has to do with disclosure protection when objects in memory are reused by different processes.
 

6. An organization has a website with a guest book feature, where visitors to the web site can input their names and comments about the organization. Each time the guest book web page loads, a message box is prompted with the message ‘You have been P0wnd’ followed by redirection to a different website. Analysis reveals that the no input validation or output encoding is being performed in the web application. This is the basis for which type of attack?

A.	Denial of Service

 

B.	Cross-site Scripting (XSS)

 

C.	Malicious File Execution

 

D.	Injection Flaws

 

Correct answer is B. A Web site that allows users to input information for later retrieval by other users, such as a guestbook comment page or blog, without proper input validation, may fail to detect when such input comes in is in the form of active scripting. Without appropriate output encoding, the script can be actively read and executed by the browser causing denial of service (Web site defacement) or other serious impacts. This is the basis of cross-site scripting attacks.
 

7. The art of influencing people to divulge sensitive information about themselves or their organization by either coercion or masquerading as a valid entity is known as

A.	Dumpster diving

 

B.	Shoulder surfing

 

C.	Phishing

 

D.	Social engineering

 

Correct answer is D. Social engineering is the art of getting people to divulge sensitive information to others either in a friendly manner, as an attempt to be “helpful,” or through intimidation. Phishing is the form of social engineering using electronic means such as e-mail. Shoulder surfing is a disclosure attack wherein, an attacker stands over the shoulders of someone and reads the sensitive information they are viewing. Masking of information (asterisking password) can mitigate shoulder surfing. Dumpster diving is another disclosure attack in which dumpsters are searched to glean sensitive information.
 

8. An organization’s server audit logs indicate that an employee that was terminated in the morning was still able to access certain sensitive resources on his system, on the internal network, that afternoon. The logs indicate that the employee had logged on successfully before he was terminated but there is no record of him logging off before he was terminated. This is an example of which type of attack?

A.	Time of Check/Time of Use (TOC/TOU)

 

B.	Logic Bomb

 

C.	Remote-access trojans (RATS)

 

D.	Phishing

 

Correct answer is A. TOC/TOU is a common type of attack that occurs when some control changes between the time that the system security functions check the contents of variables and the time the variables actually are used during operations. For instance, a user logs on to a system in the morning and later is fired. As a result of the termination, the security administrator removes the user from the user database. Because the user did not log off, he or she still has access to the system and might try to get even. Logic bombs are software modules set up to run in a quiescent state, but to monitor for a specific condition or set of conditions and to activate their payload under those conditions. Remote access trojans are malicious programs designed to be installed, usually remotely, after systems are installed and working. Phishing attempts to get the user to provide information that will be useful for identity theft-type frauds.
 

9. The most effective defense against a buffer overflow attack is

A.	disallowing dynamic construction of queries

 

B.	bounds checking

 

C.	encoding output

 

D.	forced garbage collection

 

Correct answer is B. Buffer overflows can result when a program fills up the assigned buffer of memory with more data than its buffer can hold. When the program begins to write beyond the end of the buffer, the program’s execution path can be changed, or data can be written into areas used by the operating system itself. A buffer overflow is caused by improper (or lacking) bounds checking on input to a program. By checking for the bounds (boundaries) of allowable input size, buffer overflow can be mitigated. Disallowing dynamic construction of queries is a defense against injection attacks and encoding the output mitigates scripting attacks. The collection of dangling objects in memory (garbage) can be requested but not necessarily forced and proper memory management can help mitigate buffer overflow attacks, but the most effective defenses against buffer overflow is bounds checking and proper error checking.
 

10. It is extremely important that as one follows a software development project, security activities are performed

A.	before release to production, so that the project is not delayed

 

B.	if a vulnerability is detected in your software

 

C.	in each stage of the life cycle

 

D.	when management mandates it

 

Correct answer is C. Security activities should be done in parallel with project initiation activities and, indeed, with every task throughout the project.
 

11. Audit logs are which type of control?

A.	Preventive

 

B.	Detective

 

C.	Compensating

 

D.	Corrective

 

Correct answer is B. Audit logs can be used to find out who (identity) did what (action), when (timestamp), and where (objects or resources affected) and are therefore detective in nature.
 

12. Who can enforce the separation of duties by ensuring that programmers do not have access to production code?

A.	Operations personnel

 

B.	Software librarian

 

C.	Management

 

D.	Quality assurance personnel

 

Correct answer is B. A software librarian ensures program or data library is controlled in accordance with policy and procedures.
 

13. The technical evaluation of assurance to ensure that security requirements have been met is known as?

A.	Accreditation

 

B.	Certification

 

C.	Validation

 

D.	Verification

 

Correct answer is B. Certification is the process of evaluating the security stance of the software or system against a predetermined set of security standards or policies. Management, after reviewing the certification, authorizes the software or system to be implemented in a production status, in a specific environment, for a specific period. Management authorization is known as accreditation.
 

14. Defect prevention rather than defect removal is characteristic of which of the following software development methodology?

 

A.	Computer Aided Software Engineering (CASE)

 

B.	Spiral

 

C.	Waterfall

 

D.	Cleanroom

 

Correct answer is D. In cleanroom software development methodology, the goal is to write code correctly the first time, rather than trying to find the problems once they are there. Essentially, it focuses on defect prevention rather than defect removal. The waterfall methodology is extremely structured and its key distinguishing characteristic is that each phase (stage) must be completed before moving on to the next, in order to prevent ad hoc scope creep. A distinguishing feature of the spiral model is that in each phase of the waterfall there are four substages, based on the common Deming PDCA (Plan-Do-Check-Act) model; in particular, a risk assessment review (Check). CASE is the technique of using computers and computer utilities to help with the systematic analysis, design, development, implementation, and maintenance of software.
 

15. A security protection mechanism in which untrusted code, which is not signed, is restricted from accessing system resources is known as?

A.	Sandboxing

 

B.	Non-repudiation

 

C.	Separation of Duties

 

D.	Obfuscation

 

Correct answer is A. One of the control mechanisms for mobile code is the sandbox. The sandbox provides a protective area for program execution. Limits are placed on the amount of memory and processor resources the program can consume. If the program exceeds these limits, the Web browser terminates the process and logs an error code. This can ensure the safety of the browser’s performance. Non-repudiation is a security control mechanism in which the user or process cannot deny its action. Separation of duties is about ensuring that a security policy cannot be violated by a single user or process. Obfuscation is the process of rendering source code to be unreadable and unintelligible as a protection against reversing and IP issues.
 

16. A program that does not reproduce itself but pretends to be performing a legitimate action, while actually performing malicious operations in the background, is the characteristic of which of the following?

A.	Worms

 

B.	Trapdoor

 

C.	Virus

 

D.	Trojan

 

Correct answer is D. A Trojan is a program that pretends to do one thing while performing another, unwanted action. A Trojan does not reproduce itself as do worms and viruses in order to spread. A trapdoor or backdoor is a hidden mechanism that bypasses access control measures. It is an entry point into a program that is inserted in software by programmers during the program’s development to provide a method of gaining access into the program for modification if the access control mechanism malfunctions and locks them out. Developers often refer to them as maintenance hooks.
 

17. A plot to take insignificant pennies from a user’s bank account and move them to the attacker’s bank account is an example of

A.	Social Engineering

 

B.	Salami Attack

 

C.	Pranks

 

D.	Hoaxes

 

Correct answer is B. A variant on the concept of logic bombs involves what is known as the salami scam. The basic idea involves siphoning off small amounts of money (in some versions, fractions of a cent) credited to a specific account, over a large number of transactions. Pranks are very much a part of the computer culture, so much so that you can now buy commercially produced joke packages that allow you to perform “stupid Mac (or PC or Windows) tricks.” Hoaxes use an odd kind of social engineering, relying on people’s naturally gregarious nature and desire to communicate, and on a sense of urgency and importance, using the ambition that people have to be the first to provide important new information.
 

18. Role-based access control to protect confidentiality of data in databases can be BEST achieved through which of the following?

A.	Views

 

B.	Encryption

 

C.	Hashing

 

D.	Masking

 

Correct answer is A. A view is a feature that allows for virtual tables in a database; these virtual tables are created from one or more real tables in the database. For example, a view can be set up for each user (or group of users) on the system so that the user can then only view those virtual tables (or views). Encryption, hashing, and masking can all provide confidentiality as well, but for databases, views based access control which is a content dependent access control mechanism is the best answer.
 

19. The two most dangerous types of attacks against databases containing disparate non-sensitive information are

 

A.	Injection and scripting

 

B.	Session hijacking and cookie poisoning

 

C.	Aggregation and inference

 

D.	Bypassing authentication and insecure cryptography

 

Correct answer is C. Aggregation is the ability to combine nonsensitive data from separate sources to create sensitive information. For example, a user takes two or more unclassified pieces of data and combines them to form a classified piece of data that then becomes unauthorized for that user. Thus, the combined data sensitivity can be greater than the classification of individual parts. Inference is the ability to deduce (infer) sensitive or restricted information from observing available information. Essentially, users may be able to determine unauthorized information from what information they can access and may never need to directly access unauthorized data. For example, if a user is reviewing authorized information about patients, such as the medications they have been prescribed, the user may be able to determine the illness. Inference is one of the hardest threats to control. All of the other attacks are primarily attacks on Web applications. 
 

20. A property that ensures only valid or legal transactions that do not violate any user-defined integrity constraints in DBMS technologies is known as?

 

A.	Atomicity

 

B.	Consistency

 

C.	Isolation

 

D.	Durability

 

Correct answer is B. ACID test, which stands for atomicity, consistency, isolation, and durability, is an important DBMS concept. Atomicity is when all the parts of a transaction’s execution are either all committed or all rolled back—do it all or not at all. Essentially, all changes take effect, or none do. Consistency occurs when the database is transformed from one valid state to another valid state. A transaction is allowed only if it follows user-defined integrity constraints. Illegal transactions are not allowed, and if an integrity constraint cannot be satisfied, the transaction is rolled back to its previously valid state and the user is informed that the transaction has failed. Isolation is the process guaranteeing the results of a transaction are invisible to other transactions until the transaction is complete. Durability ensures the results of a completed transaction are permanent and can survive future system and media failures, that is, once they are done, they cannot be undone. This is similar to transaction persistence.
 

21. Expert systems are comprised of a knowledge base containing modeled human experience and which of the following?

 

A.	Inference engine

 

B.	Statistical models

 

C.	Neural networks

 

D.	Roles

 

Correct answer is A. The expert system uses a knowledge base (a collection of all the data, or knowledge, on a particular matter) and a set of algorithms or rules that infer new facts from knowledge and incoming data. The knowledge base could be the human experience that is available in an organization. Because the system reacts to a set of rules, if the rules are faulty, the response will also be faulty. Also, because human decision is removed from the point of action, if an error were to occur, the reaction time from a human would be longer.
 


 


  

Domain 5 - Cryptography

1. Asymmetric key cryptography is used for the following:

A.	Encryption of data, Access Control, Steganography

 

B.	Steganography, Access control, Nonrepudiation

 

C.	Nonrepudiation, Steganography, Encryption of Data

 

D.	Encryption of Data, Nonrepudiation, Access Control

 

Correct answer is D. Steganography is the hiding of a message inside of another medium. 
 

2. Which of the following supports asymmetric key cryptography?

A.	Diffie–Hellman

 

B.	Rijndael

 

C.	Blowfish

 

D.	SHA-256

 

Correct answer is A. The Diffie–Hellman asymmetric algorithm was the first of its kind and still one of the most commonly used today. 
 

3. What is an important disadvantage of using a public key algorithm compared to a symmetric algorithm?

A.	A symmetric algorithm provides better access control.

 

B.	A symmetric algorithm is a faster process.

 

C.	A symmetric algorithm provides nonrepudiation of delivery.

 

D.	A symmetric algorithm is more difficult to implement.

 

Correct answer is B. Processing efficiency of asymmetric cryptography is less than symmetric cryptography due to relative computational processing resources needed. Its lower performance is a disadvantage of asymmetric cryptography. 
 

4. When a user needs to provide message integrity, what option is BEST?

 

A.	Send a digital signature of the message to the recipient

 

B.	Encrypt the message with a symmetric algorithm and send it

 

C.	Encrypt the message with a private key so the recipient can decrypt with the corresponding public key

 

D.	 Create a checksum, append it to the message, encrypt the message, then send to recipient

 

Correct answer is D. The use of a simple error detecting code, checksum, or frame check sequence is often used along with symmetric key cryptography for message integrity. A is meaningless without sending the message itself to compare hash results. B has a weakness if the attacker ever gets the symmetric key used to encrypt the message. C, while providing privacy, is, by itself, computationally inefficient relative to the objective of message integrity. 
 

5. A CA provides which benefits to a user?

 

A.	Protection of public keys of all users

 

B.	History of symmetric keys

 

C.	Proof of nonrepudiation of origin

 

D.	Validation that a public key is associated with a particular user

 

Correct answer is D. A certificate authority (CA) “signs” an entities digital certificate to certify that the certificate content accurately represents the certificate owner. A is not a CA function because public keys are not meant to be secret. B is a function of key management. C is a function of a digital certificate. 
 

6. What is the output length of a RIPEMD-160 hash?

 

A.	160 bits

 

B.	150 bits

 

C.	128 bits

 

D.	104 bits

 

Correct answer is A. The output for RIPEMD-160 is 160 bits. 
 

7. ANSI X9.17 is concerned primarily with

 

A.	Protection and secrecy of keys

 

B.	Financial records and retention of encrypted data

 

C.	Formalizing a key hierarchy

 

D.	The lifespan of key-encrypting keys (KKMs)

 

Correct answer is A. Protection and secrecy of keys is the primary concern of ANSI 9.17. ANSI X9.17 was developed to address the need of financial institutions to transmit securities and funds securely using an electronic medium. Specifically, it describes the means to ensure the secrecy of keys. 
 

8. When a certificate is revoked, what is the proper procedure?

 

A.	Setting new key expiry dates

 

B.	Updating the certificate revocation list

 

C.	Removal of the private key from all directories

 

D.	Notification to all employees of revoked keys

 

Correct answer is B. When a key is no longer valid, the certificate revocation list should be updated. A certificate revocation list (CRL) is a list of non-valid certificates that should not be accepted by any member of the PKI. 
 

9. Which is true about link encryption?

 

A.	Link encryption is advised for high-risk environments, provides better traffic flow confidentiality, and encrypts routing information.

 

B.	Link encryption is often used for Frame Relay or satellite links, is advised for high-risk environments and provides better traffic flow confidentiality.

 

C.	Link encryption encrypts routing information, is often used for Frame Relay or satellite links, and provides traffic flow confidentiality.

 

D.	Link encryption provides better traffic flow confidentiality, is advised for high-risk environments and provides better traffic flow confidentiality.

 

Correct answer is C. Link encryption is not suitable for high-risk environments due to possible privacy weakness at each node. It is possible that an attacker could view decrypted data as encrypt decrypt function is performed at each node along the data path. 
 

10. Which is the sequence that controls the operation of the cryptographic algorithm?

 

A.	Encoder

 

B.	Decoder wheel

 

C.	Cryptovariable

 

D.	Cryptographic routine

 

Correct answer is C. Cryptovariable or key controls the operation of the cryptographic algorithm. 
 

11. The process used in most block ciphers to increase their strength is

 

A.	Diffusion

 

B.	Confusion

 

C.	Step function

 

D.	SP-network

 

Correct answer is D. The SP-network is the process described by Claude Shannon used in most block ciphers to increase their strength. SP stands for substitution and permutation (transposition), and most block ciphers do a series of repeated substitutions and permutations to add confusion and diffusion to the encryption process. 
 

12. Which of the following BEST describes fundamental methods of encrypting data?

 

A.	Substitution and transposition

 

B.	3DES and PGP

 

C.	Symmetric and asymmetric

 

D.	DES and AES

 

Correct answer is C. Data encryption relies on either symmetric or asymmetric designs to ensure the confidentiality of data. The vast majority of all encryption products algorithms or processes fall into one or the other methods. 
 

13. Cryptography supports all of the core principles of information security except

 

A.	Availability

 

B.	Confidentiality

 

C.	Integrity

 

D.	Authenticity

 

Correct answer is D. Cryptography supports all three of the core principles of information security. Authenticity is not one of the cove principles. 
 

14. A way to defeat frequency analysis as a method to determine the key is to use

 

A.	Substitution ciphers

 

B.	Transposition ciphers

 

C.	Polyalphabetic ciphers

 

D.	Inversion ciphers

 

Correct answer is C. The use of several alphabets for substituting the plaintext is called polyalphabetic ciphers. It is designed to make the breaking of a cipher by frequency analysis more difficult. 
 

15. The running key cipher is based on

 

A.	Modular arithmetic

 

B.	XOR mathematics

 

C.	Factoring

 

D.	Exponentiation

 

Correct answer is A. The use of modular mathematics and the representation of each letter by its numerical place in the alphabet are the key to many modern ciphers including running key ciphers. 
 

16. The only cipher system said to be unbreakable by brute force is

 

A.	AES

 

B.	DES

 

C.	One-time pad

 

D.	Triple DES

 

Correct answer is C. One-time pad is a key that is only used once and that must be as long as the plaintext but never repeats. 
 

17. A message protected by steganography would most likely be found in a

 

A.	Public key

 

B.	Algorithm

 

C.	Private key

 

D.	Picture file

 

Correct answer is D. Steganography is the hiding of a message inside of another medium, such as a photograph, music, or other item. The message itself is not encrypted, but its existence is hidden so that only the intended recipient would know how to reveal the message. 
 

18. Which is the BEST choice for implementing encryption on a smart card?

 

A.	Blowfish

 

B.	Elliptic Curve Cryptography

 

C.	TwoFish

 

D.	Quantum Cryptography

 

Correct answer is B. Smart cards have limited processing power and memory and therefore should use an approach which is light on processor demands. Elliptic Curve Cryptography is the only option provided which is highly efficient and therefore relies on little processing power. 
 

19. An e-mail with an document attachment from a known individual is received with a digital signature. The e-mail client is unable to validate the signature. What is the BEST course of action?

 

A.	Open the attachment to determine if the signature is valid.

 

B.	Determine why the signature can’t be validated prior to opening the attachment.

 

C.	Delete the e-mail

 

D.	Forward the e-mail to another address with a new signature.

 

Correct answer is B. When a digital signature cannot be validated, there may be several reasons. A system may not be able to reach a CA, but also the certificate used to sign the document may have been self-generated or worse forged. 
 

20. The vast majority of Virtual Private Networks use 

 

A.	SSL/TLS and IPSec.

 

B.	El Gamal and DES.

 

C.	3DES and Blowfish

 

D.	TwoFish and IDEA.

 

Correct answer is A. Two major tools assist in both VPN and e-commerce secure networking. IPSec and SSL/TLS have become synonymous with network security. These protocols form the vast majority of secure network traffic and e-commerce enablement.
 


 


  

Domain 6 - Security Architecture and Design

1. A holistic lifecycle for developing security architecture that begins with assessing business requirements and subsequently creating a ‘chain of traceability’ through phases of strategy, concept, design, implementation and metrics is characteristic of which of the following frameworks?

 

A.	Zachman

 

B.	SABSA

 

C.	ISO 27000

 

D.	TOGAF

 

Correct answer is B. SABSA (Sherwood Applied Business Security Architecture) is a holistic lifecycle for developing security architecture that begins with assessing business requirements. It generates a “chain of traceability” of security requirements to business functionality, through the phases of strategy, concept, design, implementation, and metrics. It represents any architecture using six layers, each representing a different perspective for the design and construction and use of the target system.

2. Which of the following component of ITIL’s Service Portfolio is primarily focused on translating designs into operational services through a project management standard?

 

A.	Service Strategy

 

B.	Service Design

 

C.	Service Transition

 

D.	Service Operations

 

Correct answer is C. Service strategy is not necessarily part of service portfolio. It addresses new business needs and is used to generate the service portfolio, which includes the range of all the services that will be provided. Service design focuses on creating the services within the service portfolio. Service transition is primarily concerned with translating the service design into operational services and once these services have been deployed, they are transferred into steady-state service operations. The metrics that is collected for each service is used for continual service improvement.

3. Which of the following can BEST be used to capture detailed security requirements?

 

A.	Threat modeling, covert channels, and data classification

 

B.	Data classification, risk assessments, and covert channels

 

C.	Risk assessments, covert channels, and threat modeling

 

D.	Threat modeling, data classification, and risk assessments

 

Correct answer is D. Threat modeling can be used to determine the threats to your system or software, which can be used to generate detailed countermeasure requirements. Data classification can be used to determine appropriate levels of protection for the data that is transmitted or stored and this can be used to determine confidentiality, integrity or availability requirements. Determining residual and acceptable risk thresholds can be used to generate security requirements as well.

4. Which of the following security standards is internationally recognized as the standards for sound security practices and is focused on the standardization and certification of an organization’s Information Security Management System (ISMS)?

 

A.	ISO 15408

 

B.	ISO 27001

 

C.	ISO 9001

 

D.	ISO 9146

 

Correct answer is B. ISO 27000 series will assist organizations of all types to understand the fundamentals, principles, and concepts to improve the protection of their information assets. ISO 15408 is the common criteria which includes the evaluation criteria for IT security. ISO 9001 provides the requirements for quality management system. ISO 9126 is an international standard for the evaluation of software quality.
 

5. Which of the following describes the rules that need to be implemented to ensure that the security requirements are met?

 

A.	Security kernel

 

B.	Security policy

 

C.	Security model

 

D.	Security reference monitor

 

Correct answer is B. Security policy documents the security requirements of an organization. Subsequently, a security model is a specification that describes the rules to be implemented to support and enforce the security policy. While the security policy provides the “What” requirements needs to be met, the security model provides “HOW” (the rules by which) the requirements will be met. The part of the operating system where security features are located is the security kernel. Security reference monitor is the tamperproof module that controls the access request of software to either the data or the system.
 

6. A two-dimensional grouping of individual subjects into groups or roles and granting access to groups to objects is an example of which of the following types of models?

 

A.	Multilevel lattice

 

B.	State machine

 

C.	Non-interference

 

D.	Matrix-based

 

Correct answer is D. While lattice-based models tend to treat similar subjects and objects with similar restrictions, matrix-based models focus on one-to-one relationships between subjects and objects. The best known example is the organization of subjects and objects into an access control matrix. An access control matrix is a two-dimensional table that allows for individual subjects and objects to be related to each other. A state machine model, describes the behavior of a system as it moves between one state and another, from one moment to another. A noninterference model maintains activities at different security levels to separate these levels from each other. In this way, it minimizes leakages that may happen through covert channels, because there is complete separation between security levels.

7. Which of the following models ensures that a subject with clearance level of ‘Secret’ has the ability to write only to objects classified as ‘Secret’ or ‘Top Secret’ but is prevented from writing information classified as ‘Public’?

A.	Biba-Integrity

 

B.	Clark–Wilson

 

C.	Brewer–Nash

 

D.	Bell–LaPadula

 

Correct answer is D. Bell–LaPadula is a confidentiality model that deals with the prevention of information disclosure.
 

8. Which of the following is unique to the Biba Integrity Model?

 

A.	Simple property

 

B.	* (star) property

 

C.	Invocation property

 

D.	Strong * property

 

Correct answer is C. Both Biba and Bell–LaPadula have the simple and * (star) property and the strong * property is part of the confidentiality Bell–LaPadula model. The Invocation property is unique to the Biba integrity model, which considers a situation where corruption may occur because a less trustworthy subject was allowed to invoke the powers of a subject with more trust.

9. Which of the following models is BEST considered in a shared data-hosting environment so that the data of one customer is not disclosed to a competitor or other customers sharing that hosted environment?

 

A.	Brewer–Nash

 

B.	Clark–Wilson

 

C.	Bell–LaPadula

 

D.	Lipner

 

Correct answer is A. While the other models listed can provide confidentiality assurance, it is only the Brewer–Nash Model, which is also known as the Chinese wall model, that has a clear separation of access rights. The principle of Brewer–Nash model is that users should not be able to access the confidential information of both a client organization and one or more of its competitors. It is called the Chinese wall model because, like the Great Wall of China, once you are on one side of the wall, you cannot get to the other side.
 

10. Which of the following security models is primarily concerned with how the subjects and objects are created and how subjects are assigned rights or privileges?

 

A.	Bell–LaPadula

 

B.	Biba-Integrity

 

C.	Chinese Wall

 

D.	Graham–Denning

 

Correct answer is D. The Graham–Denning access control model has three parts: a set of objects, a set of subjects, and a set of rights. Bell–LaPadula is a confidentiality model. Biba is an integrity model. The Chinese Wall Model is also a confidential assurance model that deals with the about separation of access.
 

11. Which of the following ISO standards provides the evaluation criteria that can be used to evaluate security requirements of different products with different functions?

A.	15408

 

B.	27000

 

C.	9100

 

D.	27002

 

Correct answer is A. ISO/IEC 15408 is commonly referred to as the common criteria. It is an internationally recognized standard provided the first truly international product evaluation criteria. It has largely superseded all other criteria, although there continue to be products in general use that were certified under TCSEC, ITSEC, and other criteria.It takes a very similar approach to ITSEC by providing a flexible set of functional and assurance requirements, and like ITSEC, it is not very proscriptive as TCSEC had been. Instead, it is focused on standardizing the general approach to product evaluation and providing mutual recognition of such evaluations all over the world.
 

12. In the Common Criteria, the common set of functional and assurance requirements for a category of vendor products deployed in a particular type of environment are known as

A.	Protection Profiles

 

B.	Security Target

 

C.	Trusted Computing Base

 

D.	Ring Protection

 

Correct answer is A. Protection profiles are the common set of functional and assurance requirements while security target is the specific functional and assurance requirements that the author of the security target wants a given product to fulfill. Trusted computing base and ring protection are not concepts of the common criteria.
 

13. Which of the following evaluation assurance level that is formally verified, designed and tested is expected for high risk situation?

 

A.	EAL 1

 

B.	EAL 3

 

C.	EAL 5

 

D.		EAL 7

 

Correct answer is D. EAL 7 is the only one that given after the product is formally verified, designed, and tested. All the other levels of assurances are not formally verified.
 

14. Formal acceptance of an evaluated system by management is known as

 

A.	Certification

 

B.	Accreditation

 

C.	Validation

 

D.	Verification

 

Correct answer is B. In the accreditation phase, management evaluates the capacity of a system to meet the needs of the organization. If management determines that the needs of the system satisfy the needs of the organization, they will formally accept the evaluated system, usually for a defined period of time. During the certification phase, the product or system is tested to see whether it meets the documented requirements (including any security requirements). Validation and verification are usually part of the certification phase.
 

15. Which stage of the Capability Maturity Model (CMM) is characterized by having organizational processes that are proactive?

 

A.	Initial

 

B.	Managed

 

C.	Defined

 

D.	Optimizing

 

Correct answer is C. In the initial stage, the processes are unpredictable, poorly ¬controlled, and reactive. During the managed stage, the processes are characterized for projects (not the entire organization) and it is often reactive. In the defined stage, the processes are characterized for the entire organization and are proactive. In the optimizing stage the organization focuses on continuous process improvement.
 

16. Which of the following BEST provides a method of quantifying risks associated with information technology when validating the abilities of new security controls and countermeasures to address the identified risks?

 

A.	Threat/risk assessment

 

B.	Penetration testing

 

C.	Vulnerability assessment

 

D.	Data classification

 

Correct answer is A. Penetration testing, vulnerability assessments, and data classification may help with the identification of threats and countermeasures, but do not necessarily always translate or quantify the threats and vulnerabilities to risk.
 

17. The use of proxies to protect more trusted assets from less sensitive ones is an example of which of the following types of security services?

 

A.	Access control

 

B.	Boundary control

 

C.	Integrity

 

D.	Audit and monitoring

 

Correct answer is B. Access control services focus on the identification, authentication, and authorization of subject entities (whether human or machine) as they are deployed and employed to access the organization’s assets. These services are concerned with how and whether information is allowed to flow from one set of systems to another, or from one state to another. Boundary control systems are intended to enforce security zones of control by isolating entry points from one zone to another (choke points). Integrity services focus on the maintenance of high-integrity systems and data through automated checking to detect and correct corruption. Audit and monitoring services focus on the secure collection, storage, and analysis of audited events through centralized logging as well as the events themselves through intrusion detection systems (HIDS and NIDS) and similar services.

18. Which of the following is the main reason for security concerns in mobile computing devices?

 

A.	The 3G protocol is inherently insecure

 

B.	Lower processing power

 

C.	Hackers are targeting mobile devices

 

D.	The lack of anti-virus software.

 

Correct answer is B. These devices share common security concerns with other resource-constrained devices. In many cases, security services have been sacrificed to provide richer user interaction when processing power is very limited. Also, their mobility has made them a prime vector for data loss since they can be used to transmit and store information in ways that may be difficult to control.
 

19. In decentralized environments device drivers that enable the OS to control and communicate with hardware need to be securely designed, developed and deployed because they are

 

A.	typically installed by end-users and granted access to the supervisor state

 

B.	typically installed by administrators and granted access to user mode state

 

C.	typically installed by software without human interaction.

 

D.	integrated as part of the operating system.

 

Correct answer is A. Device drivers that control input/output devices are typically installed by end-users (not necessarily administrators) and are often granted access to supervisor state to help them run faster. This may allow a malformed driver to be used to compromise the system unless other controls are in place to mitigate this risk. Drivers are not add-ons to the operating system and usually require human interaction for installation. 
 

20. A system administrator grants rights to a group of individuals called “Accounting” instead of granting rights to each individual. This is an example of which of the following security mechanisms?

 

A.	Layering

 

B.	Data hiding

 

C.	Cryptographic protections

 

D.	Abstraction

 

Correct answer is D. In computer programming, layering is the organization of programming into separate functional components that interact in some sequential and hierarchical way, with each layer usually having an interface only to the layer above it and the layer below it. Data hiding maintains activities at different security levels to separate these levels from each other. Cryptography can be used in a variety of ways to protect sensitive system functions and data. By encrypting sensitive information and limiting the availability of key material, data can be hidden from less privileged parts of the system. Abstraction involves the removal of characteristics from an entity in order to easily represent its essential properties.
 


 


  

Domain 7 - Security Operations
 

1. In the event of a security incident, one of the primary objectives of the operations staff is to ensure that

A.	the attackers are detected and stopped.

 

B.	there is minimal disruption to the organization’s mission.

 

C.	appropriate documentation about the event is maintained as chain of evidence.

 

D.	the affected systems are immediately shut off to limit to the impact.

 

Correct answer is B. While the operations staff may be able to detect the attack and in some cases the attackers, there is very little that the operations staff can do to stop them. All actions taken by the operations staff as they respond to handle the security incident must follow established protocols and documented, but this is not their primary objective. The affected systems must only be shut off after necessary data or evidence that will be admissible in court is collected. The best answer choice is that the operations staff must maintain operational resilience.

2. Assuming a working IDS is in place, which of the following groups is BEST capable of stealing sensitive information due to the absence of system auditing?

A.	Malicious software (malware)

 

B.	Hacker or cracker

 

C.	Disgruntled employee

 

D.	Auditors

 

Correct answer is C. Insiders (employees, contractors, etc.) can have access to ¬information that they should not be allowed to and in the absence of auditing (logging) their actions can go unnoticed. Encryption can provide controls over unauthorized disclosure. External attacker (hacker or cracker) activity and malware usually raise alerts on intrusion detection systems (IDS). Auditors may have the need and authorization for the disclosure of sensitive information and this access is often monitored.

3. Which of the following provides controlled and un-intercepted interfaces into privileged user functions?

A.	Ring protection

B.	Anti-malware

C.	Maintenance hooks

D.	Trusted paths

 

Correct answer is D. Ring protection can be used to enforce boundary control between kernel functions and end-user controls. Anti-malware software is used to protect against malicious software. Maintenance hooks are coding constructs written by the software developer for troubleshooting and impersonation purposes, but can be a potential backdoor for malicious software. Trusted paths provide trustworthy interfaces into privileged user functions and are intended to provide a way to ensure that any communications over that path cannot be intercepted or corrupted.
 

4. The doors of a data center spring open in the event of a fire. This is an example of

 

A.	Fail-safe

 

B.	Fail-secure

 

C.	Fail-proof

 

D.	Fail-closed

 

Correct answer is A. Fail-safe mechanisms focuses on failing with a minimum of harm to personnel while fail-secure focuses on failing in a controlled manner to block access while the systems is in an inconsistent state. For example, data center door systems will fail safe to ensure that personnel can escape the area when the electrical power fails. A fail-secure door would prevent personnel from using the door at all, which could put personnel in jeopardy. Fail-open and fail-closed are fail safe mechanisms.
 

5. Which of the following ensures constant redundancy and fault-tolerance?

 

A.	Cold spare

 

B.	Warm spare

 

C.	Hot spare

 

D.	Archives

 

Correct answer is C. A cold spare is a spare component that is not powered up but is a duplicate of the primary component that can be inserted into the system if needed. Warm spares are those that are already inserted in the system but do not receive power unless they are required. Hot spares stay powered on and waiting to be called upon as needed. Archives are data backups stored for historical purposes. To ensure constant redundancy and fault-tolerance, hot spare is the best option.
 

6. If speed is preferred over resilience, which of the following RAID configuration is the best choice?

A.	RAID 0

 

B.	RAID 1

 

C.	RAID 5

 

D.	RAID 10

 

Correct answer is A. In a RAID 0 configuration, files are written in stripes across multiple disks without the use of parity information. This technique allows for fast reading and writing to disk since all of the disks can typically be accessed in parallel. However, without the parity information, it is not possible to recover from a hard drive failure. This technique does not provide redundancy and should not be used for systems with high availability requirements.
 

7. Updating records in multiple locations or copying an entire database to a remote location as a means to ensure the appropriate levels of fault-tolerance and redundancy is known as

A.	Data mirroring

 

B.	Shadowing

 

C.	Backup

 

D.	Archiving

 

Correct answer is B. Data mirroring is a RAID technique that duplicates all disk writes from one disk to another to create two identical drives. Database shadowing is the technique in which updates are shadowed in multiple locations. It is like copying the entire database on to a remote location. Backups are to be conducted on a regular basis and are useful in recovering information or a system in the event of a disaster. Archiving is the storage of data that is not in continual use for historical purposes.
 

8. When the backup window is not long enough to backup all of the data and the restoration of backup must be as fast as possible, which of the following types of high-availability backup strategy is BEST?

 

A.	Full

 

B.	Incremental

 

C.	Differential

 

D.	Increase the backup window so a full backup can be performed

 

Correct answer is C. Full backup would not be possible since the backup window is not long ago for all the data to be backed up. Additionally, it is less likely that the backup window can be increased to allow for a full backup, which is both time consuming and costly from a storage perspective. In an incremental backup, only the files that changed since the last backup will be backed up. In a differential backup, only the files that changed since the last full backup will be backed up. In general, differentials require more space than incremental backups while incremental backups are faster to perform. On the other hand, restoring data from incremental backups requires more time than differential backups. To restore from incremental backups, the last full backup and all of the incremental backups performed are combined. In contrast, restoring from a differential backup requires only the last full backup and the latest differential.

9. At a restricted facility, visitors are requested to provide identification and verified against a pre-approved list by the guard at the front gate before being let in. This is an example of checking for 

 

A.	Least privilege

 

B.	Separation of duties

 

C.	Fail-safe

 

D.	Psychological acceptability

 

Correct answer is A. Access to facilities should be limited to named individuals with a requirement for physical access following the principle of least privilege. Individuals who do not require frequent physical access to physical systems should not receive access to the facility. If occasional access is required, then temporary access should be granted and revoked when it is no longer required. It is recommended that you are familiar with the other principles mentioned.
 

10. The major benefit of information classification is to

A.	map out the computing ecosystem

 

B.	identify the threats and vulnerabilities

 

C.	determine the software baseline

 

D.	identify the appropriate level of protection needs

 

Correct answer is D. Information classification refers to the practice of differentiating between different types of information assets and providing some guidance as to how classified information will need to be protected. Vulnerability scans can be used to map out the computing ecosystem. Threat modeling is used to identify threats and vulnerabilities. Configuration management can be used to determine the software baseline.
 

11. When sensitive information is no longer critical but still within scope of a record retention policy, that information is BEST

A.	Destroyed

 

B.	Re-categorized

 

C.	Degaussed 

 

D.	Released

 

Correct answer is B. Information categorization also includes the processes and procedures to lower the sensitivity label of information. For example, declassification may be used to downgrade the sensitivity of information. Over the course of time, information once considered sensitive may decline in value or criticality. In these instances, declassification efforts should be implemented to ensure that excessive protection controls are not used for nonsensitive information. When declassifying information, marking, handling, and storage requirements will likely be reduced. Organizations should have categorization or declassification practices well documented for use by individuals assigned with the task. Information may still be needed and so it cannot be destroyed, degaussed, or deleted.
 

12. The main benefit of placing users into groups and roles is

A.	Ease of user administration

 

B.	Increased security

 

C.	Ease of programmatic access

 

D.	Increased automation

 

Correct answer is A. While placing users into groups and roles can yield in increased security, ease of programmatic access, or automation, the main reason as to why this is done is for the ease of user administration. Efficient management of users requires the assignment of individual accounts into groups or roles. Groups and roles allow rights and privileges to be assigned to groups or a role as opposed to individual accounts. Individual user accounts can then be assigned to one or more groups depending on the access and privileges they require.
 

13. Which of the following BEST determines the suitability of an individual?

 

A.	Job rank or title

 

B.	Partnership with the security team

 

C.	Role

 

D.	Background investigation

 

Correct answer is D. A background investigation relevant to the role, job or access is the best approach for minimal security problems. While a background investigation will not guarantee the integrity or honesty of an individual it will give the organization a glimpse into the history of an individual and references.
 

14. Reports must be specific on both the message and which of the following?

 

A.	Intended audience

 

B.	Delivery options

 

C.	Colors used

 

D.	Print layout

 

Correct answer is A. Reporting is also fundamental to successful security operations. It can take a variety of forms depending on the intended audience. Technical reporting tends to be designed for technical specialists or managers with direct responsibility for service delivery. Management reporting will provide summaries of multiple systems as well as key metrics for each of the services covered by the report. Executive dashboards are intended for the executive who is interested in seeing only the highlights across multiple services, and provide simple summaries of current state, usually in a highly visual form such as charts and graphs.
 

15. Which of the following can help with ensuring that only the needed logs are collected for monitoring?

 

A.	Clipping level

 

B.	Aggregation

 

C.	XML Parsing

 

D.	Inference

 

Correct answer is A. Clipping levels are used to ensure that only needed logs are collected. This is mainly used, because even on a single system, logs can get to be very large. An example of a clipping level is that only failed access attempts are logged.
 

16. The main difference between a Security Event Information Management (SEIM) system and a log management system is that SEIM systems are useful for log collection, collation and analysis

 

A.	In real time

 

B.	For historical purposes

 

C.	For admissibility in court

 

D.	In discerning patterns

 

Correct answer is A. Security event information management (SEIM) solutions are intended to provide a common platform for log collection, collation, and analysis in real-time to allow for more effective and efficient response. Log management systems are similar in that, they also collect logs and provide the ability to report against them, although their focus tends to be on the historical analysis of log information, rather than real-time analysis. They may be combined with SEIM solutions to provide both historical and real-time functions. Evidence collections for admissibility in court and pattern discernment are not real-time functions.
 

17. When normal traffic is flagged as an attack, it is an example of

 

A.	Fail-safe

 

B.	Fail-secure

 

C.	False-negative

 

D.	False-positive

 

Correct answer is D. False-positives occur when the IDS or IPS identifies something as an attack, but it is in fact normal traffic. False-negatives occur when it failed to interpret something as an attack when it should have. In these cases, intrusion systems must be carefully “tuned” to ensure that these are kept to a minimum. 
 

18. The best way to ensure that there is no data remanence of sensitive information that was once stored on a DVD-R media is by

 

A.	Deletion

 

B.	Degaussing

 

C.	Destruction

 

D.	Overwriting

 

Correct answer is C. Optical media such as CDs and DVD must be physically destroyed to make sure that there is no residual data that can be disclosed. Since the media mentioned in this context is a read-only media (burn-once) DVD, the information on it cannot be overwritten or deleted. Degaussing can reduce or remove data remanence in magnetic non-optical media.
 

19. Which of the following processes is concerned with not only identifying the root cause but also addressing the underlying issue?

 

A.	Incident management

 

B.	Problem management

 

C.	Change management

 

D.	Configuration management

 

Correct answer is B. While incident management is concerned primarily with managing an adverse event, problem management is concerned with tracking that event back to a root cause and addressing the underlying problem. Maintaining system integrity is accomplished through the process of change control management. Configuration management is a process of identifying and documenting hardware components, software, and the associated settings.
 

20. Before applying a software update to production systems, it is MOST important that

 

A.	full disclosure information about the threat that the patch addresses is available

 

B.	the patching process is documented

 

C.	the production systems are backed up

 

D.	an independent third party attests the validity of the patch

 

Correct answer is C. Prior to deploying updates to production servers, make certain that a full system backup is conducted. In the regrettable event of a system crash, due to the update, the server and data can be recovered without a significant loss of data. Additionally, if the update involved propriety code, it will be necessary to provide a copy of the server or application image to the media librarian. The presence or absence of full disclosure information is good to have but not a requirement as the patching process will have to be a risk-based decision as it applies to the organization. Documentation of the patching process is the last step in patch management processes. Independent third-party assessments are not usually related to attesting patch validity.
 


  

Domain 8 - Business Continuity & Disaster Recovery Planning
 

1. Which phrase best defines a business continuity/disaster recovery plan?

 

A.	A set of plans for preventing a disaster.

 

B.	An approved set of preparations and sufficient procedures for responding to a disaster.

 

C.	A set of preparations and procedures for responding to a disaster without management approval.

 

D.	The adequate preparations and procedures for the continuation of all organization functions.

 

Correct answer is D. Business continuity planning (BCP) and Disaster recovery planning (DRP) address the preparation, processes, and practices required to ensure the preservation of the business in the face of major disruptions to normal business operations.
 

2. Regardless of industry, which element of legal and regulatory requirements are all industries subject to?

 

A.	Sarbanes–Oxley

 

B.	HIPAA

 

C.	Due care

 

D.	BS25999

 

Correct answer is C. Regulatory risk is clearly defined by the industry the organization is a part of. However, no matter what industry the planner is in, due care applies.
 

3. Which of the following statements BEST describes the extent to which an organization should address business continuity or disaster recovery planning?

 

A.	Continuity planning is a significant organizational issue and should include all parts or functions of the company.

 

B.	Continuity planning is a significant technology issue and the recovery of technology should be its primary focus.

 

C.	Continuity planning is required only where there is complexity in voice and data communications.

 

D.	Continuity planning is a significant management issue and should include the primary functions specified by management.

 

Correct answer is A. Business continuity planning and Disaster recovery planning involve the identification, selection, implementation, testing, and updating of prudent processes and specific actions necessary to protect critical business processes from the effects of major system and network disruptions and to ensure the timely restoration of business operations if significant disruptions occur.
 

4. Business impact analysis is performed to BEST identify:

 

A.	The impacts of a threat to the organization operations.

 

B.	The exposures to loss to the organization.

 

C.	The impacts of a risk on the organization.

 

D.	The cost efficient way to eliminate threats.

 

Correct answer is B. The business impact analysis is what is going to help the company decide what needs to be recovered and how quickly it needs to be recovered.
 

5. During the risk analysis phase of the planning, which of the following actions could BEST manage threats or mitigate the effects of an event?

 

A.	Modifying the exercise scenario.

 

B.	Developing recovery procedures.

 

C.	Increasing reliance on key individuals

 

D.	Implementing procedural controls.

 

Correct answer is D. The third element of risk is mitigating factors. Mitigating factors are the controls or safeguards the planner will put in place to reduce the impact of a threat.
 

6. The BEST reason to implement additional controls or safeguards is to:

 

A.	deter or remove the risk.

 

B.	identify and eliminate the threat.

 

C.	reduce the impact of the threat.

 

D.	identify the risk and the threat.

 

Correct answer is C. Preventing a disaster is always better than trying to recover from one. If the planner can recommend controls to be put in place to prevent the most likely of risks from having an impact on the organization’s ability to do business, then the planner will have fewer actual events to recover from.
 

7. Which of the following statements BEST describes business impact analysis?

 

A.	Risk analysis and business impact analysis are two different terms describing the same project effort.

 

B.	A business impact analysis calculates the probability of disruptions to the organization.

 

C.	A business impact analysis is critical to development of a business continuity plan.

 

D.	A business impact analysis establishes the effect of disruptions on the organization.

 

Correct answer is D. All business functions and the technology that supports them need to be classified based on their recovery priority. Recovery time frames for business operations are driven by the consequences of not performing the function. The consequences may be the result of business lost during the down period; contractual commitments not met resulting in fines or lawsuits, lost goodwill with customers, etc.
 

8. The term “disaster recovery” refers to the recovery of:

 

A.	organization operations.

 

B.	technology environment.

 

C.	manufacturing environment.

 

D.	personnel environments.

 

Correct answer is B. Once computers became part of the business landscape, it quickly became clear that we could not return to our manual processes if our computers failed. If those computer systems failed, there were not enough people to do the work nor did the people in the business still have the skill to do it manually anymore. Th is was the start of the disaster recovery industry. Still today, the term “disaster recovery” or “DR” commonly means recovery of the technology environment.
 

9. Which of the following terms BEST describes the effort to determine the consequences of disruptions that could result from a disaster?

 

A.	Business impact analysis.

 

B.	Risk analysis.

 

C.	Risk assessment.

 

D.	Project problem definition

 

Correct answer is A. The BIA is what is going to help the company decide what needs to be recovered and how quickly it needs to be recovered.
 

10. The BEST advantage of using a cold site as a recovery option is:

 

A.	is a less expensive recovery option.

 

B.	can be configured and made operational for any organization function.

 

C.	is preconfigured for communications and can be customized for organization functions.

 

D.	is the most available option for testing server and communications restorations.

 

Correct answer is A. Among the advantages of warm and cold site are that they are less expensive and available for longer recoveries.
 

11. The elements of risk are as follows:

 

A.	Natural disasters and man made disasters

 

B.	Threats, assets and mitigating factors

 

C.	Risk and business impact analysis

 

D.	business impact analysis and mitigating factors

 

Correct answer is B. There are three elements of risk: threats, assets, and mitigating factors.
 

12. The term “Recovery Time Objective” RTO means

 

A.	The maximum time a service or system can be unavailable.

 

B.	The amount of time a disaster recovery should take.

 

C.	The time required to switch from a primary site to an alternate.

 

D.	The time which must elapse before enacting a crisis communication plan.

 

Correct answer is A. All applications need to be classified as to their time sensitivity for recovery even if those applications do not support business functions that are time sensitive. For applications, this is commonly referred to as recovery time objective (RTO) or maximum tolerable downtime (MTD).
 

13. The most efficient restore from tape back-up is:

 

A.	Full backup

 

B.	Incremental Backup

 

C.	Partial Backup

 

D.	Differential backup

 

Correct answer is A. If an organization wants the backup and recovery strategy to be as simple as possible, then they should only use full backups. They take more time and hard drive space to perform but they are the most efficient in recovery.
 

14. One of the advantages of a hot site recovery solution is that it

 

A.	is less expensive

 

B.	is highly available

 

C.	does not incur downtime

 

D.	no maintenance is required

 

Correct answer is B. Among the advantages of internal or external hot site are allows recovery to be tested, highly available, and site can be operational within hours.
 

15. Which of the following methods is not acceptable for exercising the business continuity plan?

 

A.	Table-top exercise.

 

B.	Call exercise.

 

C.	Simulated exercise.

 

D.	Halting a production application or function.

 

Correct answer is D. The only difference between a simulated and an actual exercise is that the first rule of testing is the planner will never create a disaster by testing for one. The planner must make every effort to make certain that what is being tested will not impact the production environment whether business or technical.
 

16. Which of the following is the primary desired result of any well-planned business continuity exercise?

A.	Identifies plan strengths and weaknesses.

 

B.	Satisfies management requirements.

 

C.	Complies with auditor’s requirements.

 

D.	Maintains shareholder confidence

 

Correct answer is A. After every exercise the planner conducts, the exercise results need to be published and action items identified to address the issues that were uncovered by the exercise. Action items should be tracked until they have been resolved and, where appropriate, the plan updated. It is very unfortunate when an organization has the same issue in subsequent tests simply because someone did not update the plan.
 

17. A business continuity plan is best updated and maintained:

A.	Annually or when requested by auditors.

 

B.	Only when new versions of software are deployed.

 

C.	Only when new hardware is deployed.

 

D.	During the configuration and change management process.

 

Correct answer is D. The plan document and all related procedures will need to be updated after each exercise and after each material change to the production, IT, or business environment.
 

18. Which of the following is MOST important for successful business continuity?

A.	Senior leadership support.

 

B.	Strong technical support staff.

 

C.	Extensive wide area network infrastructure.

 

D.	An integrated incident response team.

 

Correct answer is A. Without senior leadership support it is unlikely a business continuity program will succeed.
 

19. Which of the following is the BEST alternate site approach if the recovery time objective of a service is two months?

 

A.	Cold site.

 

B.	Reciprocal agreement.

 

C.	Warm site.

 

D.	Hot site.

 

Correct answer is A. If a service is not needed for several months a cold site is the correct tradeoff between time and speed for restoration.
 

20. A service’s recovery point objective is zero. Which approach BEST ensures the requirement is met?

 

A.	RAID 6 with a hot site alternative.

 

B.	RAID 0 with a warm site alternative

 

C.	RAID 0 with a cold site alternative

 

D.	RAID 6 with a reciprocal agreement.

 

Correct answer is A. RAID 6 will provide a highly redundant storage situation while the hot site will stand ready to fail over should the primary site fail. 
 


  

Domain 9 - Legal, Regulations, Investigations, and Compliance
 

1. 
Where does the greatest risk of cybercrime come from?


 

A.	Outsiders

 

B.	Nation-states

 

C.	Insiders

 

D.	Script kiddies

 

Correct answer is C. A word of caution is necessary: although the media has tended to portray the threat of cybercrime as existing almost exclusively from the outside, external to a company, reality paints a much different picture. The greatest risk of cybercrime comes from the inside, namely, criminal insiders.
 

2. 
What is the largest hindrance to fighting computer crime?


 

A.	Computer criminals are generally smarter than computer investigators.

 

B.	Adequate funding to stay ahead of the computer criminals.

 

C.	Activity associated with computer crime is truly international.

 

D.	There are so many more computer criminals than investigators that it is impossible to keep up.

 

Correct answer is C. The biggest hindrance to effectively dealing with computer crime is the fact that this activity is truly international in scope, and thus requires an international solution, as opposed to a domestic one based on archaic concepts of borders and jurisdictions.
 

3. 
Computer forensics is the marriage of computer science, information technology, and engineering with


 

A.	Law

 

B.	Information systems

 

C.	Analytical thought

 

D.	The scientific method

 

Correct answer is A. As a forensic discipline, this area deals with evidence and the legal system and is really the marriage of computer science, information technology, and engineering with law.
 

4. 
What principal allows an investigator to identify aspects of the person responsible for a crime when, whenever committing a crime, the perpetrator leaves traces while stealing assets?


 

A.	Meyer’s principal of legal impunity

 

B.	Criminalistic principals

 

C.	IOCE/Group of 8 Nations principals for computer forensics

 

D.	Locard’s principle of exchange

 

Correct answer is D. Locard’s principle of exchange states that when a crime is committed, the perpetrators leave something behind and take something with them, hence the exchange. This principle allows an investigator to identify aspects of the persons responsible, even with a purely digital crime scene.
 

5. 
Which of the following is part of the five rules of evidence?


 

A.	Be authentic, be redundant and be admissible.

 

B.	Be complete, be authentic and be admissible.

 

C.	Be complete, be redundant and be authentic.

 

D.	Be redundant, be admissible and be complete

 

Correct answer is B. At a more generic level, evidence should have some probative value, be relevant to the case at hand, and meet the following criteria (often called the five rules of evidence): be authentic, be accurate, be complete, be convincing, and be admissible.
 

6. 
What is not mentioned as a phase of an incident response?


 

A.	Documentation

 

B.	Prosecution

 

C.	Containment

 

D.	Investigation

 

Correct answer is B The incident response and handling phase can be broken down further into triage, investigation, containment, and analysis and tracking.
 

7. 

Which BEST emphasizes the abstract concepts of law and is influenced by the writings of legal scholars and academics.
A.	Criminal law

 

B.	Civil law

 

C.	Religious law

 

D.	Administrative law

 

Correct answer is B. Civil law emphasizes the abstract concepts of law and is influenced by the writings of legal scholars and academics, more so than common law systems.
 

8. 

Which type of intellectual property covers the expression of ideas rather than the ideas themselves?
A.	Trademark

 

B.	Patent

 

C.	Copyright

 

D.	Trade secret

 

Correct answer is C. A copyright covers the expression of ideas rather than the ideas themselves; it usually protects artistic property such as writing, recordings, databases, and computer programs.
 

9. 

Which type of intellectual property protects the goodwill a merchant or vendor invests in its products?
A.	Trademark

 

B.	Patent

 

C.	Copyright

 

D.	Trade secret

 

Correct answer is A. Trademark laws are designed to protect the goodwill a merchant or vendor invests in its products.
 

10. 
 Which of the following are computer forensics guidelines?


 

A.	IOCE, MOM and SWGDE.

 

B.	MOM, SWGDE and IOCE.

 

C.	IOCE, SWGDE and ACPO.

 

D.	ACPO, MOM and IOCE.

 

Correct answer is C. Like incident response, there are various computer forensics guidelines (e.g., International Organization of Computer Evidence (IOCE), Scientific Working Group on Digital Evidence (SWGDE), Association of Chief Police Officers (ACPO)). These guidelines formalize the computer forensic processes by breaking them into numerous phases or steps. MOM stands for means, opportunity, and motives.
 

11. 
Which of the following are categories of software licensing?


 

A.	Freeware, Open Source, and Commercial

 

B.	Commercial, Academic and Open Source

 

C.	Academic, Freeware and Open Source

 

D.	Freeware, Commercial and Academic

 

Correct answer is D. There are four categories of software licensing: freeware, shareware, commercial, and academic. Within these categories, there are specific types of agreements. Master agreements and end-user licensing agreements (EULAs) are the most prevalent.
 

12. 
What are the rights and obligations of individuals and organizations with respect to the collection, use, retention, and disclosure of personal information BEST related to?


 

A.	Privacy

 

B.	Secrecy

 

C.	Availability

 

D.	Reliability

 

Correct answer is A. Privacy can be defined as “the rights and obligations of individuals and organizations with respect to the collection, use, retention, and disclosure of personal information.”.
 

13. 
Triage encompasses which of the following incident response subphases?


 

A.	Collection, transport, testimony

 

B.	Traceback, feedback, loopback

 

C.	Detection, identification, notification

 

D.	Confidentiality, integrity, availability

 

Correct answer is C. Triage encompasses the detection, identification, and notification subphases.
 

14. 
The integrity of a forensic bit stream image is determined by:


 

A.	Comparing hash totals to the original source

 

B.	Keeping good notes

 

C.	Taking pictures

 

D.	Encrypted keys

 

Correct answer is A. Ensuring the authenticity and integrity of evidence is critical. If the courts feel the evidence or its copies are not accurate or lack integrity, it is doubtful that the evidence or any information derived from the evidence will be admissible. The current protocol for demonstrating authenticity and integrity relies on hash functions that create unique numerical signatures that are sensitive to any bit changes. Currently, if these signatures match the original or have not changed since the original collection, the courts will accept that integrity has been established.
 

15. 
When dealing with digital evidence, the crime scene:


 

A.	Must never be altered

 

B.	Must be completely reproducible in a court of law

 

C.	Must exist in only one country

 

D.	Must have the least amount of contamination that is possible

 

The correct answer is D. Given the importance of the evidence that is available at a crime scene, the ability to deal with a scene in a manner that minimizes the amount of disruption, contamination, or destruction of evidence. Once a scene has been contaminated, there is no undo or redo button to push; the damage is done.
 

16. 
When outsourcing IT systems


 

A.	all regulatory and compliance requirements must be passed on to the provider. 

 

B.	the outsourcing organization is free from compliance obligations.

 

C.	the outsourced IT systems are free from compliance obligations.

 

D.	the provider is free from compliance obligations.

 

Correct answer is A. An organization’s obligations for due care extend to its business partners.
 

17. 
The (ISC)2 code of ethics resolves conflicts between canons by:


 

A.	there can never be conflicts between canons.

 

B.	working through adjudication.

 

C.	the order of the canons.

 

D.	vetting all canon conflicts through the board of directors.

 

Correct answer is C. Conflicts are resolved through the order of the canons.
 

18. 
When dealing with digital evidence, the chain of custody:


 

A.	Must never be altered

 

B.	Must be completely reproducible in a court of law

 

C.	Must exist in only one country

 

D.	Must follow a formal documented process

 

Correct answer is D. The chain of custody must explain evidence from origin to destruction.
 

19. 
To ensure proper forensics action when needed, an incident response program must:


 

A.	avoid conflicts of interest by ensuring organization legal council is not part of the process.

 

B.	routinely create forensic images of all desktops and servers.

 

C.	only promote closed incidents to law enforcement.

 

D.	treat every incident as though it may be a crime.

 

Correct answer is D. An incident may be harmless but it may also be the start of an investigation. Therefore all incidents must be handled with care until proven benign.
 

20. 
A hard drive is recovered from a submerged vehicle. The drive is needed for a court case. What is the best approach to pull information off the drive?


 

A.	Wait for the drive to dry and then install it in a desktop and attempt to retrieve the information via normal operating system commands.

 

B.	Place the drive in a forensic oven to dry it and then use a degausser to remove any residual humidity prior to installing the drive in a laptop and using the OS to pull off information. 

 

C.	While the drive is still wet use a forensic bit to bit copy program to ensure the drive is preserved in its “native” state.

 

D.	Contact a professional data recovery organization, explain the situation and request they pull a forensic image. 

 

Correct answer is D. For heavily damaged media, professional data recovery services are the best chance for recovery. 
 


 


  

Domain 10 - Physical (Environmental) Security

1. The primary function of a physical protection system is?

 

A.	determine, direct and dispatch

 

B.	detection, delay and response

 

C.	display, develop, initiate and apprehend

 

D.	evaluate, dispatch and detain

 

Correct answer is B. A well-designed system provides protection-in-depth, minimizes the consequences of component failures and exhibits balanced protection. The system itself typically has a number of elements that fall into the essence of deter–detect—delay–respond.
 

2. To successfully complete a vulnerability assessment, it is critical that protection systems are well understood through:

 

A.	Threat definition, target identification and facility characterization

 

B.	Threat definition, conflict control and facility characterization

 

C.	Risk assessment, threat identification and incident review

 

D.	Threat identification, vulnerability appraisal and access review

 

Correct answer is A. At the beginning, a good assessment requires the security professional to determine specific protection objectives. These objectives include threat definition, target identification, and facility characteristics.
 

3. Laminated glass is recommended for what type of locations: 

 

A.	All exterior glass windows

 

B.	Interior boundary penetration and critical infrastructure facility 

 

C.	Street-level windows, doorways and other access areas

 

D.	Capacitance proximity, intrusion detection locations and boundary penetration sites

 

Correct answer is C. Laminated glass is recommended for installation in street-level windows, doorways, and other access areas.
 

4. The strategy of forming layers of protection around an asset or facility is known as:

 

A.	Secured Perimeter

 

B.	Defense-in-Depth

 

C.	Reinforced Barrier Deterrent

 

D.	Reasonable Asset Protection

 

Correct answer is B. In the concept of defense-in-depth, barriers are arraigned in layers with the level of security growing progressively higher as one comes closer to the center or the highest protective area. Defending an asset with a multiple posture can reduce the likelihood of a successful attack; if one layer of defense fails, another layer of defense will hopefully prevent the attack, and so on.
 

5. What crime reduction technique BEST creates a physical environment that positively influences human behavior? 

 

A.	Asset protection and vulnerability assessments

 

B.	Reducing vulnerability by protecting, offsetting or transferring the risk

 

C.	Crime prevention through environmental design

 

D.	Instituting employee screening and workplace violence programs

 

Correct answer is C. Crime prevention through environmental design (CPTED) is a crime reduction technique that has several key elements applicable to the analysis of the building function and site design against physical attack. It is used by architects, city planners, landscapers, interior designers, and security professionals with the objective of creating a climate of safety in a community by designing a physical environment that positively influences human behavior.
 

6. The key to a successful physical protection system is the integration of:

A.	people, procedures, and equipment

 

B.	technology, risk assessment, and human interaction

 

C.	protecting, offsetting, and transferring risk

 

D.	detection, deterrence, and response

 

Correct answer is A. The key to a successful system is the integration of people, procedures and equipment into a system that protects the targets from the threat. A well-designed system provides protection-in-depth, minimizes the consequences of component failures and exhibits balanced protection.
 

7. What is the primary objective of controlling entry into a facility or area?

A.	Provide time management controls for all employees

 

B.	Ensure that only authorized persons are allowed to enter

 

C.	Keep potential hazards and contraband material out that could be used to commit sabotage.

 

D.	Identification purposes

 

Correct answer is B. The primary function of an access control system (ACS) is to ensure that only authorized personnel are permitted inside the controlled area. This can also include the regulation and flow of materials into and out of specific areas. Persons subject to control can include employees, visitors, customers, vendors, and the public. Access control measures should be different for each application to fulfill specific security, cost, and operational objectives.
 

8. For safety considerations in perimeter areas such as parking lots or garages what is the advised lighting?

 

A.	3 fc

 

B.	5 fc

 

C.	7 fc

 

D.	10 fc

 

Correct answer is B. Lights used for CCTV monitoring generally requires at least one to two footcandles of illumination, whereas the lighting needed for safety considerations in exterior areas such as parking lots or garages substantially greater (at least 5 fc).
 

9. What would be the most appropriate interior sensor used for a building that has windows along the ground floor?

 

A.	infrared glass-break sensor

 

B.	ultrasonic glass-break sensors

 

C.	acoustic/shock glass-break sensors

 

D.	volumetric sensors

 

Correct answer is C. Glass-break sensors are a good intrusion detection device for buildings with a lot of glass windows and doors with glass panes. The use of dual-technology glass break sensors—acoustic and shock wave—is most effective. The reason is that if only acoustic is used and an employee pulls the window blinds up, it can set off a false alarm; but if it is set to a dual-alarm system both acoustic and shock sensors will need to be activated before an alarm is triggered.
 

10. Which of the following BEST describe three separate functions of CCTV?

 

A.	surveillance, deterrence, and evidentiary archives

 

B.	intrusion detection, detainment and response

 

C.	optical scanning, infrared beaming and lighting

 

D.	monitoring, white balancing and inspection

 

Correct answer is A. Uses of CCTV systems for security services include several different functions: surveillance, assessment, deterrence, and evidentiary archives.
 

11. Although security technologies are not the answer to all organizational security problem, if applied appropriately what will they provide? 

 

A.	the ability to reduce electrical costs

 

B.	they can enhance the security envelope and in the majority of cases will save the organization money 

 

C.	government tax incentives for increased physical protection systems

 

D.	increased capital value of property with high-tech integrated technologies

 

Correct answer is B. Businesses face new and complex physical security challenges across the full spectrum of operations. Although security technologies are not the answer to all organizational security problems, if applied appropriately, they can enhance the security envelope and in the majority of cases will save the organization money.
 

12. A meaningful assessment of a facility or building should be used:

 

A.	to determine where all the fire exits are located

 

B.	within the context of the defined threats and the value of the organization’s assets

 

C.	to count the number of employees within the facility

 

D.	to determine the structural strength of the perimeter walls

 

Correct answer is B. The assessment of any vulnerability of a facility or building should be done within the context of the defined threats and the value of the organization’s assets. That is, each element of the facility should be analyzed for vulnerabilities to each threat and a vulnerability rating should be assigned. A vulnerability assessment may change the value rating of assets due to the identification of critical nodes or some other factor that makes the organization’s assets more valuable.
 

13. The BEST example of building a new facility for security is:

 

A.	limiting the number of entrances to the site that must be monitored, staffed and protected

 

B.	reducing the cost associated with energy needs in providing the physical protection system

 

C.	giving employees easy access to the facility without their knowledge of the security components used in monitoring their activities

 

D.	blast reinforcement film on all perimeter windows

 

Correct answer is A. Gates exist to facilitate and control access. Gates need to be controlled to ensure that only authorized persons and vehicles pass through. It is BEST to minimize the number of gates and access points because any opening is always a potential vulnerability. Each gate requires resources whether it uses electronic access control or a guard. The fewest number of entry points, the better the control of the facility.
 

14. All visitors entering the facility sign in and out on a visitor’s log, this is established for what reasons? 

 

A.	for the purpose of detection, accountability and the necessity for response

 

B.	access control and surveillance 

 

C.	timeframe of the visit, who was visited, and in the case of an emergency have accountability of everyone for safety purposes 

 

D.	for planning assessment and the requirements of proper designation

 



Correct answer is C. All visitors entering the facility should sign in and out on a visitor’s log to maintain accountability of who is in the facility, the timeframe of the visit, who they visited, and in the case of an emergency have accountability of everyone for safety purposes.
 

15. What is the BEST means of protecting the physical devices associated with the alarm system?

 

A.	Tamper protection

 

B.	Target hardening

 

C.	Security design

 

D.	UL 2050

 

Correct answer is A. Tamper protection is the means of protecting the physical devices associated with the alarm system through line supervision, encryption, or tamper alarming of enclosures and components.
 

16. When using a piece of portable computing equipment or media, regardless if it is being used inside the facility or is being removed for legitimate business outside of the facility, simple protection methods need to be employed in order to maintain the security of the equipment. These BESTconsist of ______.

 

A.	cable locks, encryption, password protection and increased awareness

 

B.	reducing vulnerability by protecting, offsetting or transferring the risk

 

C.	operational readiness, physical protection systems, standard operating processes

 

D.	increase awareness, environmental design and physical security

 

Correct answer is A. When using a piece of portable computer equipment or media, regardless if it is being used inside the facility or is being removed for legitimate business outside of the facility, simple protection methods need to be employed in order to maintain the security of the equipment: use a cable lock, do not leave the equipment unattended or unsecured, use strong passwords, and encrypt data.
 

17. Personal identity verification systems which use hand or fingerprint, handwriting, eye pattern, voice, face, or any other physical characteristics for authentication are:

 

A.	Biometric devices

 

B.	Technological systems

 

C.	Physiometric devices

 

D.	Physical analysis devices

 

Correct answer is A. Biometric devices rely on measurements of biological characteristics of an individual, such as a fingerprint, hand geometry, voice, or iris patterns.
 

18. Physical security is applied by using ______ of physical protective measures to prevent or minimize theft, unauthorized access, or destruction of property.

 

A.	Layers

 

B.	Methods

 

C.	Varieties

 

D.	Types

 

Correct answer is A. The primary goal of a physical protection program is to control access into the facility. In the concept of defense-in-depth, barriers are arraigned in layers with the level of security growing progressively higher as one comes closer to the center or the highest protective area. Defending an asset with a multiple posture can reduce the likelihood of a successful attack; if one layer of defense fails, another layer of defense will hopefully prevent the attack, and so on.
 

19. What is a comprehensive overview of a facility to include physical security controls, policy, procedures and employee safety?

 

A.	Availability assessment

 

B.	Security survey

 

C.	Budgetary and financial performance

 

D.	Defense-in-depth

 

Correct answer is B. Before any project begins there must be an assessment made in order to put together an operational plan and a practical approach to securing the facility. This security assessment can also be called a security survey, vulnerability assessment, or risk analysis.
 

20. Which security control is most effective in curtailing and preventing “piggybacking” or “tailgating” as a means of unauthorized access?

 

A.	Cameras

 

B.	Turnstiles

 

C.	Keys

 

D.	Identification badges

 

Correct answer is B. A common and frustrating loophole in an otherwise secure access control systems can be the ability of an unauthorized person to follow through a checkpoint behind an authorized person, called “piggybacking” or “tailgating.” One solution is an airlock-style arrangement called a mantrap, in which a person opens one door and waits for it to close before the next door will open. Another system that is available is a turnstile, which can be used as a supplemental control to assist a guard or receptionist while controlling access into a protected area.
 


  
